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BABTRALIE O S HABARMAT F S AR ERE—: M7 AET X405 &, Fh— 5 BARH FRILEATH R,

8 ABPE (input.json) R
{

"Anomaly Description": "The system experienced an anomaly from . Please infer the possible

cause.",
“uuid“: "345fbe93-80" fRAT

}

345fbe93-80 2025-06-06_00
R L s i) 28 25 AR [ 2 i AFEARuuid AR T AR A ] HoR T 28R

(VCHiclogAlitrace L)

Log W f4:44: log filebeat-server 2025-06-06 00-00-00.parquet Trace /44 : trace jaeger-span 2025-06-06 00-00-00.parquet

SR REBSE—
Log# ¥ TraceZ#E MetricZi{E

@timestamp e e time e e startTime

2025-06-05T16:10:02Z | 2025-06-05T16:10:02Z 1749139802000000

e e e (D)

timestamp_ns e e timestamp_ns e e timestamp_ns

1749139802000000000 e | 1749139802000000000 e e 1749139802000000000
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LogR A ‘AR A+EEA" X, Bt AN FEABRREE, KA error B &F &8I AL,

@ ctEEfr 2025-06-06_00 © Errorxg@iantye
l@@ﬁ?@&iﬁ% faultl end time error: db connection failed

- info: user logged in
. 2025-06- -00-00. t time5 m g8
Log filebeat serve;r(;2 50 056 (())66 0061_00 00-00.parque ' EREOIR, fils agslond i

{ RiR ®error H
l@@ﬁ@@iﬁ:@ log3 log4 log5 i log6 §

. ) _ S error: db connection failed
Log filebeat-server 2025-06-06 01-00-00.parquet time3 time4 time>5:time6 ERROR: file upload failed

O BLFEARR @ AR ITE
.-+, agent_name, time Beijing, k8 pod, k8 node name, message, k8 namespace, - [2025-06-05T16:10:02Z] error: db connection
| s2mxqen faileth raingR e
time Beijing, k8 pod, k8 node name, message [ISO_TIMESTAMP] error: db connection failed

@ HAEESHRSET @ & Fwest Sservice B

[2025-06-06T16:10:02Z] error: db connection failed [ISO TIMESTAMP] error: db connection failed

[2025-06-06T16:11:02Z] error: db connection failed [ISO TIMESTAMP] error: db connection failed k8 pod

[2025-06-06T16:12:03Z] error: file upload failed [ISO TIMESTAMP] error: file upload failed l@% H&service
‘ e

| =mramseR |

[2025-06-06T16:10:02Z] error: db connection failed [ISO TIMESTAMP] error: db connection failed H ¥R EL: 2 service,
[2025-06-06T16:12:03Z] error: file upload failed  [ISO_TIMESTAMP] error: file upload failed H ¥R EL: 1 pod name

b

— . node_name, service_name, pod_name, message,
Log&BEEIE m%%mﬁj . aiops-k8s-04, frontend, frontend-2, “"“error™:”could not retrieve product: ...,
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Trace £ 8 “ZB B FIJ+ANEE" &RAFFEAN Kk,
« REEF3: A A IsolationForest M duration F'F, FHBSONMEARAFZFTLEREA054RIEN L4 S HEBER
o FLNIE BAM: A status.code£0 A= 2F N & status.message BRI KRS FF

“Cpodl % Fpodl @

( LCpod2 PRAF2, Fpod2

O —
MR Seesk 8043057 H @ durationsf

30s '

50 FEAS x 80130s M I (E=40001~duration3I{H (ANSR4EA30sERA Zh) l 0-© gb ,
30s

Fpod BAEA TR & H duration#| 3% (<40001~H)
_frontend-0_hipstershop.ProductCatalogService/GetProduct, [113.19, 125.13, 2349.66, ...]
frontend-0_hipstershop.CheckoutService/PlaceOrder, [148.41, 18672.41, 153.59, ...]

IsolationForest1 ;i

-i/ l é/ A} i) ! j A 1 T
1| A Isolafigs WomsiAtion F: i

_cartservice-2_ POST /hipstershop.CartService/AddItem, [3544.81, 3925.68, 3876.12, ...] IsolationForestn

" node name, parend_pod, child_pod, operation_name, anomaly_avg_duration, Statusj%'ﬂr%é
Traceﬁﬂé?ﬁ occurrence_count Status.code # 0
aiops-k8s-04, N/A, frontend-1, histershop.Frontend/Recv., 56375295.28801, ’

Mil4E BB o= sy 30 Status.messagel:
w_n%mﬂ RS HTTP status code: 500

(mﬁﬁ2o ) . node _name, parend_pod, child_pod, operation_name, status_code, status_message, occurrence_count Status message?2:
aiops-k8s-04, N/A, frontend-1, histershop.Frontend/Recv., 13, HTTP status cde: 500, Il % %: 161 context canceled
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Metric #fE S48 32K 7T ‘RN RULESTE+HERLBHEAGLLM >4 £ %
o GiiatARICERTE: KFiESRIEBITRITEARLELE, LA TEFNAR, TEEFKIE, KA E&HE Atoken,
o BERABHLALLMHH: H % EBIR0RELE, B L TXHEERE,

APM 55 ) b 58 45 4R & Tidb 45 47 45,1 A5 4T &
R ) b dE 45 AR &Tidb 45 47 T 38 47 &£ R AR R D

client_error_ratio , error_ratio , request , o a] B4R ok 3 B A
response , rrt, server_error_ratio , timeout SHFRHLZER = 1 _ _Prauie = Proramil AR o
(Pfault + Pnoraml) + € N\ ;‘V{ . | ﬁﬁﬁ%,%—ﬁ;% 97\1?*1‘«‘]{ TIg?

9 o4z 3B A AR B, l

CERME YRR - 2680, B DR s e - 2700,
I "E A ] AHLSE" < 17.25, ) N\ EREREE AMLIE" 435,
"EE I E 99945 27 3041, Y N/ CHEME995 % 347.05

Infradt 2514 At Kpi_key45 47
pod_cpu_usage, node_cpu_usage_rate
pod_processes , node_memory_usage_rate...

Infra kpi_key St i1 $54R APM&Tidb%: 114545

Pods-Nodes Bk 4+ 7% Bt Z BB LLM & & 48 45 947 — BB LLM AL A 8 38 47 47

‘aiops-k8s-01°_k ¢ Fpods:
e : [S.%p 2R I F B L AT Z G A KL % Bk
['checkoutservice-1', 6 7S
. SN 1. Node: 7 % aiops-k8s-01#ynode CPU _usage_ rate’t JF ... 1. Service: emailservicey & Jrrtd5 45 69 5| 20 B L. ..
productcatalogservice-0', "N
, . . , 2. Service :emailservice Pod 2R =%, rrtdgtrl10423g k... 2. Pod: redis-cart-0 timeout 34 {2 3% ¥ % 4
recommendationservice-1', . N : ) = . 2 K FAE ...
) 3. Pod : cartservice-1(2} & Taiops-k8s- OS)tnneouti’] 1B %032 3. TiDB: & 4547 T A2 2, & th ILEA & 5%

sh]lppmgsemce—l ) 4. TiDB: % 0435 47744, F) —Node F L9 &K R & % ...




SIRSIRE D

| 2025 CCFEPFRAIOpsHkEL

QS CCF International AlOps Challenge
-~

Log# ¥ 4. Trace} F A XAeMetric A% & & HATRBEE S, 2 RLARE Rz Agent, T8k A4 XA EL A

Log# & X

node_name, service_name, pod_name, message,

aiops-k8s-04, frontend, frontend-2, “{™error”:"could not...,

Trace# A M 4 R

node _name, parend_pod, child_pod, operation_name,
aiops-k8s-04, N/A,

Metricsk EAZ L L4 R

Node: aiops-k8s-01#9node cpu usage rate#s &5 1E 7 #A 18] B &k F ...
Service :emailservice Pod 2 IR % F %, AR EFBIrtdF iR 104238 K. ..

{

"component": "adservice-0",

"uuid": "8cle8ce9-237",

"reason": "kpi_key 'pod cpu_usage' surged and kpi_key ‘pod_memory working set bytes' increased significantly in adservice-0",
"reasoning_trace": [

!
1

"step": 1,
"action": "LoadMetrics(adservice-0)",
"observation": "kpi_key ‘pod_cpu_usage' surged and kpi_key ‘pod _memory working set bytes' increased in metric"

1
{
"step": 2,
"action": "TraceAnalysis('frontend -> adservice')",
"observation": "hipstershop.AdService/GetAds duration spiked in trace"

1

!
1

"step": 3,
"action": "LogSearch(adservice-0)",
"observation": "DeadlineExceeded error found in log"

S XA TR
SR XARBRKHT)

frontend-1, histershop.Frontend, ...

% 2 S54E & {2 prompt
HARIBAIRAR 0 B A 5006, HUEIRRIE. RAIIRRIE, BATLA KT,
PARATROE—HERE, B oL ERREILA, 2L

e S AT MABRAERAT AT, A E I8 B &) KB

1.
2. RIEW—/ANR T i 49 8 F AT 4 R
3. R LA ) AR s

T R &9 35 4% 44 -

BERFTEE: | O(
BR S50 5 AR @

Metric3 [ 8.4 & £ . I I I

"component": "adservice-0",
"uuid": "8cle8ce9-237",
"reason": "kpi_key ‘pod cpu usage' surged and kpi_key ‘pod_memory working_set_bytes' increased significantly in adservice-0",
"reasoning_trace": [
{
"step": 1,
"action": "LoadMetrics(adservice-0)",
"observation": "kpi_key ‘pod cpu usage' surged and kpi_key ‘pod_memory working_set_bytes" increased in metric"

"step": 2,
"action": "TraceAnalysis('frontend -> adservice')",
"observation": "hipstershop.AdService/GetAds duration spiked in trace"

1
{"step": 3, i%ﬁ: &4{‘% th

"action": "LogSearch(adservice-0)", :% }\reSUIt json

"observation": "DeadlineExceeded error found in log"

~
1 P JE N AR AR




& / ﬁﬁ A EAS RS | 2025 CCFEPRAIOpsBER
C === = §5 CCF International AlOps Challenge

MRS ET EBBZEEL T (F3)

Log $3% /& 45 44 11
Pt K 2| log X A4 7 2 Bl i i B 4T3 ErrorF 8T &5 T Drainfg#h =¥ B 75 Token 4.+t

288242.3447 67324.1947 1248.38471 14.7447 #9 2400 tokens

Trace 4% [ 45 44+t
R E traceX A7 HEEIEETE | IsolationForesti M| 2] 7% FUERSBITE Token 4.1+
308926.08 47 69887.22 47 ‘ 139.1747 18.1647 % 1000 tokens

&, 4A-status ¥ tracefT 3 Status 3% 1L T Status 3 9485 /73 Token 4.+t
66441.7047 772.6447 5.0347 %5 300 tokens

Metric £ 4% /& 45 40+t
VG & 2| metricfT metric XK & RO XHBZE Brib XA Token 4.7t

1045282.06 7 1124~ T2AS 1500-20005 %5 1500 tokens
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T ko 48 1k 2 3£ 4
status’R & R # &N HitEFRAENERAL

% A AR L R T R RELRK, RTHEF
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TR &
 https://github.com/tangpan360/MicroRCA-Agent.git
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