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The data details are as follows:

cmbd_id anomalies_count rrt_mean rrt_max rrt_p95_threshold proportion_of_anomalies
pod.checkoutservice-2 21 1235465.708 4151997.5 378623.905 0.913
pod.shippingservice-1 10 385601.755 1372842.0 1651.505 0.435

k8_pod error_message anomalies_counts

frontend-0 failed to complete the order, desc=context canceled 5

frontend-@ failed to complete the order, desc=shipping error 4

frontend-@ failed to complete the order, desc=shipping quote failure 26

frontend-1 failed to complete the order, desc=context canceled 3

A D = ==t frontend-1 failed to complete the order, desc=shipping quote failure 30

l. haﬁlﬂﬁﬂxqmagqmﬁma'&‘%ﬁ frontend-2 failed to complete the’order, desc=context canceled 5
- \ s N 43 & : e -

ii. ﬁmﬁtﬂﬁﬁﬁﬁ’]’lﬁlflﬁﬁﬁﬁi-ﬁ%mEl:c.\ﬁﬁ frontend-2 failed to complete the order, desc=shipping error 1
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13. Abnormal trace data during the failure period:

cmbd_id status_message server nodeName anomalies_counts mean_duration

checkoutservice-2 connection error: desc = "transport: Error while d ShippingService aiops—k8s-06 55 1.999933e+087

0 TSR \ sl checkoutservice=2 context canceled ShippingService aiops-k8s-86 13 5.551001e+87

l. j]ﬂijzllﬂ;ﬂfﬁxqm Egﬁmﬁmlﬁ]mﬁiﬁ*& . checkoutserv::nce-z shJ:.ppj.ng error: shipment fa.iled: rpc error: lcnde = CheckuutServ::.ce a%nps-kBs-% 7  4.604563e+07

\ M N e o L = s S A 3L I checkoutservice-2 shipping quote failure: failed to get shipping quo CheckoutService aiops-k8s-06 90  2.493828e+27
. Il. ﬁﬂﬂjml};ﬂﬂ'lﬂ-‘lﬁlﬁﬁﬁﬁﬂiﬂ% E(]}J%]Hq %éﬂ?& ,  Checkoutservice-2 timed out waiting for server handshake ShippingService aiops-k8s-@6 29 2.000075e+07
\ = N s Q —ps " N frontend-0 HTTP status code: 500 1@,233.89.225 aiops-k8s-03 35 2.792071e+07
\ ”l*E*E%;%XTI%%& EEL&?TE&EW—?%%, ﬁ%;‘éﬁ?%gu E(Jd%%";ﬁéi g frontend-0 context canceled CheckoutService aiops—k8s-83 5 5.999992e+87
N ya frontend-8 shipping error: shipment failed: rpc error: code = CheckoutService aiops—-k8s-83 4 3.892617e+07

‘o P frontend-@ shipping quote failure: failed to get shipping quo CheckoutService aiops-k8s-83 26 2.005642e+07

‘~ - frontend-1 HTTP status code: 500 1@.233.89.225 aiops-kBs-87 33  2.369229e+07
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2025-08-26 19:08:29.487 | INFO | __main__t:sigle_exc:972 - Currently processing Task 0, with Task ID 74a44ae7-81.
2025-08-26 19:08:29.487 | INFO | __main__:sigle_exc:973 — objective: Please analyze the abnormal event between 2025-06—06 01:10:04 and 2025-06-06 01:33:04 and provide the root cause.
2025-08-26 19:08:30.620 | INFO | __main__:cal_all_p95:702 - Complete the loading of abnormal data from APM and Infra.

We have provided a total of 15 data items, including APM metrics and Infra metrics. The components involved include node, pod, service, TiDB, TiKV, and PD (TiDB, TikV, and PD are all database components).
Anomaly information during the failure period for all pods and services under APM metrics.

Explanation of data fields for pods and services under APM metrics:

- skcmbd_id#k: Represents 'component type.component name' (the part before the '.' indicates whether the component is a pod or a service, and the part after the '.' specifies the name of the component).

- xkanomalies_countxk: Represents the number of anomalies that occurred during the failure period (the number of times the threshold was exceeded).

- skproportion_of_anomaliessxk: Represents the proportion of anomalous data during the failure period relative to all data within the failure time window (e.g., if there is 1 data point per minute, the failure period lasts 20 minutes, and there a
re 10 anomalies, the proportion of anomalies would be 0.5).

Next, we will present all processed data during the failure period:

1. RTT data for all pods, where:

- %krrt_meansk: Represents the average latency of the current component during the failure period.

— kkrrt_max+tk: Represents the maximum latency of the current component during the failure period.

- skrrt_p95_thresholdxx: Represents the anomaly threshold calculated using P95 (you don't need to know the detailed calculation process).

The data details are as follows:

cmbd_id anomalies_count rrt_mean rrt_max rrt_p95_threshold proportion_of_anomalies
pod. checkoutservice-2 21 1235465.708 4151997.5 378623.905 0.913
pod.shippingservice-1 10 385601.755 1372842.0 1651.505 0.435

2. Error data for all pods:

- kkerror_meansk: Represents the average number of errors for the current component during the failure period.
- kkerror_maxkk: Represents the maximum number of errors for the current component during the failure period.
- %kerror_p95_thresholdxk: Represents the anomaly threshold calculated using P95.

The data details are as follows:

cmbd_id anomalies_count error_mean error_max error_p95_threshold proportion_of anomalies

pod.cartservice-0 7/ 10.286 12 0.0 0.304
pod.shippingservice-1 8 12.000 12 0.0 0.348
pod.shippingservice-2 16 12.000 12 0.0 0.696

3. Timeout data for all pods (the field meanings are similar to the RTT and error data for pods):
The data details are as follows:

Empty DataFrame
Columns: [cmbd_id, anomalies_count, timeout_mean, timeout_max, timeout_p95_threshold, proportion_of_ anomalies]
Index:

4, RTT data for all services (the field meanings are similar to the RTT and error data for pods):
The data details are as follows:

cmbd_id anomalies_count rrt_mean rrt_max rrt_p95_threshold proportion_of_anomalies
service.checkoutservice 21 1235465.708 4151997.5 378623.905 0.913

5. Error data for all services (the field meanings are similar to the RTT and error data for pods):
The data details are as follows:

cmbd_id anomalies_count error_mean error_max error_p95_threshold proportion_of anomalies

service.cartservice 8 13.5 24 2.0 0.348
service.shippingservice 10 14.4 24 0.0 0.435
SLREGIRR: APM/InfrafiRsiS]AL
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12. Abnormal log

data during the failure period:

k8_pod error_message anomalies_counts
frontend-0 failed to complete the order, desc=context canceled 5
frontend-0 failed to complete the order, desc=shipping error 4
frontend-0 failed to complete the order, desc=shipping quote failure 26
frontend-1 failed to complete the order, desc=context canceled 3
frontend-1 failed to complete the order, desc=shipping quote failure 30
frontend-2 failed to complete the order, desc=context canceled 5
frontend-2 failed to complete the order, desc=shipping error 1
frontend-2 failed to complete the order, desc=shipping quote failure 23

### Data field de

scriptions:

- Logs: The Log Data is used for subsequent text-based search and log analysis. The fields and their descriptions are as follows:

— k8_pod: The
— error_messa

- anomalies_counts: The total number of exceptions in the current group after aggregating the log data with exceptions by the columns ['cmbd_id', 'error_message'l.

13. Abnormal trac

name of the Pod.
ge: Records detailed information about the error.

e data during the failure period:

cmbd_id status_message server nodeName anomalies_counts mean_duration
checkoutservice-2 connection error: desc = "transport: Error while d ShippingService aiops-k8s-06 1.999933e+07
checkoutservice-2 context canceled ShippingService aiops—k8s-06 13 5.551001e+07
checkoutservice-2 shipping error: shipment failed: rpc error: code = CheckoutService aiops-k8s-06 7 4.604563e+07
checkoutservice-2 shipping quote failure: failed to get shipping quo CheckoutService aiops-k8s-06 90 2.493828e+07
checkoutservice-2 timed out waiting for server handshake ShippingService aiops—k8s—06 29 2.000075e+07
frontend-0 HTTP status code: 500 10.233.89.225 aiops-k8s5-03 35 2.792071e+07
frontend-0 context canceled CheckoutService aiops—k8s-03 5 5.999992e+07
frontend-@ shipping error: shipment failed: rpc error: code = CheckoutService aiops—k8s-03 4  3.892617e+07
frontend-@ shipping quote failure: failed to get shipping quo CheckoutService aiops—k8s-03 26 2.005642e+07
frontend-1 HTTP status code: 500 10.233.89.225 aiops-k8s-07 33  2.369229e+07
frontend-1 context canceled CheckoutService aiops—k8s-07 3  5.999952e+07
frontend-1 shipping quote failure: failed to get shipping quo CheckoutService aiops—k8s-07 30 2.005998e+07
frontend-2 HTTP status code: 500 10.233.89.225 aiops-k8s-04 29 2.786278e+07
frontend-2 context canceled CheckoutService aiops—k8s-04 5 6.000005e+07
frontend-2 shipping error: shipment failed: rpc error: code = CheckoutService aiops—k8s-04 1 4.662797e+07
frontend-2 shipping quote failure: failed to get shipping quo CheckoutService aiops—k8s-04 23  2.005871e+07

### Data field de

- Trace Information: Trace data provides detailed information about each span (sub-call) during microservice interactions, helping to identify bottlenecks and anomalies in cross-—service request chains. The main fields and their meanings are as f

scriptions:

ollows: — cmbd_id: Component name.
— cmbd_id: The name of the current pod.
- status_message: Displays the details of the error.
— mean_duration: Indicates the average duration of the current call chain group.
- server: Indicates the downstream service called by the current node.

- nodeName: I

ndicates which node the current pod is deployed on.

- anomalies_counts: The total number of exceptions in the current group after aggregating the traces with exceptions by the columns ['cmbd_id', 'status_message', 'server', ‘'nodeName'].
- Note: When analyzing this part of the data, you should focus more on the fields “status_message™ and “server’, rather than placing too much emphasis on the “cmbd_id® field. This is because failure information often appears in the status_messa
ge' field, while the faulty component is usually indicated in the “server® field.

SRR : BE/ERREUENSEIRAL
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2025-08-26 19:54:35.105 | INFO | __main__:sigle_exc:972 — Currently processing Task @, with Task ID 74ad4ae7-81.
2025-08-26 19:54:35.105 | INFO | __main__:sigle_exc:973 - objective: Please analyze the abnormal event between 2025-06-06 01:10:04 and 2025-06-06 01:33:04 and provide the root cause.
2025-08-26 19:54:36.131 | INFO | __main__:cal_all_p95:702 - Complete the loading of abnormal data from APM and Infra.

To diagnose the root cause of the failure, I will follow the standardized root cause identification workflow (SOP) and analyze the provided data step by step. Here’'s a detailed breakdown of the analysis:

l### Step 1: Analyze APM Metrics and Infra Metrics l

#### APM Metrics
- %kRTT Data for Pods:*k
- “checkoutservice-2" has a high number of anomalies (21) with a very high average latency (" rrt_mean = 1235465.708 ms') and maximum latency (' rrt_max = 4151997.5 ms'). The proportion of anomalies is 0.913.
- “shippingservice-1' also has a significant number of anomalies (10) with a high average latency (" rrt_mean = 385601.755 ms') and maximum latency (' rrt_max = 1372842.0 ms'). The proportion of anomalies is 0.435.

- xkError Data for Pods:*
- “cartservice-0' has 7 anomalies with an average error count of 10.286 and a maximum of 12.
- “shippingservice-1' has 8 anomalies with an average error count of 12 and a maximum of 12.
- “shippingservice-2" has 16 anomalies with an average error count of 12 and a maximum of 12.

- %kRTT Data for Services:xx
- “checkoutservice® has 21 anomalies with a very high average latency (' rrt_mean = 1235465.708 ms') and maximum latency (' rrt_max = 4151997.5 ms'). The proportion of anomalies is 0.913.

- xkError Data for Services:kx
- “cartservice' has 8 anomalies with an average error count of 13.5 and a maximum of 24.
- “shippingservice® has 10 anomalies with an average error count of 14.4 and a maximum of 24.

e STRREGIRR: SRR AT
- sdNode Metrics:kk i& /__R7|< l /. ' %:I: I A w—lu
- ‘aiops-k8s-06" has multiple anomalies in ‘node_memory_MemAvailable_bytes' and ‘node_filesystem_free_bytes".

— “aiops-k8s-07" has anomalies in ‘node_memory MemAvailable_bytes' and ‘node_filesystem free_bytes.

— %kTiKV Metrics:#k
— “tikv.tikv.io_util’ has 9 anomalies with a mean value of 0.065 and a maximum of 0.066.

l### Step 2: Analxze Log Data'
- *%xLog Data:k

- “frontend-0°, ‘frontend-1', and 'frontend-2" all have errors related to "shipping quote failure" and "context canceled". The most frequent error is "failed to complete the order, desc=shipping quote failure".

l### Step 3: Analyze Trace Data l
- *klrace Data:xk

- “checkoutservice-2" has multiple anomalies with status messages like "connection error", "context canceled", "shipping error", and "shipping quote failure". The downstream service is ‘ShippingService' and the node is ‘aiops-k8s-06"
- “frontend-0', ‘frontend-1', and ‘frontend-2' have similar errors, with the downstream service being ‘CheckoutService' and nodes ‘aiops-k8s-03", ‘aiops-k8s-07', and ‘aiops-k8s-04' respectively.

l### Step 4: Combine Logs, Traces, APM, and Infra Metrics Data to Pinpoint Catastrophic Failuresl

#### Analysis:
1. x+Downstream Component Identification:xx

- The logs and traces indicate that the primary issue is related to "shipping quote failure" and "context canceled" errors. These errors are consistently reported by the "frontend® services, which call the "checkoutservice® and ‘shippingservi
ce'.
- The ‘checkoutservice-2' pod has a very high number of RTT anomalies and a high proportion of anomalies, indicating severe performance issues.
- The ‘shippingservice-1' and ‘shippingservice-2"' pods also show significant anomalies in both RTT and error metrics.

2. x#Node-Level Analysis:sk
- ‘aiops—k8s-06" and ‘aiops-k8s-07" have multiple infra metric anomalies, particularly in memory and filesystem usage. However, these anomalies alone do not necessarily indicate a root cause, as they could be symptoms of a deeper issue.

3. *xkService-Level Analysis:xk
- The ‘shippingservice' and "checkoutservice® are the primary downstream services involved in the errors. The ‘shippingservice' is called by the ‘checkoutservice', and the ‘checkoutservice' is called by the "frontend'.

4. *xxPod-Level Analysis:kk
- “checkoutservice-2" and ‘shippingservice-1" and ‘shippingservice-2' are the specific pods showing the highest number of anomalies. However, since the “shippingservice' is the direct downstream service causing the "checkoutservice' to fail,
it is more likely to be the root cause.

#### Conclusion:
- %*Root Cause Component:sx ‘shippingservice®
- %kRoot Cause Reason:x* High RTT and high error rate, leading to "shipping quote failure" and "context canceled" errors.

The “shippingservice® is the most downstream component causing the observed failures in the ‘checkoutservice' and ‘frontend' services. The high RTT and error rates in the ‘shippingservice' pods (' shippingservice-1' and ‘shippingservice-2') are t
he primary indicators of_the root cause.
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