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RLIEEERS . BIRTALE -> EEEEE > RERL -> AIRSNREST -> SHLET

{

"Anomaly Description": "The system experienced an anomaly from 2025-06-05T16:10:02Z to 2025-06-

05T16:31:02Z. Please infer the possible cause.",
"uuid": "345fbe93-80 “
}

@ l {SEV YIS IEOTAD S /SR

Start time: 2025-06-05T16:10:02Z
End time: 2025-06-05T16:31:02Z

® l ARSI

metric-rrt [ LSTM+30 ]
metric-infra [ Rule

log Keyword Matching ]
trace [ Data Analysis ]

Data

==

Role

Relevant info

Action

Result

Example

Prompt

text

3 |

=)

{"component": "emailservice",

"uuid": "345fbe93-80",

"reason": "CPU stress; pod_cpu_usage=0.4,
pod_processes=10",

"reasoning_trace":

[{"step": 1, "action": "Analyze service metrics",
"observation": "emailservice shows
abnormal_rrt (max_error=27869.24) and
abnormal_rrt_max (max_error=191644.45)"},
{"step": 2, "action": "Inspect pod metrics",
"observation": "All emailservice pods have
persistent pod_cpu_usage=0.4 (>0.2) and
pod_processes=10 (>1 threshold)"},

{"step": 3, "action": "Verify trace data",
"observation": "emailservice self-calls (e.g.,
SendOrderConfirmation) show high duration

(98ms) but no external dependencies"}]}
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B3 5 £HIRE, LIRITHRBRTARNRERNSZE, BEERER T REHENAR

RRT Infra "error","exception","failed","fail","failure","abort","panic","critical",

"overflow","underflow",

S as hang","stall","block","pause","deadlock","jam","stop","GC",
ICRAOUBENRE "retry","reset","revoked","suppressed","ignored","unresponsive"

metric-apm-pod ] [ metric-infra-pod ] @
o [ tidb-pd [ cpu_usag ][ leader_count ][ available_size]
metric-apm-service metric-infra-node ] -
. [ tidb-tikv [ uptime ] [ duration_99th | [ ]
[ rrt ] [ rrt_max ] | cpu_usage_rate
, ‘ [ tidb-tidb MUFHERE, ZTEXHT R
LSTM¥PIRZE + 3std memory_usage_rate
service/pod max_error ) 1
223—2:;?"(:'&;}"95"‘0"1 filesystem_usage_rat ®
anomaly_count e ‘ pod_trace: #itBiABMIINPARERER
[error ][time out ] [ pod_processes ] [ ] trace | abnormal_status_code: B &code
>0 BATBE A R & HANFHEE, BFELNT R server_call_count: 87T ARFEIAREpodiEHIXREL

O A% 53 B ALRELE RS

\" .,m_ State Key Laboratory of Networking and Switching Technology
e

Daikers




2025 CCFEPRAIOpsHkL%

QS CCF International AlOps Challenge
-~

HEik—: WA BRAETRBHTREEARL?

EEAHRBERAREEMOEQSZERE -> LR, REARNSRSAEENRSIEIRGZE

I Xialt keywords = [
B)
emau;%gyﬁfaél “error", "exception”, "failed", "fail", "failure","abort", "panic”,“critical”,

"fatal","reject"”, "refused","denied", "invalid", "unavailable", "timeout", "not found",
"unreachable","lost", "dropped"”, "disconnect","corrupted", "mismatch"”, “conflict",
"overload","exhausted", "warning","assertion", “rollback", "recoverable","unrecoverable"”,
"interrupted”,"incomplete”, "not allowed","unauthorized","forbidden", "unsupported”,
"unhandled", "unexpected"”, "deprecated”,"missing", "blocked","stopped", "halted", "broken",
“crashed","issue", "trouble", "degraded", "skipped"”, "overflow", "underflow"

FHigs “hang","stall","block", "pause”,"deadlock","jam", "stop","GC",

SEEE(MES o) - - "invalidated","expired","inconsistent","illegal"”, "unknown","shutdown",
"retry","reset"”,"revoked", "suppressed", "ignored"”, "unresponsive"

© EEXTNREXE

'checkoutservice-0': { fron;end—a é{
3 . ‘frontend' :
self_calls_topl': [{ . . { s ,
0.6 . tf i " thipst h T —— ice/Pl Al operationName': ‘'hipstershop.Frontend/Recv.’,
opera.lon ame ' : ipstershop.CheckoutService/PlaceOrder’, ‘duration’: 25083

§0 . duration': 221038, ‘tags': {
3‘ HEEESTR ‘status.code': '13'
§ ‘status.code’': '0’, ‘status.message': 'HTTP status code: 500'
3‘0 2 ‘status.message': "', "span.kind': 'server',
g . A .

‘span.kind': ‘'server’ error': ‘true

0.0 1y b _
"process’: { process ? fl

: iceN ', ' checkout M 'serviceName': 'frontend',

serviceName': ‘checkoutservice .

e . o 'ip': '10.233.77.21',

ip': '10.233.77.53", ‘name’: 'frontend-g°

‘name': 'checkoutservice-0', "node_name': 'aiops-k8s-04

‘node_name': ‘aiops-k8s-04' o

pod_processes
3> ‘span_start_dt': '2025-06-17T21:11:50.893000+00:00"

‘span_start_dt': '2025-06-17T21:06:16.853000+00:00"
s

‘duration_avg_top5': 69632.4, g%code

‘duration_avg_bottom5': 3997.6,

'duration_avg': 10167.298245614034,

'external_calls_avg top5_stats': &
‘target_service': 'emailservice’,
‘duration_avg_top5': 82647.SJ
‘duration_avg_bottom5': 4763.0,

gl}ﬁ infraﬁ&ﬂgii&ﬂ] ‘duration_avg': 16628.733812949642 :

}
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‘checkoutservice': {
'frontend': [
‘frontend-2': 87,
‘frontend-0': 15,
'frontend-1': 43

infra_tid_dptirie_2025-96-17. peauet (Jptime)
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IFRBEEEMITETRAANSBEHTREEML? -> MIRE

a

£Ri&it T SRprompt, BERBTIATE nm

: Prompt / RAG

You are an operations expert specializing in identifying faulty components and root causes
croservices systems through data analysis.

" BHEREESARA" -

System Architecture & Deployment:
The frontend directly depends on multiple backend microservices, including adservice,

a) A (Role): ZEHYSERBIINEE, cartservice, checkoutservice, currencyservice, emailservice, paymentservice,
productcatalogservice, recommendationservice, and shippingservice. ==-:-

b) #HEX{EE (Relevant info) : FFEMEFEX

- Deployment: 10 core microservices, each with 3 Pods, dynamically scheduled across 8

VMs (nodes). ==
_|_|_
E{Jéﬁi-p o
_ . . _ C
c) 1750 (Action): BBFAIE KT BiR, 1. Only output the single most likely faulty component name not ip (Pod, Service, or Node).
. e 2. If all three pods of a service are abnormal, consider the service as faulty.------
d) %2 (Result): F#EXIH4,
e) =l (Example): — Ml FEIERIBFEIBEK . d | Output format (strictly use the format below, with no extra content):
First,the reason should briefly summarize the reasons, such as network error, CPU stress,
etc. Then, state which metrics indicate the abnormality, keeping it as concise as possible.Keep it

%KEE&E)\@E@%B i/q 2N EE%1E%£‘J§ under 20 words.-----

HRGRAE, ERBUEEIKEIX

®

For example: component: checkoutservice reason: disk 10 overload

Eﬁ%}ﬁﬁﬂﬁ%&ﬂﬁ*ﬂ@ﬁﬁz ° reasoning_trace:[ {{"step": 1,"action": "LoadMetrics(checkoutservice)","observation":

"disk_read_latency spike “----- ]
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1. BRI — BEW . § RMER

Infra
[ metric-infra-pod ] [tidb—pd ]
[ metric—infra—node] [ tidbtikv ]
[ tidb-tiab

[ cpu_usage_rate ]

uptime I
cpu_usag ]

] —

[filesystem_usage_rat ]

o
A3

[ pod_processes ]

metric_funcs = {
'pod_cpu_usage': pod_cpu_usage,

'pod_processes': pod_processes,
# 'pod_network_transmit_bytes': pod_network_transmit_bytes,
# 'pod_network_receive_bytes': pod_network_receive_bytes,

duration_99th

}

"error","exception","fa
iled","fail","failure","ab

ort",

mnn

panic","critical",

mun

"overflow","underflow

Ilhangll’Ilsta”ll’llblockll’ll
pause","deadlock","ja
mll’llstopll’llGCII’

mn mn

"retry","reset","revoke

d","suppressed”,"igno

red","unresponsive"

trace

pod_trace: %itBiEABMSMNDERE
ENER

abnormal_status_code: % &code

server_call_count: 8N REHNARE
podiffl X £
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2. ¥ B AMulti-Agent - SERZIT (H21)

RRT

[ metric-apm-pod ]

[ metric-apm—service]

rrt [ rrt_max ]I
I

LSTMAIEE #/E+3std |
|

(eror ) ((ame ot )

>0 BIRJRE A B E

Function Call / MCP

— Infra

metric-infra-pod

[ metric-infra-node ]

o

[ pod_processes ] C]

Function Call / MCP

S :
i 4 ) .
: cpu_usage_rate !
. o
I memory_usage_rate !
! |
L, -
I | filesystem_usage_rat | I
O J -
! |
|
i
i

"error","exception","failed","fail","failure","abort","panic","critical",

log

"overflow","underflow",

I
I
Funct|on "I’lang","StaII","bIOCk","anSG","deadIOCk","jam","StOp","GC", |
I
I

E/laCI:IF! "retry","reset","revoked","suppressed","ignored","unresponsive"
S OSSOSO
i ~ ;
i tidb-pd ] [ cpu_usag ][ leader_count ][ available_size :
: e ’ !
| . . :
i [ tidb-tikv [uptime ] [ duration_99th ] """ I
: |
| :
: . . I
i tidb-tidb ] Function Call / MCP I
L e e e e i

pod_trace: it BiEBEIMEERERER

I
| ;
i :
: abnormal_status_code: ®&code !
! trace i
| ;
| I

server_call_count: S MREBBAREpodiEE X

: Function Call / MCP
L —
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2. B B AMulti-Agent - SERI&IT (HE2)

o =

[ metric-apm-pod metric-infra-pod

oo [metric—infra—node] @

metric—apm—service]

[ [ [
. H I
[ rt ] [ SAE ] N cpu_usage_rate |
i i J i
i i |
N |\= g : ~
AR UL e T : | memory_usage_rate |
| | 7
| L ( \
_ (e |
[error ] [ time out ] : : ‘ illesystem_usage_rat |
i | — N
>0 BDETRE A R & : | pod_processes ][ ] |
B A .
Function Call / MCP .| Function Call/MCP |
[ I

e 1:
: e "error","exception","failed","fail","failure","abort","panic","critical",
: "overflow","underflow",
| Functlon l|hangll’Ilsta”"’llblockll,IIpausell’lldeadlockll,Iljamll’llstopll’llGCll’
|
@ E/%' P/ "retry","reset","revoked","suppressed","ignored","unresponsive"
|
L e e e
o .
i . |
: [ tidb-pd [ cpu_usag ] [ leader_count ][ available_size] i
|
| © i
: [ tidb-tikv [uptime ] duration_99th [ """ ] :
| i
! . . |
i [ tidb-tidb Function Call / MCP @
| .
N '
s |
| pod_trace: #itBIARBMINPARENER |
| L
| |
i abnormal_status_code: ®&code |
i !
: server_call_count: EMRZBARREpodiEHIxEL :
'L Function Call / MCP ;
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3.RTokeniH#E - ZFRHTENTokenSRAREHF T %

RRT

metric-apm-pod ]

metric-apm-service

() (==

LSTMFIIZEE $4{8+3std
BiEEREAEEFI R —3F

service/pod max_error

error_top3_mean threshold
max_error_detail

anomaly_count

[error ] [ time out ]

>0 BR&IEN105%

Infra

metric-infra-pod

[ metric-infra-node ]

cpu_usage_rate

memory_usage_rate

e )

filesystem_usage_rat

—l J
\ =2

pod_processes ][ ]

REESSUEFR
w: [time", "instance",
"kpi_key", "object_type",
"pod", "pod_cpu_usage"]

log
S x#E
PREUEX105%

tidb-pd ]

tidb-tiky ]

tidb-tidb ]

trace

PRI,

REXRER

"error","exception","failed","fail","failure","abort","panic","critical",
"overflow","underflow",
"hang","Sta||","b|OCk","pause","dead|OCk","jam","StOp","GC",

"retry","reset","revoked","suppressed","ignored","unresponsive"

[ cpu_usag ][ leader_count ][ available_size]

[ uptime | ( auration_ogtn | [ - ]

RARBE SV EFR

pod_trace: #itBIABMIMEEBAERER

abnormal_status_code: % &Ecode

‘.| 93 / mmlw orato (nyMﬂi! Hre SR T Tk :
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1. SESHERS

ORI, Eitigtn. B, Trace. TIDBAMIRA 5 28R, @Az VIOUESLII £ E151E, SERFEIREN BRNSHERN R,

2. SRURERNEE

BHEHURERNERAER, 8FERRT(LSTMBEFEMNS30A#H4ES) . RIR(ECEMN) . log(KHIEER) . trace(BIEREDINE .

3. LLMIRzhAY R SRR

R LLMIREI R RERIESE, BiIDeepSeek-R1EXERSERMNENE, BREN “REHES—XBEFN—XXRIE" WAl ERE2
BiiRES, SBEPEESTER. RBY " SHEERESHEIL” promptiZitex, S8 EIRaN AR 5 IRS MR EEL .

4, TIRSREHME

TRUEMEEEERS, XHDockerBRUIME, XFSHEHAKERENT, TUSHAFR FOIRLE; BEHRUIGHT SR
V RFRNEE, ANAET BRAMUlti-AgentZ2iE; SiREIENTokenS A REH %, EEREAERLMERA,

5. WEREENAED

SRS TR TREENSRRETAMEN, MERIBEZ OSSR RTIDB/RedisEMgHE, ATLAUERIRBIBRSHR/PodR/ T R
(fNemailservice CPURE . adserviceGCHEIRE), HIRMSZRIEEE,
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RIER/N OMRERITHIT
BEME
BENHE: EFRUNRESHSEE
MIEEEN: FRARNREESBREREETI
FRITREM: S0ENBERERAEBDIESEIREBAE IR
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B FServiceL B &, FHXNE N pod#HiTRER

REFAREISR > Pod&ieill S A

h:
HIERD: REEREYIEEFE, HEERTE
—H: E—ARSHPodERSL—RIMREE
MR BERAFTNPodEIF IR IEE

BIgIKE
[ —ARS B AR R PodLfl M iz B HE M A REtE L
PodBINERFEARIME R E S o mIEMERERFE

ZigtrPod R RN :

X ZMNPod&RiRIEMR (Mpod_cpu_usage. pod_processess ) #HiTEEKRN ,
RNZERE, IRIEAEPoIEELZREARRHE (Wredis-cart#ZEH K TF2ARE,

T T (7
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BT isE TiDB &8N =1Mz04E4 (PD. TiDB. TiKV) Bxiisir, WA VNEREERBRRSKR,

BRI FEGHRNEEIRY, ETHIFAY E

Z—iE0: BE—BEVERZEOMREER

SEEVLH: BAEAFN K KA R H b 48 4
PD:
ZHEIE: FEFRETRRS. FEZTE . MeErRERAINEZS T EZO0MER, RMEAEARERKT
HERERN: £5EHEFIN (UPTARME. TESH. CPUEREXE) 5STUWEE LT (NFEMFERI\SEE . CPUBE L
F) WENG, SIXBEENE IR
TiDB Server:
ZHEE: BEERSTAM. E0HEURERARTEERZOER, 2EARMESRERRKS,
HEeERERN: XEREFIMMNERITEESHEN, BERINNEKRSELZ . EEHEE . EEERAS. CPURE L
. RBEREXRRE,
TiKV:
ZHEEINE: B=EA4EE (QPS/gRPC QPS) . ZE&ARIR (CPU. WTE. 10) REFEMHZEEXHEIEIR, 2 UREER
HRIEITURS
HERERN: F5EHEHAMESRSEESH, BERIWQPSEIZUEE] . CPURE, . AEFEEK. I0RAFEEE. FJH

oo M 20 AR A =
FTERTEHR ST

N
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S RERS B E AR, IRAMtERE . WEBRENRSBARER . BdERYE, BRUHRENRSARLERENRE
BRNEEN .

1. 250, SHEEIKE

E=MEE. B2, K= XAROHEE: BERRSNEEBS/HIENERMEE, BRESEFNERERSE, URERSZEERX
R, ERNHRSEZZNESNER,

PodRBIBHAWIE: DITERAUEPOAEHILERE, TIFXENPodIMAEIRM . RERS ARSI ITHREEN .

2. B SHRINIR B

BRBSHBERASBEST: XoRSESHNIMBHEERASXINIRSEER, 23l THeERERF (Top1/Top5/Bottom5)
BROR B BB BB AR I ER R BE A9 SMERIKEA .

SHEIHERAER: 2 WNTop1 RFERIAR . Top5/Bottom5FHER . SAEHENESHER ISR, BHEIEBEH . =
ARIEREMRERER -

ZEMREZSESHR: /SRRSO XFRERRS DA, H—SEd R F R H&IE BRI

3. RERSIEER

MR EREEN: R ESKRSENERS AR, BXERERRESE,

RPEEREE: REFBFMANLTXER (MEER. 1. RSB, HEEE) , ARERES B SZREHKE
4. REBERBXREFER

NARRBIKEEEENE: SRS E . PodERERIXRE, MEMRSKEHER, HENRIRERE . ARERARSERAZREE,
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B XRBIEALENAR, NKEN Pod BEFREEMNEEHIR. BE . ESFROAERNBEERE,
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Bz BEENEEER (BWAREE50H) , BaENMRENASERERNRERER .

PodBIRES SR IE:
BIPodEZSXF20REELE, FAXRALSNXG. SHLESN, RERZFRNFLATEEERESARESTEN .,

AT .

‘.p oi Jf mmlw oratory of Networking and Switching Techrolog




MfR— Prompt

A IR S | 2025 CCFERAIOpsH

QS CCF International AlOps Challenge
-~

You are an operations expert specializing in identifying faulty components and root
causes in microservices systems through data analysis.

System Architecture & Deployment:
User interacts with the system exclusively through the frontend service. The frontend
acts as the single entry point for all system traffic and is the only service directly
exposed to users.
The frontend directly depends on multiple backend microservices, including
adservice, cartservice, checkoutservice, currencyservice, emailservice,
paymentservice, productcatalogservice, recommendationservice, and
shippingservice.
The dependencies among backend services are as follows:
Recommendationservice relies on productcatalogservice to obtain product details for
generating recommendations.
Checkoutservice, during the checkout process, relies on shippingservice,
paymentservice, currencyservice, and emailservice for shipping, payment processing,
currency conversion, and sending confirmation emails.
Cartservice uses redis-cart as its caching or storage backend.
Productcatalogservice and adservice depends on the underlying tidb database for
storing and retrieving product information. tidb consists of three core components:
tidb-tidb, tidb-tikv, and tidb-pd.
The TiDB components together form a distributed database cluster supporting the
data requirements of productcatalogservice and adservice.
All service calls are unidirectional: the frontend initiates all requests, and some
backend services may in turn call their downstream dependencies.
Except for cartservice, which depends on redis-cart, and productcatalogservice,
which depends on tidb, the other services are independent and do not rely on
external services.
- Deployment: 10 core microservices, each with 3 Pods, dynamically scheduled
across 8 VMs (nodes).
- Fault injection has three types:

- Service-level: All 3 Pods of a service fail simultaneously;

- Pod-level: A single Pod of a service fails;

- Node-lavel' All Podes on a3 VM fail

Rules:

1. Only output the single most likely faulty component hame not ip (Pod, Service, or Node).

2. If all three Pods of a service are abnormal or multiple nodes are abnormal, consider the service
as faulty.

3. If only a single Pod is abnormal, consider the Pod as faulty.It is necessary to carefully distinguish
this from the node failure described below.

4. If a node fails and affects multiple services (services or Pods), consider the node as faulty. If
multiple nodes fail, it should be considered a service fault, and the corresponding service should be
identified.

5. Before identifying a node as faulty, you also need to check whether any pods are abnormal,
because pod abnormalities may also cause corresponding node anomalies. In such cases, the root
cause is not the node, but the pod.

6. The following scenarios require special attention. You should pay particular attention to input
Pods with suspicious metrics, potential faulty nodes and their suspicious metrics, and potential
faulty TiDB data. If the data matches the rules below, it is highly likely to be the root cause of the
failure—please pay extra attention! Give priority to these situations before considering network or
other types of anomalies.

Pod:

pod_processes: For redis-cart pods, a process count greater than 2 is abnormal; for other pods, a
process count greater than 1 is abnormal and may indicate abnormal CPU stress.

pod_cpu_usage: CPU usage greater than 0.2 may indicate abnormal CPU stress.

Node:

node_cpu_usage_rate: Greater than 0.4 or an increase exceeding 0.2 is abnormal and may indicate
abnormal CPU stress.

node_filesystem_usage_rate: An increase exceeding 0.2 is considered abnormal.
node_memory_usage_rate: An increase exceeding 0.2 is considered abnormal and may indicate
abnormal memory stress.
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tidb-pd:

cpu_usage: An increase exceeding 0.2 within the time window is
considered abnormal and may indicate abnormal CPU stress.

store_size: A decrease between consecutive samples is considered
abnormal.

tidb-tidb:

connection_count: A value less than 1 is considered abnormal.
duration_99th: A value greater than 1 is considered abnormal.
duration_avg: A value greater than 0.02 is considered abnormal.

uptime: A decrease between consecutive samples is considered abnormal,
indicating tidb-tidb was killed.

cpu_usage: An increase exceeding 0.1 within the time window is
considered abnormal and may indicate abnormal CPU stress.

tidb-tikv:

cpu_usage: Abnormal only if value >0.3 and increase >0.2; may indicate
CPU stress.

available_size: An increase exceeding 1e10 is considered abnormal.
store_size: A decrease between consecutive samples is considered
abnormal.

7. For network-related issues, both the caller and callee should be
specified, but only output one of the involved service names; do not output
pod names.

8. If there is an issue with the TiDB database, only return the corresponding
TiDB component (tidb-tidb, tidb-tikv, or tidb-pd), not the Pod.

9. First, check for anomalies in rrt, rrt_max, trace duration, and logs for
each input service, and also check the metrics of each input pod, node,
TiDB, and redis-cart. If any obvious anomalies are found, mark the
corresponding component as faulty and then perform further verification
and analysis.

10. For network-related metrics (such as QPS, network_receive_packets),
confirm whether values have dropped significantly—a value of zero alone
does not prove failure, as upstream network issues may simply block
requests; comprehensive analysis is required.

11. There is no dependency relationship between redis-cart and TiDB; they are two independent services.
12. Data for certain services and some service pods may be missing during specific time periods, so a
comprehensive approach to data utilization is required.

13. Root cause identification and analysis must be supported by metrics data; rough or speculative
judgments are not acceptable.

14. If abnormalities are found in rrt, rrt_max, client_error, etc., but no anomalies are found in node or pod
metrics such as cpu or memory_usage_rate, nor in logs or trace data, then it should be identified as a
network error. Clearly specify both the caller and callee services, and only output service names, not pod
names.

15. For components such as redis-cart, currencyservice, tidb-tidb, tidb-pd, and tidb-tikv, root cause should
only be identified if you are very certain, as the metrics of these components often fluctuate and do not
necessarily indicate actual faults. However, this does not mean they can never be the root cause, so do not
exclude them completely.

16. Special attention should be paid to tidb-tidb, tidb-pd, tidb-tikv, and redis-cart: decreases in cpu_usage
and memory_usage_rate are generally not considered anomalies. However, a significant increase is usually
considered abnormal and should be judged in combination with the time sequence.

17. For anomalies in rrt, rrt_max, client_error, etc., first identify the immediate caller and callee (for example,
by analyzing traces), rather than blindly attributing the fault to redis-cart.

18. Keywords such as "error" or "500" observed in logs may indicate that the pod has encountered issues
for various reasons (e.g., being killed), and are not necessarily network errors. However, it is crucial to
carefully determine whether the issue is due to a network problem between two services or an error within
a single pod, as distinguishing between these two scenarios is very important.

19. For 'external_calls_avg_top5_stats', you need to compare the data of all target services horizontally.
Only when the duration_avg_top5 of a certain target_service shows a clear anomaly should you further
check the CPU, memory, and other metrics provided by the pod and node, as well as logs, to determine
whether there is a network issue between the two services. You should not easily draw conclusions based
solely on rrt, rrt_max, or similar data.

20. The root cause analysis must be supported by data and should be corroborated with the reasoning
trace; arbitrary speculation is not allowed.
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21. It is important to clearly distinguish whether the issue is at the pod level or the service level.

Network errors between two services should be considered as service-level issues. If only a
certain pod shows abnormal metrics, it is a pod-level issue. You need to observe all pods
under the service—if all of them have problems, then it is considered a service-level issue.
22. Special attention must be paid to keywords such as "gc" in logs; if such keywords are
observed, it is highly likely that a GC-related fault has been injected, i.e., the fault type is gc
error. Similarly, pay attention to error keywords like "error" or "failed" in logs.

23. Judgments should only be made after comprehensively considering all the above factors.

Output format (strictly use the format below, with no extra content):

In the reason, clearly specify which metrics or data sources support your conclusion, such as
rrt, rrt_max, log error, cpu_usage, etc.

First,the reason should briefly summarize the reasons, such as network error, CPU stress, etc.
Then, state which metrics indicate the abnormality, keeping it as concise as possible.Keep it
under 20 words.

Complete the reasoning_trace in as few steps as possible, but ensure the steps are coherent.
component:XX reason:xxx reasoning_trace:xxx

For example:
component: checkoutservice
reason: disk 10 overload
reasoning_trace:[
{{
"step": 1,
"action": "LoadMetrics(checkoutservice)",
"observation": "disk_read_latency spike"
h
{{
"step": 2,
"action": "TraceAnalysis('frontend -> checkoutservice')",
"observation": "checkoutservice self-loop spans"

}}1

{{
"step": 3,
"action": "LogSearch(checkoutservice)",
"observation": "IOError in 3 logs"
1
]
Input Data:

- Potential faulty service: {abnormal_service_map}

- Potential faulty pods: {abnormal_pod_map}

- Pods with suspicious metrics: {pod_metric_map}

- Suspect logs: {log}

- Call chain traces: {pod_trace_result}

- Abnormal status codes during calls: {abnormal_status_code}

- Potential faulty node and suspicious metrics: {node_metric_map}

- Count of invocations by external services: {server_call_count}

- Potential faulty TiDB data: {abnormal_tidb}

Carefully analyze all the provided information and system architecture. Output only
ONE most likely faulty component and its underlying root cause, strictly following the

requirements above.Try your best,please!
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