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Metric

Service A: request % T

Service B: request & T

Service C: rrt 5% ik
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Trace
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Log

Service A: request & T&

Service B: request EE TR

Service C: rrt 5% £k

error: Can't access cart storage
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[span_pattern]: [Service Al ( [Pod] ) -> [Service B] [#8%r&]: [1BtriE]
[error_message]: HTTP status code: 500
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message
message?2

[Template ID] [Template Count] [Template Message ]

BR

memory_usage_rate 67.94%

aiops-k8s-06
memory_usage_rate

# The node infra metric:

- node_memory_usage_rate:
Node aiops-k8s-06 increase
12.88% (21.27 -> 24.01)
(spike to 67.94)

service A [span_pattern]:
S frontend(frontend-0,frontend-
1,frontend-2) -> cartservice,
Pod2 SEIvice port: 7070, [count]: 140
B [error_message]:
Pod3 - Can't access cart storage.

"@timestamp": 1749867501407,

"k8_pod": "adservice-1",

"k8_node_name": "aiops-k8s-07",

"message": "AdService gc 1749867023 execute()",
"template_id": 2,

"template_count": 201
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Other services like cartservice and shippingservice have client_errors, but the
ir issues might be downstream effects. For example, if frontend is failing, it

can't send requests properly to downstream services, causing them to show decre
ased requests and possible errors. Law 5.1 suggests that if a service's downstr
eam components have issues but others don't, the root cause is the downstream.

However, here frontend is the entry point, and multiple downstreams are affecte
d, pointing back to frontend as the source.

The node infra metrics show a spike in disk read on nodes @3 and @6, but no nod
e's CPU or memory is mentioned as high. Law 3 says node issues are when CPU/mem
ory approach 80-90%, which isn't the case here. So node-level issues are less 1
ikely.

Tidb-tidb has decreased uptime and connection counts, but since the frontend's
errors are more critical and directly impacting user requests, the primary issu
e is frontend. The tidb issues might be a secondary effect or unrelated.

Therefore, the root cause component is the frontend service.

/4T

So the chain is frontend —> productcatalogservice —> tidb-tidb. If tidb-tidb is down, product
catalogservice can't process requests, leading to high rrt and frontend errors.

Therefore, the root cause component is tidb-tidb.

But wait, the productcatalogservice's rrt is extremely high. If tidb-tidb is down, productcat
alogservice would have errors or timeouts when trying to connect, which would increase rrt. S
o the high rrt in productcatalogservice is a symptom of tidb-tidb being down.

Therefore, according to Basic Law 5.1, since frontend's issue is due to productcatalogservice
, which in turn is due to tidb-tidb, the root cause is tidb-tidb.

But the logs mention "Region issue for tikv" in the background, but there's no log data here.
However, the tidb-tidb's own metrics indicate it's not functioning. So the component should
be tidb-tidb. 5

=]

8cf433b4-122

Law 8.1 says if only one pod is abnormal, it's the root cause.
Since the service-level metrics are up (due to other pods), t
he problem is with currencyservice-0. The node's memory spike
might be a red herring, or maybe the pod is on that node. But
the user didn't specify which node the pod is on. The CMDB inf
0 isn't provided, so we can't confirm.

But according to Law 8, if service-level has persistent anomal
ies, it's a service issue. But here, the service's metrics are
up, not down. The anomaly is the pod's decrease. So per Law 8
, since the service-level isn't showing a decrease (it's actua
1ly increased), the pod's issue is the root cause. The node's
memory spike might be a contributing factor if the pod is on t
hat node, but without CMDB data, we can't be sure.

The logs don't mention any errors, so maybe the pod is just no
t receiving requests. The reason could be a network issue or t
he pod being unhealthy. But the key here is the pod's metrics.
So the root cause component should be currencyservice-0.

Given the Basic Law 3, the node's memory spike is significant. Even
if the currencyservice is showing anomalies, the node's issue might
be the root cause affecting services on it, which in turn affect oth
ers. Since frontend is on aiops-k8s-03, and frontend calls currencys
ervice, if frontend is struggling due to node issues, it might be ge
nerating errors or retries, leading to increased load on currencyser
vice,

Therefore, the root cause component is node aiops-k8s-03 due to its
memory spike, which is affecting services running on it, leading to
cascading effects on currencyservice.
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Log®E{ER: Error 9005 (HY000): Region is unavailable

Error Number: 9005

The complete error message: ERROR 9005 (HY@00): Region is unavailable

The accessed Region or a certain Raft Group is not available, with possible reasons such as insufficient replicas. This
error usually occurs when the TiKV server is busy or the TiKV node is down.

SERSPUES : SEMEITIDBEX BEE, BifLIIRERR, BRRERIARRE

REEIRTEREEIAN

el REERS > RERER > REIER2

fiftls: REER = REEIR2 > REEIRS

BENX, BTG EEMRIRR =R
BEIHETIDBE MXEEEZETIDBE NEIREENMIRE, LB EERERSIE R

i8I the error is "Region is unavailable" which is more
related to TiKV. However, the store_up_count in PD is a critical
metric here. If PD reports fewer stores, then regions might not
have enough replicas.

{ifkf5: The store_up_count in PD dropping suggests that PD is
aware of TiKV nodes being down. However, the actual problem
causing the region unavailability is likely with TiKV (since
regions are part of TiKV).
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