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The system experienced an anomaly from 2025-
04-30T19:10:15Z to 2025-04-30T19:40:15Z.
Please infer the possible causes.
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{

component”: "checkoutservice",
reason”: "disk IO overload",
time": "2025-04-21 12:18:00",

reasoning_trace": "reasoning_trace”: [

"step": 1,
"action": "LoadMetrics(checkoutservice)",

"observation”: {disk read latency/spike observed at 12:18"

"step": 2,

"action": "TraceAnalysis('frontend -> checkoutservice')",

BFIRREE - R <EEIEH->

"observation": "checkoutservice appears multiple times in|self-loop

"step": 3,
"action": "LogSearch(checkoutservice)",

"observation": |"IOError your og entries”

Cy (i

B4 IEHE — LA = 0.40;

SRUTEHG — TA = 0.40;

"component": "checkoutservice",

“"reason”: "disk IO overload",

“time": "2025-04-21 12:18:00",

"reasoning_trace"

{
"step": 1,

[

"action": "QueryMetric(checkoutservice)",

"step": 2,

"I/0 latency |peak at 12:18"

"action": "TraceCheck",

"observation":

"step": 3,

"checkoutservice is on a |self-loop|chain”

"action": "LogInspection"

Reasoning_trace £ 3 &, #IRE%E — Efficiency = 1.00 x 0.10 = 0.10;

LS

B9

3NMKBHER (185, BE. VEFH®)

0.40 + 0.40 + 0.10 + 0.10 = 1.00

— Explainability = 0.10;

¢ IOError records”
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ChangeInfo

cell i

"cell-1": {
"KPI": {

"NRM": {

"ReferenceSignalPower"

“time":

"2025-01-01

F%— : BFERN

LBTER R Z FEKPIRIFRINE

"rrc_connmax": [4, 5, 6],

"date_time": [
"2025-01-02 00:00:00",
"2025-01-02 00:15:00",
"2025-01-062 ©00:30:00"
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ChangeInfo(
cell_id=

[hseuE

{
s o

"rrc_connmax":

1

Y,
"NRM": {

"ReferenceSignalPower":

"time": [

"2025-01-01 ©00:00:00"

5= : ERFN

A%l Z FEKPIRSTNE

"rrc_connmax": [5, 6, 7],

"date_time": [
"2025-01-02 ©0:00:00",
"2025-01-02 60:15:00",
"2025-01-02 00:30:00"
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FiE_: BEFHERFIRNFTSRESERFGIS3EERS

TEE/NX: "cell-1"

Py : T 01- -AN-NA"
ZEERTZY: "2025-01-02 00:00:00 {"ReferenceSignalPower”: 10.0}

LA B/ EEAIKPI

"rrc_connmax": [5, 6, 7],
"date_time": [

"2025-01-02 00:00:00",

1 "2025-01-02 00:15:008",
LahBAS "2025-01-02 00:30:00"

“ReferencesignalPower”: [9.0],
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2|y; —
SMAPE =
n Z

}’ii
7l + il

. max(t — SMAPE, 0
Score(t) = max (T )

’ 7 % 100%
T

1. MIEFFDHEFE:

Score = 0.6 X FfFEMScore(1) + 0.4 X E R Score(1)
2. ITHIME:

« Score = 0.5X FRFMIScore(1)+0.5 X TEE RFK Score(0.25)
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FI1E—: OpenRCA (ICLR 25)

. IRHES: MABKESES + 5. ISiE. -
N — WHEIRE (B3 + A+ EE) g R

RTS‘?ni”g P Python Kernel ﬂ ﬁ Sﬁﬁ Ev
* RCA- agent i+ AR SPythonfRABHUT :
#a, 7 I TothSHE

« Controller fAaZF R K SR vy

“Within the time range of March 6, 2021, from 23:00 to 23:30,
there was one reported failure in the system. Your taskis to

. determine the root cause component.” | K nmyq oad, MEM ee 1ld perform anomaly detectlon first.
- E tor fas i
Xecu O r \ e Extract data between 2 calculate P95 thresholds for these KPIs.

e should continue maly
ﬁ Telemetry (of the whole bank system) he thresholds in all KPIs.
; nfirm the true faults then.
lter |solated data pomts and sudden spikes, which is likely to be the false positive.

- BEENHEERE: B0 — BRNE B =R e mega.ee;.lfliff

Sort the traces by occurrences and print the most common callchaln in the tree structure,

Reasonlng Chain ( and Action [A]) summarized version

:Ther mon chainis ...->Tomcat01->Tomcat01. Need log analysis on Tomcat01.

e j: /_\\ G Read files in ‘2021_03_06/logs/' and extract logs generated by Tomecat01.
\ ! é IL\J\— “!1 =ie ultip ‘ CcP conne(_:tion fluctuatio nemory allocation failure.

: We can stop reasoningand make a conclusion now.
lusion: Tomcat01 faces network packet loss and potential memory leaks.

@Z Structured Prediction 8@ Ground-Truth Label GJ% Evaluation Result

{“rootcaus
”: “tomcat01”, { : 007,

Xu J, Zhang Q, Zhong Z, et al. OpenRCA: Can Large Language og foreacots oo twapacketeomponentomeaor, WS
Models Locate the Root Cause of Software Failures?[C]//Proceedings S B “evaluation result”: [
of the Thirteenth International Conference on Learning
Representations (ICLR 2025). 2025: Singapore EXPO, April 24-28,

2025.
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ZE—: Flow-of-Actions(WWW 25)

+ BIN “HREIBERE SOP” Hl3l HSREBBEMRE A o
RIS RS
. SEEESIEERRIT

Trigger:
Found RC

Neld SOP Flow Tools
latch_sop generate_sop

-
« MainAgent WA~ o okl & = . E SOPs
o O b A g e nt E ij] ?E ﬂR Eﬁ I;% 1% I%\ o match_observation :
"tch_observ Similar Incidents & 2: 2:;1 e:tnzr:ious pod
* JUdgeAge nt §£IJ Ii{ﬁZEEE\ Ej:jz iu *E END: Root Cause : END: Root Cause

ReAct i Flow-of-Action

+ CodeAgent 513045 SOP ##th KIBHMIT 447 Do Doowan Buwon  @omen @) o
+ SOPEIEFAERMFHENEIHUTIEE, RRFIEHLE

Alert happened. Matched SOPs: Tool used: =! Tool used:
INFO: Network Issue ## SOP Score = 0.9 = generate_sop_code() - run_sop()
Environment -~ Name: Network Issue
1. Check rtt of all service CoaaYEralaal e .
Thought: Now | got the - X s. from ... import g Ohsewalloq: .
anomaly information, ... a Environment 2. Check retrans_ratio of ez U e . - RTT of service A is
MainAgent all services. TLEEIDS w‘heth ~s_a anomalous, retrans_ratio .
3. A | bnormal_metric(start_tim - f all ey 1 Environment
. Answer is the results - rtt) Environment of all services is normal.
Another expert suggested of former steps. Eh CAELL, s

some actions: answer = rtt_status + ...
~ . " Thought: The SOPs ] - ~
got the information of th suggest ..., | will ... s [}
ActionAgent e anomaly, suggesting us MainAgent &
e this to get SOP.", ..} MainAgent
Another expert suggested

Pei C, Wang Z, Liu F, et al. Flow-of-Action: SOP Enhanced LLM- Too v a T s g;;?zzg;gg:jgfj ~ &g:ﬁﬂ;;.f{’;i;é z_f:g“h"%‘fi -
. . . match_sop(query) = ActionAgent uggesting use this to get se"ini_ﬁss(l)o (;et : 5 ?;sll?l. L ActionAgent ":' Di:e?w’liaroa:cs::a\:caast ObAgent

Based Multi-Agent System for Root Cause Analysis[C]//Proceedings g A code of the SO, ..} o A B e rotwork o

of the ACM Web Conference 2025 (WWW '25). 2025: Sydney, NSW,

Australia, April 28 — May 2, 2025.

)

After reviewing the observ
ations, another expert indi
cated that root cause has
yet to be pinpointed, as th
e anomaly type is unclear.

Thought: Got the code...

-
JudgeAgent
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o NEHMETHESEMATR, WEES ETOEN S
HARIAIRENS, IR AEIESIE.

- XA "BHSDE" RIBRNSHE: KEAESEITRE

AZNFRR (IR, #E. BESF)  HAERREERLS5|1ST

BipEZek.

o EENERKBRERTEMG NAETIE,

Shi B, Luo Y, Wang J, et al. FlowXpert: Expertizing Troubleshooting
Workflow Orchestration with Knowledge Base and Multi-Agent
Coevolution[C]//Proceedings of the ACM SIGKDD Conference on
Knowledge Discovery and Data Mining. 2025: Toronto, Canada,
August 3—-7, 2025.
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Offline Process \ Pairs with Preferences | €

Operation
Documents

Vector Base Relevant Chunks Synthesize Workflow (. —, .
: DPO

Khow ) Retrieve the 5 a L Sample and © ©
@ Base Bullder Knowledge Base j = Generate i

PPO g:" Generate Scores as
" A Reward for RL

Graph Base Relevant Nodes &) Output

# Knowledge Base Construction # Multi-Agent Coevolution

Incident

@ . iitM-énhaiiced-Module [ “Online’ Generation

.4 Enter a Query
Final Workflows

Query: How to handle the incident <DELETE_DEFAULT_ROUTE> ?

‘ [Workflow] for <DELETE_DEFAULT_ROUTE>
1 [ [Step1] Query the incident details based on the incident ID.
[Step2] Query the device's current default route entries by instance ID and device IP.
m [Step3] If default routes >1, proceed. Else, end. Disposal: report immediately.
[Step4] Query shutdown tickets in 12 hours by device IP.
[Step5] If shutdowns > 3, contact OCEs. Else, shut down the ticket directly.

# STEP1: Process (Due to the non-disclosure agreement, we replace the actual query result with [Event]...)
Function Call: Query incident information.

m Response: [Event] [Area] [Instance ID] [Device IP] [Interface Exitif]...

# STEP2: Process
Function Call: Query the number of default route entries for a given device.

Response: [Default number of route entries, n_1].

# STEP3: Decision
Logical judgment: Determine based on the number of default route entries.

Response: [Logic code] n_1 > 1 [Result] Perform step 4.

# STEP4: Process
Function Call: Query the number of 12-hour shutdowns.

Response: [Number of shutdown tickets, n_2].

Step-by-step execution

# STEPS5: Decision & Terminal
Logical judgment: Determine based on the number of shutdown tickets.

Response: [Logic code] n_2 > 3 [Disposal Suggestion] Contact OCEs for support.
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FE—: PatchTST (ICLR 23)

Channel-

independence \ —| Concatenate

- BB DRCEREFS —
Ik UUFFPI0mEEM, maERME

X —_ N e o, xDer™i=1,..,M O erT i=1,.,M
- SHHZ. ZiERFFIHZTransformert&it
(a) PatchTST Model Overview

auoqyoeg Jauuojsuel]

Reconstructed

Output Univariate Series Masked Patches

!

Flatten + Linear Head Linear Layer

z(_:l:l ER DxN
: Forward

Transformer Encoder Transformer Encoder

e (i) E: RD=N
B - - ) Multi-Head - N )
Projection + Position Embedding Attention Projection + Position Embedding

(M W PXN
x, E RPN

Instance Norm + Patching Instance Norm + Patching

x (O g RIXL Input Univariate Series Input Univariate Series

(b) Transformer Backbone (Supervised) (c) Transformer Backbone (Self-supervised)

Nie, Y., Nguyen, N. H., Sinthong, P., & Kalagnanam, J. (2022). A time series is worth 64 words: Long-term forecasting with
transformers.. ICLR 2023



FIE_—: TimeXer (NIPS 24)

IR IRASINEERE

- WEFEEE (KPIFER) SNRRETEEEES

(b) Exogenous Series Embedding

Multiple Variates Variate Tokens

(@ Endogenous Series Embedding
concat

Random-initialized
Global Token

[ e ]

Non-overlap Patches

Input Series

Feed-Forward I

Embedding

Endogenous Input

(d) Exogenous-to-Endogenous Cross-Attention

f"?: f'-. .‘"‘ Key
- = - Variate-wise

Attention
Cross-Attention —- (- |
1xC

T & ouwen

1
Forward to |
the Next Layer |

(c) Endogenous Self-Attention
Temporal -wise

e ) Attention
ﬁ“ key II

Self-Attention —

& Quer
ﬁ Q d (N+1) x (N+1)

2025 CCFEFRAIOpsHELE
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