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Z N LERBITESE

Y launch ti
® man ktrace - i
X AL7EAGiPhone (13.3.1) ) DiggoSDK_Example Run 1of 1 | 00:00:05 A O -+ =] (]
Target  All Tracks Duplicate
KTRACE(C1) BSD General Commands Manual KTRACE(C1)
00.000.000.000 01. 01.320.631.331 02.000.000.000 03.000.000.000 04.000.000.000 05.0I
@  Thread State Trace
NAME i) Context Switches
ktrace -- configure, record, and print events from kernel trace e
‘ﬁ CPU Usage
SYNOPSIS O cruo
ktrlace lnfo [cpPu ndex g Efficient I S
ktrace trace [-ACNnrSstu] [-R path | -E] [-C codes-path [...]] [-T timeout] [-f filter-desc] O ceus
. ; . [CPU Indexy, Efficient R
[-b buffer-size-mb] [-x pid-or-process-name [...] | -p pid-or-process-name [...]] e TR CPU States
[--json | --¢csv | --ndjson | --json-64] [-c command [...]] O f"” .
. Aee— . . . CPU Index g Efficien P
ktrace dump [-E] [-f filter-desc] [-1 compression-level] [-T timeout] [-p pid-or-process-name] B Disoiiizmic S
[--stackshot-flags extra-flags] [path] [Processg, 14923 r
ktr,ace 1n.i.t _b buffer,_size_mb | -n n—eveﬂtS App Life Cycle Initializing - S... | Foreground - Active Foreground - Active (4.51 s) |
ktrace setopt [-f filter-desc] [-w] [-x pid-or-process-name [...] | -p pid-or-process-name [...]] DiggasDK, Example
Trroad). 0x5adE65 Thread State B... | |Blocked Blocked Blocked Blocked
ktrace enable (Threadgy
ktrace disable
ktrace remove Profile <
ktr'ace reset Weight Salf Symbol Name Heaviest Stack Trace o
. . 74.00 ms 100.0% Os v DiggoSDK_Example (14923) 83 74 DiggoSDK_Example (14923)
ktrace decode debggld [debugid [...]] 37.00ms 50.0% Os @ v Ox1906dfeSe libdyld.dyib 82 B8 37 Ox1906dfebe
ktrace emit debbgld [argl [GI"QZ [Gr'gj [:CH"Q4':|:]]] 3:’32 22 151(1]-2:;0 g: f VSzﬁ‘:g;gizeDSSJISCZZ"HWW 81 [&] 37 Ox104c7d88e
ktrace symbolicate path 31.00ms 41.8% 0s & v 0x1933bc732 UIKitCore 80 & 31 0x1933clele
31.00ms 41.8% 0s & v 0x1a749d81e GraphicsServices =1 = 1933 a7
ktrace compress [-1 -fastl|balancedlsmall] path 31.00ms 41.8% 0s % v 0x190a184ba CoreFoundation :2 = ql 21252
: SR : . . 22.00ms 28.7% 0s [# v 0x190a1Bd1e CoreFoundation || S 1R0x1a739c016
ktrace artrace [-nr] [-t timeout] [-1 interval] [-o filename] [-b buffer-size-mb] [-f filter-desc] oo 38 5% = o iTa1aa38 CoForndaion 27 | 31 0x190a184ba
[-F filter-desc] [-p pid-or-process-name] 21.00ms 28.3% Os [+ v 0x190a1{716 CoreFoundation 76 [ 22 Ox190a18d1e
5 . . . 21.00ms 28.3% 0s # v 0x1980a1f81a CoreFoundation . 5
[--kperf=sampler-name[ ,sampler-name@]timer-period|timer-frequency|kdebug-filter-desc] 21.00ms 28.3% 0s @ v Ox19faa62aa FrontBoardServices I
4 - S dL J 21.00 ms 28.3% 0s & > Ox19faabd86 FrontBoardServices @ 74 & 21 Ox190a1f716
[--remote[=remote-device]] [--type=fulllprofilellitelmorelite] T 0s fae TR T I T —
—= — — = 7.00ms 9.4% 0s | > 0x190a18d32 CoreFoundation — .
[--stackshot ﬂags extra-flags] [-c —Command L...1] 1.00ms 1.3% 0s > 0x190a18176 CoreFoundation 72 B 21 OxiSfaab2aa
:I ut Filter Call Tree  Call Tree Constraints  Data Mining 71 &) 21 Ox18faabd86
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JSON%RIEZZ
Coredump
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Crash Report (i0S)
Databases

Apps Data Not Receiv
Loglnsight

Q Diggo Wiki
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VAR BIFE AR IE R

IME =R EFU? EALZENCHD

P o) &R

AREFEFI? HENER

° é%*n |;%1\\\ " - : : -

Hy 00
= E3
Q n S - Q @ pplication(_:didFinishLaunchingWithOptions:) | .
o / N & 7‘ 'G A on(_:didFinishLaunchingWithOptions:) closure #1 inR... . .
Y -~ B t(rootWindow:scope: firstTab:) | RunloopDispatc... 4 24 u
Task.exec() T 1T
|l || closure #1 in Se.. OxA A N
I\ Ll N2/
[ i 2 ELAN - i Oxaf80 ead )
- A
Flo...| | Launcher.excut... Oxaib0> t:lowprio_wo o
lBoo... BootTask.sche... | BootTask.scheduleTask() BootFlow.exec... Oxatb protiling_worker-Q )
Setups... FastLoginTask...|| A...[| SetupMainTabTask execut... Fl...| FlowBoo... Oxaf8 ead )
static... A...] Il ObservableTyp...J P... || SceneManager.creat... \ \ B... || BootTask... 0 0 o ®
\ st.. A...|| || Producer.subscr..f c... ||| closure #2 in Naviga... SetupDo..
S 0 ole’ DIO ° ()
\ st..| S... In..||| HomeFactory.create... \ Inj... Do
H ‘ ‘ | Oxafb blo 0 0 ()
Anonymous... Oxafb 0g_WOorke L)
| Anonymous... | C.. | Lk... | pro.. Oxafb7> t:blocking. ta o
C..JJ An...| | | LkTabba... pro.. [} Oxafb orker-4 ®
Oxaf80 ead Oxafb6 blo 0 ()
0 D4 Q orke .
0

BL...|[| | Blocked ° ° S

0 8 ead

o
I
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JARXHIBEARIE RN (£ 87—

v <0x9969> main

Ru..] |} [ [R.. [Runn.. Ru.. Blocked R...|Runn... Runn... Runn...| Runn....Runn../ Runn...| ]} |
Container.internalResolve<A, B>(_:na. 1e:invoker:)

! signPost<A>(eventName:signPostNan. ».o0sLog:isEnabled:block:)
closure #1 in Container.internalResolve A, B>(_:name:invoker:)
NSLock.lock<A>(block:)
closure #1 in closure #1 in Container.inte 1alResolve<A, B>(_:name:invoker:)

®

AHEHEH BERH
-y :

[}
o}
D

arCon...
roller.v..

partial apply for thunk for @callee_guaran: ed (@unowned @callee_guaranteed @substitute...
closure #1 in Container.resolve<A>(_:name:,

thunk for @callee_guaranteed (@in_guarantc 3d Resolver) -> (@out A)

specialized thunk for @escaping @callee_gu: -anteed (@in_guaranteed Resolver) —> (@own...
closure #5 in NavigationAssembly.assembleSe vice(container:)

~+
.

| . N ~ lue(with
[ | -
| . Disk(with:,

—[YYD... static | ’

-[... olge} ble.init(from ' in conformance LarkFeature

La
<0x9989> main » Thread Trace > State

Start Time ¥ Duration State
267.520 0.000 Interrupted

267.521 1.000 Running

268.520 0.000 Interrupted

268.521 0.671 Running ;
269.192 8.792 Blocked Blocked 8.792ms and runable by RUICEIRCEral in Lark
277.983 0.004 Runable

277.987 0.533 Running

278.521 0.001 Interrupted

278.522 0.999 Running

279.521 0.000 Interrupted

279.521 1.000 Running

280.521 0.001 Interrupted

A\

3
)

%)
ES
O 1¢

o A\ L
Arch ummit

2 K 2 M O & 2

v BAkE
SR THE
RELRINE
RULARMS IR
BT (RBoA)
tRiETopic Bk

* CPURE
CPUH{E
R/NKisEE

v BENEE
start

74
v Bi2THIR
<0x9969> main
<0x9971> Threag
<0x996¢> Thyad
<0x996e# T hread

<0x9870> Thread

#K996f> Thread
" <0x9972> Thread

<0x9974> Thread
<0x9975> Thread
<0x9976> Thread
<0x997a> Thread
<0x9979> Thread
<0x997c> Thread

INE
111
>4

<0x997f> ThreadPoolServiceThr

<0x997d> Thread
<0x997e> Thread
<0x9986> Thread

<0x9982> NetworkConfigWatch

<0x9987> Thread

<0x9984> Chrome Network IO 1
<0x9980> ThreadPoolForegrour

<0x9988> t:metric_worker

<0x9985> Thread
<0x998b> t:waorker-0

N & N s va A =
;zfi—fﬁl —F 1~F

Blocked 8.792ms and
runable by thread 0x9971 In Lark

> <0x9969> main

4

I“ Runn...|F .. ")‘Iockd m Runn... R

v <0x9971> Thread

Blocked Blocked Runn... Runn... Runn... Runn... m‘l BI...

thunk for @escaping @callee_guaranteed () —> ()
closure #1 in PreloadTabServiceTask.execute(_:)
Provider.wrappedValue.getter

closure #1 in InjectedLazy.init()
Injected.init()

protocol witness for Resolver.resolve<A>(_:name:) in conformance Container
Container.resolve<A>(_:name:)

Container.internalResolve<A, B>(_:name:invoker:)
signPost<A>(eventName:signPostName:oslLog:isEnabled:block:)

closure #1 in Container.internalResolve<A, B>(_:name:invoker:)

closure #1 in closure #1 in Container.interna tesolve<A, B> [ttt s L AL

partial apply for thunk for @callee_guarante. d (@unowned @callee_guaranteed @substitu...
partial apply for thunk for @callee _guarante d (@unowned @callee_guaranteed @substitu...

Block by NSLock

InfoQ




2 m [ + | FHEC B @
. Q0 O O 3 - vr .-. s
RIETOD
Pr... Preempted Preempted 86 PUIRE i
P 5 00 %
signPost... e #1in... closure #1 in Producer.subscribe<A>(_:) ~ L
closure #... nk for... AsSingle.run<A>(_:cancel:) - - -
nk for... Producer.subscribe<A>(_:) c. = E5
closure f... Map.run<A>(_:cancel:) 4
partial a... uaran... Praducer.subscribe<A>(_:) C. . .
partial a... r @es... Map.run<A>(_:cancel:) 4 4 =
> : o closure #... iewAs... 2 I
) — Jl_l / \ " thunk for... .mit(reso... AnonymousObservable.run<A>(_:cancel:) 0x9969> ma ®
\ ~ 17 ByteView... B..| |[Byt... AnonymousObservableSink.run(_:) . SRR o
specializ... closure #1 in RustService.async<A>(_:) C. 100
. *, Lar... |l met.. M c..| Ac... - © -~
® A FH |_ Lar... pro... protocol witness for RustService.async<A>(_:callback:) in confor... Ox996e s
Mai.. AC... ~ 1. AL A [/ - e Al Ox9970 ead
S — Y Dev.. 09 -
o SMITREIEIE A ELIE ' sosborireraeut) o o
= =/ — =+ —_ = =+ pro.. :gos:barrier:execute: %O o
N C. Dev.. partial apply for closure #1 in SimpleRustClient.async(token:label... X997 M
o AR IRER
” De... Dx99786 oad
DX9909Y 2 ead ace s uXIIra sy
n . . . ala O 20
0x99 ad
9 : 0 A S Ox99Y eadrFoolSe S
9 0.00 d 19974 and
9 O H 0 %9976 4
9 9 0.00 e pted 0%998 )
91.640 0.00 R 0
998 etwo ontig
91.6 0 Pre pted P pted O D a Ox9 e Dro
0Xx998 cad
9 0.0 R o
Ox9984 ome Netwo U
9 89 0.000
Ox9980 adPoolForegro
0.008 R Q
592.297 86.223 Preempted Preempted 86.223ms by in other process | o ° ki
578.520 0.00 MXSOE i
Ox998Db 0 0
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IHEBIFEAIERN (RS ES5)

0 — &
- 0

‘main | = E3

I @ob..| @objc # @ " e.. | T @obic cn. )| I. | @.. 4 4 I
ChatT...|§|C... B o B | C.. C.||C.. CI\ I
Cell... |CellVi..| |[C...H Ce. |C.. o | | C..[C..J CellVie... C..[C.. Ce.. M)
M..[Messa..| ||M.AM.. B Mm..| | B M.. f ] | [M.. A OxASRde ®
A..|ASC... - N . , A.. A A QA [ASC.. |HA.. A.. Al
Bl | |2 ja.. a..ma.. a)...m Bl a..|la... fa..|apply..|H a... a...\a... ﬂ Bl k! o
N B [a.| a. TH a... ‘ B B @H N | a.fa. B | ’ _a...’ ‘ a.. ad 0x200ad3 :
NN a... tlo d 0x200c9Y
—E — " : IR AL L] ]2 I A | | AR B d 0x200d .
[Eﬂj 1EE %$% '},Drl Q I B A (1 1 | I {1 EA [ N | | 1L M AT . ®
| JHC I L H\H | \{ | HH‘ | all \.‘ Il LR \‘\ | H \\. !HH AL ‘ ‘\’ | o ~
* K*ﬁ §7‘|§lijjﬁ\|£|§& i | | !‘ | ‘ | ;\ H"! HH | -[‘! Il ‘ Il I | H\ | l\ ’H l‘ \’ | H | ‘\ ‘ i :
0 QR AR (AR I CAMMAAIN 0] (00 A U N AR QD AR | :. soce D
\/\1 -~ /\'/'\'/_\ SRlLY il il il L . !

o X RENIEFHNSFNEH I LR U M il | R 1 WD W 0 0 LA AR AN (L] o S
d 0 d 0x200 )
d 0x200b ()
O d 0x4 ()
- ad 0x200e ()
d 0x200eb ()
Bottom-Up 4 0x200f8 M)
d 0x200ca ()
D A Ox4 .
0.00 0.00% 0 46 % 6 DTraitObserver.reg d 0 .
98 ' d 0x200d6 o

!\I‘ChSUQ/’]?DItA A|C0n

A.Lf—t—




IHEBIFEAIERN (RS ES5)

Bottom-Up Call Tree
Self Time \ 4 Total Time ' Activity

1.61s 46.14% 1.61s 46.14% V¥ specialized Dictionary._Variant.setValue(_:forKey:)

E I-.Eﬁ 1EE \% $% ﬁ N7 Q . 0.00ms 0.00% 1.61s 46.17% ¥ UDTraitObserver.registerCallback(_:forKey:)
E— ] °
)\ }’J 1.16s 33.12% 2.78s 79.41% V¥ specialized NSObject.setDynamic(uuid:bindTo:handler:)

/7 NAE o 1 OOms 0.03% 2.78s 79 44% v spemahzed NSObJect setDynamlc(uuud blndTo handler)
o XKIGEITCHInRR N ~ , Binia R S

=

¢ BRI

T 0.00ms 000%  2.78s 79.61% 623 v CALayersetBorderCoIor( bdeo)

e TNER

0 OOms 0.00% | 2 783 79.61% ) 3 T ‘ V UDComponentsExten3|on<A> setBorderColor( bdeo)

|

0.00ms 0.00% 2.78s 79.64% V¥ static BorderStyleRender.render(_:style:)
4.00ms 0.11% 2.79s 79.87% ¥ ASComponentUIStyle.applyToView(_:)

0.00ms 0.00% 2.79s 79.87% » ASComponentStyle.applyToView(_:)

a
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BENBILNE JVMTI

FEMERZEHE(Android 8.0 K ) @D

IEST:RES S

« EventClassFileLoadHook
. EventClasslLoad
. EventClassPrepare

2:30

-~ count

BE Activity T)HRFER

KRB, LRY profile, AR YRIF

[{"time":1631023446716,"classes":[],"count":0},{" IRENELIZINFAVE RRENFRB L2 NEAIE

@ TS eI, - S — @ A piIeET profile X ——————— @ Merge %l cur profile ¥ —————— @ Compile &5 image Preload CIaSS

EERFEXXGE, HE. EBF

HMINEE (F ROOT iR#E)
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JARBIBEARIERN (Fia—fEs

RE: 12 > Start SeRLME £# Setting & Export - IfeiRE
B Adyld3F 8
@ System Fork Process ([} System Interface (dyld init) [ Static Runtime (+load) [ UIKit Initialization (run loop) UIKit Scene Creat (UlApplication init) BEfEHE
il
@ DidFinishLaunchingWithOptions [ Initial Frame Render st B A
1,200 FL RN
1,000 | _ 7 == .
ARSI -1 1] BR i
M — N — 400 —
® ZXIGHIXD
r_-l 200
pa\2A- 1
® 1|/S 47 \ / )'Izl' R H2R HIR AR SR H6R 7R IR WOR  WIOR  BIR

name avg/ms min/ms max/ms

Total : ¢ 1056.97
System Fork Process : ! 83.76
System Interface (dyld init) . . 364.46
Static Runtime (+load) ; : 149.11
UIKit Initialization (run loop) i y 11.45
UIKit Scene Creat (UlApplication init) ; ; 282.85
DidFinishLaunchingWithOptions : : 229.42
Initial Frame Render . . 193.49
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1
0
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0
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J

i 1
’ ] []
] []
MemoryGraph Link Map i :
i
i i
i i
i i
i i
i i
i i
i i
P -3 , .
' ' Java: dump hprof Native: Raphael : :
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i i
i i
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El RIRPE NI (h7z

— TTTTT TT T T T T ™ \ "7

v I libobjc.A.dylib (1004099)

0 @autoreleasepool content (4)

v & Malloc Blocks (31864)
> @ Malloc 528 KB (1)
> @ Malloc 32 KB (8)

AEEE R ! ¥ © B &

Malloc  Start Graph LinkMap

v

* 0x108806230 Class Info

> [ autoreleasepool boundary (1) ) )
5 @ Malloc 16 KB (2) address: "0x108806230
> @ Class (objc_class) (12) 18 ) 15 2 A L 2 binary: "libobjc.A.dylib"
> @ Malloc 11 KB (1) 1R 0 ... class: "NSObject"
> @ Class.data (class rw. t) (2924) malloc zone: "MallocStackLoggingLiteZone_0x1069ec000"
2 75/ BEEX/ 1ze: 32
> [ Class.data.extended (c... (266) © Malloc 10.5 KB (1) Sl SIZE v il;z "Ob i C"
_ ype: "0bj
> [ Class.data.methods (m... (210) v @ Malloc 10 KB (10001) -, Diggo-demo 140.15M
5 @ Class.data.methods.lists... ( ) ‘ 0x108010200 ) -[DGSBaseToolViewController mallocAction] 97.67M
5 . ‘ OX‘|0905b200 G -|[DGSBaseToolViewController objAction] 40.14M : "libsystem_malloc.dylib 0x1b2516aa@ _malloc_zone_calloc + 88"
@ Class.data.propertles (p (92) i : "libobjc.A.dylib 0x1b79adc8c _objc_rootAllocWithZone + 40"
: "DiggoSDK_Example 0x10454d2e8 -[DGSBaseToolViewController objAction] +
- 0x108806230 32B
> [ Class.data.protocols.lists... (2) 4 0x1090672a00 92"
0x10880A770 32B 4: "DiggoSDK_Example 0x10454d894 -[DGSBaseDebugViewController
>
@ Class.data.readonly (clas... (17) 0x10880A790 208 tableView:didSelectRowAtIndexPath:] + 204"
X . .
> @ CIass.methodCache._b... (482) 5: "UIKitCore 0xl1la5af31d@ -[UITableView
) 0x10880A7D0 39B _selectRowAtIndexPath:animated:scrollPosition:notifyDelegate:isCellMultiSel
v ) NSObject (1000002) ect:] + 1072"
0x10880A7B0 32B 6: "UIKitCore @xla5af2d78 -[UITableView
@ 0x108806230 _selectRowAtIndexPath:animated:scrollPosition:notifyDelegate:] + 112"
@ 0x10880a770 0x10880A7F0 828 7: "UIKitCore 0xl1la5af3538 -[UITableView
0x10880A810 39B _userSelectRowAtPendingSelectionIndexPath:] + 272"
¥ 0x10880a790 8: "UIKitCore @0xl1a5dbdc98 —[_UIAfterCACommitBlock run] + 72"
@ 0x1088037b0 0x10880A830 32B 9: "UIKitCore 0x1a58f06c4 _runAfterCACommitDeferredBlocks + 300"

10: "UIKitCore 0x1a58df@3c _cleanUpAfterCAFlushAndRunDeferredBlocks + 204"
11: "UIKitCore 0x1a5912f10 _afterCACommitHandler + 80"
0x10880B3E0D 32B 12: "com.apple.CoreFoundation @xla2ebb5e0

__ CFRUNLOOP_IS_CALLING_OUT_TO_AN_OBSERVER_CALLBACK_FUNCTION__ + 36"
0x10880B930 32B 13: "com.apple.CoreFoundation 0x1a2e65704 __CFRunLoopDoObservers + 572"
14: "com.apple.CoreFoundation 0xl1la2e65cb® __ _CFRunLoopRun + 1052"
15: "com.apple.CoreFoundation 0x1a2e65360 CFRunLoopRunSpecific + 600"
0x10880B970 32B 16: "com.apple.GraphicsServices 0x1ba4a3734 GSEventRunModal + 164"

17: "UIKitCore 0x1a58e0584 -[UIApplication _run] + 1072"
0x10880B990 32B 18: "UIKitCore 0x1la58e5df4 UIApplicationMain + 168"
19: "DiggoSDK_Example 0x10454c268 main + 104"
20: "libdyld.dylib 0xla2b21cf8 start + 4"

0x10880A850 32B

0x10880B950 32B

0x10880CE30 32B
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VAEBIEZARIE A (m7z

hprof # Bitmap #{&: 363, HFHARNFE: 54.8 MB FREE A
RINEEIR] WA /EHAY Bitmap 21&: 320, HARNTF: 52.5 MB

953 x 770 memory: 2.8 MB RelativeLayout @ 0x152022a0 Aa] I REBEES|I AR
640 x 1138 memory: 2.8 MB 2HIREE View £ REEES| A
640 x 1138 memory: 2.8 MB REIREEF View £ SEEES| A
1031 x 671 memory: 2.6 MB RelativeLayout @ 0x174c3a20 AR&] I RLEES| B
720 x 721 memory: 2.0 MB REIREE View L S EED| B
720 x 720 memory: 2.0 MB 2HIREE View £ REEES| A

720 x 720 memory: 2.0 MB 2HIREE View £ REEES| A

Bli2 150 skE F, R 50 3k, FIFREFRAEFESH 17.4 MB

o B /B {R7FBEF: /Users/zhulijun/.diggo/memory-analyze/bitmaps/diggo_large_bitmap/2022-02415 11_18_47
EIA St 98 3, BRAFRLT) 97 /
L1
253 x 253 , RGBA_8888 memory: 250.0 kB

6.95/F
253 x 253 , RGBA_8888 memory: 250.0 kB
253 x 253 , RGBA_8888 memory: 250.0 kB
253 x 253 , RGBA_8888 memory: 250.0 kB

253 x 253 , RGBA_8888 memory: 250.0 kB

LA\
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RTZERRHT (BI: KB) 2022-04-11 17:59:16 5 2022-04-11 17:59:12 # diff (i Q

Object Virtual Shared Shared Private Private
Size (KB) Clean Dirty Clean Dirty

A A A A
v v v v

[anon:libc_malloc]

® EQ j( ’E % [anon:threadsignalstack]

B . [anon]

® ;R %\\ >\B [anon:dalvik-indirectreftable]
[anon:dalvik-mainspace(regionspace)]
[anon:dalvik-largemarkedobjects]
[anon:dalvik-cardtable]
[anon:dalvik-regionspacelivebitmap]
[anon:dalvik-threadlocalmarkstack]
[anon:dalvik-concurrentcopyinggcmarkstack]

[anon:dalvik-allocspacenonmovingspacelive-bitmap1]

LA\
Alj_chSu?nrplt
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VAR BIEZIBRE (1h8%)

v

‘ IPhone
." -

Oppo

ArchSu?%?mt AiCon
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sysdiagnosis

AppleSmart Battery

Thor

O E EE E E E E E BE BB BB BBB B B



A B[N X

Client

AR BE R EERE working update time: 2021-12-15 16:58:47

A 32 F5 R ER T

CPU GPU Network) 5000

40004

3000

2000+
RERIIRER 1000

0

T T T T
1.3 1:40 2:30 3:20 4:10

*Hjﬂ']r Fﬁ CPU {Em'lkn..\ ~- CurrentimA) - Power(mW) —()- Voltage(mV) Capacity(%)

CPU HNZI S5, , sto
T HAGRRE, TAES 4 [ T At ]tp

AppCPUSpeed

cpu_speed 53.73 %

FEETAE, BRIAN 20s
= RITEEREEF, AIMEER—IZIA CPU (FREE
ik b VE s

HIRS IR FERIVR B, BRIA 20s e 40 250 320 4 5 550 6.

(- cpu_speed

FEZE (KRR CPU FARKRERXE, [Rir]E&5ER)

_'V’XEIE% ) }Eﬁﬁﬁﬁilﬁ&%_) HeapTaskDaemon i

Medial.oad
video_decod
oup.video.share

VideoRender

RenderThread

LA\
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IFHEBIFEZANIE RN (#uE4 =—Fastbot)

App/Tweak WDA/XCUITest Fastbot Native Fastbot-i'os Client Fastbot Al-Core

call Shoots GUI XML (optional) ' get GUI information ¢ : ;
call screenshot I ; : Metrics Droidbot Monkey Humanoid  Fastbot

l Activity Coverage/lh  4.31% - 4.33% 16.14%

v QU XML : | § Code Coverage/1h 8.33% 9.79% 8.73% 19.00%

forward GUI information sénd GUI information ACtiVity Coverage/3h 6.10% - 6-34% 18-070/0

Table 1: Coverage Comparison

calculate action

- return action

H:| wait throttle (200 - 1500ms)

;\rnguq/fplg AiCon
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Hook : JVMTI fishhook

FeRAVE : systrace  Illvm
KIF: profilo

4
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[REDMT

The utility enables kernel trace logging for the specified pro-cesses. Kernel trace
data is logged to the file ktrace.out. The kernel operations that are tracedinclude system
calls, namel translations, sig-nal processing, and |/O.

#define KTRACE_KDEBUG (1 << 9)
#define KTRACE_KPERF (1 << 1)

/,./A\_ H
ArchSummit AICOI‘]
2 K E 8 N & = SHATIRESHBYIRRAS




[RERDAT

walt result t thread block reason(args) {
thread t self = current thread();
if (self->state & ~(TH RUN | TH IDLE)) {
KERNEL DEBUG CONSTANT IST(KDEBUG TRACE,
MACHDBG CODE DBG MACH SCHED, MACH BLOCK : .
reason, VM KERNEL UNSLIDE(continuation), 0, 0, Uj;

sched_prim.c

Thread Event
do {

new_ thread = thread select(self, processor, &reason);

} while (!thread invoke(self, new thread, reason));

Kernel Debug

boolean t thread unblock(thread t thread, wait result t wresul+) [
KERNEL DEBUG CONSTANT IST({(RDEbuG TRACE,
MACHDBG CODE: DBG MACH SCHED, MACH MAKE RUNNABLE) | DBG FUNC NONE,
(uintptr t)thread tid(thread), thread->sched pri, thread->wait result,
sched run buckets[TH BUCKET RUN], 0);

}
LA\

I\ljchSummlt

B R @ h |§ =



[REDMT

static uint64 t kptimer fire(args) {

kperf / kptimer.c
if (sample flags & SAMPLE FLAG NON INTERRUPT) ({

kperf backtrace sample(&(sbuf->kcallstack), context);

} else {
kperf kcallstack sample(&(sbuf->kcallstack), context);

o !

backtrace _sample

timer_fire

vold kperf backtrace sample(args) {

kernel debug(PERF CS BACKTRACE | DBG FUNC START, 1); i

cs->kpkc nframes

backtrace frame(cs->kpkc word frames,
cs->kpkc nframes - 1, context->starting fp, &trunc); kernel_debug
kernel debug(PERF CS BACKTRACE | DBG FUNC END, cs->kpkc nframes);

Archsiffinis | AiCon InfoQ.

BROR MO & 2
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ikiPhone5iPadZ ¥ A iEfER162078ERE!] 6207 8

+iHMEEE () 2019F12827H
®) @

MRWMREHRE—FEEH, BLERL/NKRBER—BEE. "BEERAXTIERMENFEHN—ERKEETEERITEN. &

TR EFMAERREE: “ERAIEENZZ" . fingerprints usernames not passwords, EAPEREIZRGIELER
WA= =S FIEMRBLARMMIT, Flaifinfisher. MDM. iMessage. Find my iPhoneZ%, SXEIRIERusb + wifilFl]

th2 ALk,

RITEEBERABRETFDER AHUSBRBIL, MANRNKRINRERNEZRXEEHA, REEHERXOE:
BidusbZEBANRFHAIAIN, BFAjuice jacking, MEFINAERE, EVERMAXRBRA—FNAN., —KBERT
W ifrandroid/iOS/windows/MacOS/linuxFi B #&{E & 4tAIBadUSB — FRAERIAMusb B LR IZEHRHEE; 5
—XKNZFERusb + wififgl], EMEZARXNER, AXNEESEZHIFEELE L RIonathan ZdziarskiEFJHow
Juice Jacking Works, and Why It’s a ThreatiRSabri Haddouche 5 #JHow to finally disable this ******* Wij—Fj
Sync port (62078) on iOS,
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, USBMuxd | e Lockdownd 4 ; DeveloperDisklmage

usb / wifi N socket

e FAFEUSBIIMY I ZETCPERE

» FFUSBRISHRANTCPE(S
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usb / wifi

Lockdownd

com.apple.mobile.lockdown.plist

com.apple.mobile.lockdown.plist > No Selection

¥ Root
RunAtLoad
» LaunchEvents
EnablePressuredExit
Label
POSIXSpawnType
» MachServices
¥ Sockets
» MyUnixSocket
¥ MylPv4Socket
SockFamily
SockServiceName
» MylPv6Socket
¥ ProgramArguments
Iltem O
ServicelPC
MinimalBootProfile
EnableTransactions

A\

ArchSummlt
R 32 i =

] ™

Type

Dictionary
Boolean
Dictionary
Boolean
String
String
Dictionary
Dictionary
Dictionary
Dictionary
String
String
Dictionary
Array
String
Boolean
Boolean
Boolean

Value

(11 items)

YES

(2 items)

YES
com.apple.mobile.lockdown
Interactive

(1 item)

(3 items)

(3 items)

(2 items)

IPv4

62078  <mmm—

(2 items)

(1 item)
Jusr/libexec/lockdownd — <fmmm—s
NO

YES

YES

AiCon

TEEESHL 225 D5 R A4

<> <> <O

e iOSZ % E: /System/Library/LaunchDaemons

e lockdownd SEllZZE— TCP socket,

Uy
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, USBMuxd | ~——— | Lockdownd 4 ; DeveloperDisklmage ‘,

usb / wifi N socket D DTXMessage

ClassName SelectorName Arguments

LA\
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USBMuxd

Lockdownd

usb / wifi N socket

One thread reads serialized messages from a buffer:

00000001816A1014 libsystem_kernel.dylib _semaphore_wait_trap+8

000000018157E3E4 libdispatch.dylib __dispatch_semaphore_wait_slow+F0

00000001000C8C4C DTXConnectionServices -[DTXMessageParser waitForMoreData:incrementalBuffer:]+68 . _

00000001000C87A4 DTXConnectionServices -[DTXMessageParser parseMessageWithExceptionHandler:]+40 Wa It FO r M O re D ata : I n C re m e nta I B Uffe r
00000001000C8510 DTXConnectionServices -[DTXMessageParser initWithMessageHandler:andParseExceptionHandler:]_block_invoke+24

000000018156D4B8 libdispatch.dylib __dispatch_call_block_and_release+14

After each message is parsed, another thread is dispatched to perform the invocation:

00000001001096F4 DVTInstrumentsFoundation id __cdecl -[DTDevicelnfoService runningProcesses](DTDevicelnfoService *self, SEL)

0000000181B28ADC CoreFoundat!on _|nvok|ng._-|.-8C invo keWithTarget: replyChannel: Validator
0000000181A20544 CoreFoundation -[NSInvocation invoke]+118

00000001000CD3D0O DTXConnectionServices -[DTXMessage invokeWithTarget:replyChannel:validator:]+2C8 .

00000001000C49980 DTXConnectionServices -[DTXChannel _scheduleMessage:tracker:withHandler:]_block_invoke697+7C runnlng PrOCGSSQS

000000018156D4B8 libdispatch.dylib __dispatch_call_block_and_release+14
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< 15.0

™7 _CodeSignature

B Developer...kimage.dmg

Applications Developer...g.signature
Developer

DeviceSupport

= [ B &

Icon.icns
Info.plist
Library

- -
pixy
. .

DeveloperDiskilmage.dmg
Disk Image - 11.9 MB

W

usr

.. version.plist

Information

©

_—
[
—_—
[
e
i
—
——
—
[
—
[
I—
i
—_—
[
f—
—
—
[
p—
(S
—
[—]
—_
—
—_—
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e,
—
—
i
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=3 PrivateFrameworks

% 15.0 g soc

T _CodeSignature : B Developer...kimage.dmg

"= Applications ' Developer...g.signature

Applications Daemons > AccessibilityAudit.framework

Library Frameworks Conditioninducer.framework

System LaunchDaemons DebugHierarchyFoundation.framework

- Developer

—
=
—
[
—
S
e
i

" DeviceSupport

usr Lockdown DTDDISupport.framework

comi
con.icns Pluglns DTXConnectionServices.framework

& Info.plist

FEEREEE

PreferenceBundles DVTInstrumentsFoundation.framework

B PrivateFrameworks >

' Library

usr DVTInstrumentsUtilities.framework

... version.plist GLTools.framework

GLToolsCore.framework
DeveloperDisklmage.dmg

Disk Image - 11.9 MB

GPUTools.framework
GPUToolsCore.framework

GPUToolsiOS.framework

Information

GPUToolsPlayback.framework

TEEFEEEENRNENEREEE®
PR EES SR

MobileReplayerSupport.framework
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Lockdownd — DeveloperDisklmage

USBMuxd | —

_requestChannelWithCode:
identifier:

- ServicelD |

NativeClass Channel

Channel code

Selector & Arguments

- Channel code |

Function Return

. Channel code |

ArchSu‘F{wA}wit AiCon
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| ~ start server '
{ “Instruments.remoteserver” }

‘services. |
coreprofile |

" services. |
L graphics.opengl

~ services. |
| sysmontap }

" services. |
| activitytracetap }

- o .
T = = = =
b )
S m m = m
3

‘ start server )
| “mobile_image_mounter” }

{  mountimage |
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% N TENARBR bk |RER R &Y S —Fh 5 Tktrace
=S
Xt EEInstruments 5 PerfettoB91/L 24 7‘;; RN1ED 62078/ 1R L{E[RIE
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ﬂE Fastbot
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Diggo Anytrace
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WARNBEIT(ESEKF?
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