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Diagram by Peter Bourgon. https://peter.bourgon.org/blog/2017/02/21/metrics-tracing-and-logging.html
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[1] Rong,-G- H., Gu, S., Xu, Y., Sun, J., Shao, D., & Zhang, H. (2022). Locating Anomaly Clues for Atypical Anomalous Services: An Industrial Exploration. IEEE
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[1] Cai Z, Li W, Zhu W, et al. A real-time trace-level root-cause diagnosis system in alibaba datacenters[J]. IEEE Access, 2019, 7: 142692-142702.
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[1]Liu P, Xu H, Ouyang Q, et al. Unsupervised detection of microservice trace anomalies through service-level deep bayesian networks[C]//2020 IEEE

31st m%sium on Software Reliability Engineering (ISSRE). IEEE, 2020: 48-58.

[2] Gan Y,\Zhan\g , HU' K, et al. Seer: Leveraging big data to navigate the complexity of performance debugging in cloud microservices[C]//Proceedings of
the twenty-fourth international conference on architectural support for programming languages and operating systems. 2019: 19-33.
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BLOCK* NameSystem.delete: blk <:*:> is added to invalidSet of <:IP:>:<:NUM:>: 1396174

Received block blk <:*:> of size <:NUM:> from /<:IP:>: 1706514

BLOCK* NameSystem.addStoredBlock: blockMap updated: <:IP:>:<:NUM:> is added to blk <:*:> size <:NUM:>: 1719741
PacketResponder <:NUM:> for block blk <:*:> <:*:>: 1706728

<:IP:>:<:NUM:>:Got exception while serving blk <:*:> to /<:IP:>:: 356207

<:IP:>:<:NUM:> Served block blk <:*:> to /<:IP:>: 428726

Receiving block blk <:*:> src: /<:IP:>:<:NUM:> dest: /<:IP:>:<:NUM:>: 1723232

PADDING

Deleting block blk <:*:> file <:*:> <:*:>: 1402047

BLOCK* NameSystem.allocateBlock: <:*:> temporary/ task <:NUM:> <:NUM:> <:*:> <:NUM:> <:NUM:>/part-<:NUM:>. blk <:*:>: 430755
Verification succeeded for blk <:*:>: 120036

BLOCK* ask <:IP:>:<:NUM:> to replicate blk <:*:> to datanode(s) <:IP:>:<:NUM:>: 6837

<:IP:>:<:NUM:> Starting thread to transfer block blk <:*:> to <:IP:>:<:NUM:>: 6837

:> of size <:NUM:>: 7097

<:IP:>:<:NUM:>:Transmitted block blk <:*:> to /<:IP:>:<:NUM:>: 6937

BLOCK* NameSystem.allocateBlock: /user/root/randtx *:> <> <fi> <NUM:> < <k <2 i

BLOCK* NameSystem.addStoredBlock: addStoredBlock request received for blk <:*:> on <:IP:>:<:NUM:> size <:NUM:> But it does not belong to any file.: 1288

BLOCK* NameSystem.allocateBlock: /user/root/sortrand/ <:*:> <:*:> <*:> <:NUM:> <:*:> <i*:> <:*:> blk <z

0.002

0.004 0.006 0.008
mean(|mean(|SHAP value|)[)

1. Rong, G., Gu, S., Zhang, H., Shao, D., & Liu, W. (2018, November). How is logging practice implemented in open source software projects? a preliminary exploration.
In 2018 25th Australasian Software Engineering Conference (ASWEC) (pp. 171-180). IEEE.
2. Gong, G., Xu, Y., Gu, S., Zhang, H., & Shao, D. (2020, September). Can you capture information as you intend to? A case study on logging practice in industry. In 2020
IEEE International Conference on Software Maintenance and Evolution (ICSME) (pp. 12-22). IEEE.
376G, S.,Ronﬁ\eﬂynafg“gd_l-i., & Shen, H. (2022). Logging Practices in Software Engineering: A Systematic Mapping Study. IEEE Transactions on Software Engineering.
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. Gan Y, Zhang Y, Hu K, et al. Seer: Leveraging big data to navigate the complexity of

performance debugging in cloud microservices[C]//Proceedings of the twenty-fourth
international conference on architectural support for programming languages and
operating systems. 2019: 19-33.

. Pang, G., Shen, C., Cao, L., & Hengel, A. V. D. (2021). Deep learning for anomaly

detection: A review. ACM Computing Surveys (CSUR), 54(2), 1-38.
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Failure Management." ACM Transactions on Intelligent Systems and Technology
(TIST) 12.6 (2021): 1-45.
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Transactions on Software Engineering and Methodology (TOSEM) 31.1 (2021): 1-38.
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