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The Cloud Native Computing Foundation builds sustainable ecosystems and fosters
a community around a constellation of high-quality projects that orchestrate
containers as part of a microservices architecture.
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Xiang Zhou, Xin Peng, Tao Xie, Jun Sun, Chao Ji, et.al., Fault Analysis and Debugging of Microservice Systems: Industrial Survey,
Benchmark System, and Empirical Study, IEEE TRANSACTION ON SOFTWARE ENGINEERING, VOL. 14, NO. 8, AUGUST 2018,

pp:1-18.

Microservice Fault Cases Reported by the Participants

Fault | Reporter Symptom Root Cause Time
F1 P1 (A1) Messages are displayed in wrong order Asynchronous message delivery lacks sequence control 7D
F2 P2 (A2) Some information displayed in a report is wrong Different data requests for the same report are returned in an unexpected order 3D
E3 P2 (A2) The system periodically returns server 500 error JVM configurations are inconsistent with Docker configurations 10D
F4 P3 (A3) The response time for some requests is very long SSL offloading happens in a fine granularity (happening in almost each Docker instance) 7D
F5 P4 (A4) A service sometimes returns timeout exceptions for user requests The high load of a type of requests causes the timeout failure of another type of requests 6D
F6 P5 (A5) A service is slowing down and returns error finally Endless recursive requests of a microservice are caused by SQL errors of another dependent microservice 3D
E7 P6 (A6) The payment service of the system fails The overload of requests to a third-party service leads to denial of service 2D
E8 P7 (A7) A default selection on the web page is changed unexpectedly The key in the request of one microservice is not passed to its dependent microservice 5D
F9 P7 (A7) There is a Right To Left (RTL) display error for Ul words There is a CSS display style error in bi-directional 0.5D
F10 P8 (A8) The number of parts of a specific type in a bill of material (BOM) is wrong | An API used in a special case of BOM updating returns unexpected output 4D
F11 P9 (A8) The bill of material (BOM) tree of a product is erroneous after updates The BOM data is updated in an unexpected sequence 4D
F12 P10 (A9) The price status shown in the optimized result table is wrong Price status querying does not consider an unexpected output of a microservice in its call chain 6D
F13 P11 (A9) The result of price optimization is wrong Price optimization steps are executed in an unexpected order 6D
F14 P11 (A9) The result of the Consumer Price Index (CPI) is wrong There is a mistake in including the locked product in CPI calculation 2D
F15 P11 (A9) The data-synchronization job quits unexpectedly The spark actor is used for the configuration of actorSystem (part of Apache Spark) instead of the system actor 3D
F16 P11 (A9) The file-uploading process fails The “max-content-length” configuration of spray is only 2 Mb, not allowing to upload a bigger file 2D
F17 P12 (A10) | The grid-loading process takes too much time Too many nested “select” and “from” clauses are in the constructed SQL statement 1D
F18 P13 (Al1l) | Loading the product-analysis chart is erroneous One key of the returned JSON data for the UI chart includes the null value 0.5D
F19 P13 (A11) | The price is displayed in an unexpected format The product price is not formatted correctly in the French format 1D
F20 P14 (A12) | Nothing is returned upon workflow data request The JBoss startup classpath parameter does not include the right DB2 jar package 3D
F21 P15 (A13) | JAWS (a screen reader) misses reading some elements The “aria-labeled-by” element for accessibility cannot be located by the JAWS 0.5D
F22 P16 (A13) | The error of SQL column missing is returned upon some data request The constructed SQL statement includes a wrong column name in the “select” part according to its “from” part | 1.5D

13
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Figure 8: Top-1, 3, 5 and avg-5 precision of AutoMAP and different algorithms using real-world incidents
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Figure 9: Precision of AutoMAP and NetMedic with different rounds of test using real-world incidents

1 CAutoMAP: Diagnose Your Microservice—based Web Applications Automatically k& & (WWW 2020, CCF A) °
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trace

= O

= BVANN

> B E R EERAARMRS R AaWBARE, AASEe FEWE RN THARLERNEK;

Instance: front-vbtdx Operation: Recv

TraceID: 1 SpanID: 121 Parent Span: [none] 15.87 ms

Instance: front-vbtdx Operation: GetProduct

6.13 ms
TracelD: 1 SpanlD: 122 Parent Span: 121

Instance: product-zzewg Operation: GetProduct

0.03 ms TraceID: 1 SpanID: 123 Parent Span: 122

Instance: front-vbtdx Operation: AddItem
TracelD: 1 SpanlD: 124 Parent Span: 121

8.51 ms

Instance: cart-fsff7 Operation: AddItem
TracelD: 1 SpanlD: 125 Parent Span: 124

span

front/Recv
TracelD: 1 SpanlD: 121
Parent Span: [none]

front/GetProduct
TracelD: 1 SpanID: 122
Parent Span: 121

~

product/GetProduct
TracelD: 1 SpanlD: 123
Parent Span: 122

front/AddItem
TracelD: 1 SpanID: 124
Parent Span: 121

cart/AddItem
TracelD: 1 SpanlD: 125
Parent Span: 124
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Fig. 3. Model architecture. Unsupervised Detection of Microservice Trace Anomalies through Service-Level
Anomaly Detection and Classification using Distributed Tracing and Deep  Deep Bayesian Networks, ISSRE 2020 40

Learning was accepted toCCGrid 2019, 14-17.05, 2019, Cyprus.


https://jorge-cardoso.github.io/publications/Papers/CP-2019-089-CCGrid-Anomaly_Detection_and_Classification_using_DT_and_DL.pdf
https://www.ccgrid2019.org/index.html
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Dafraglesiney

TR -8

> AAETESHT T iE a8 R ARE RS EH, B, XD A S H KA ey 8 L

Req-5 . . . .
Req_SQLReR Table 1: Original Spectrum and MicroRank score in Fig. 3

Req-;t/ recommend ~~Req-3 Initial Spectrum(Tarantula) MicroRank (Tarantula)
workload Req- ReA-Z Service Ocf | Oep | Opf | Onp | score Ot | Ocp | Onp | Onp | score
front 1 _—> payment front 3 1 0 0 0.5 297 10990 | 0.0 | 00 | 05

Req-2 Req-2 pay

~>/checkout 1 checkout | 1 | 1 | 2 | 0 | 025 | [ 03280328 0.65 | 0.198 | 0.25
Req-l———> :Req-lf—). recommend | 1 0 2 1 1 0328 | 00 [068 | 00 | 04
product 3 0 0 1 1 30 1 00 | 00 | 00 | 0666
normal service affeted service ‘ root cause payment | 0 | 1| 3 | 0] 0 00 | 132 ] 00 | 00 | 0333
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Figure 7: A sample of service instance dependency graph of Hipster-Shop microservice system

2020-10-11 22:59 2020-10-12 00:17 2020-10-12 05:59 2020-10-12 22:21 2020-10-13 03:08
- front-1/Recv. - email-2/SendOrder - recommend-5/ListProduct - adervice-6/getads - cart-2/GatCart
- front-1/GetCart - cart-1/EmptyCart - recommend-5/ListRecommend - product-11/GetProduct - currency-2/Convert
- front-1/GetProduct - checkout-8/PlaceOrder - product-13/GetProduct - product-8/GetProduct - currency-3/Convert
A4 h 4 v A 4 time
T A A A A ”
2020-10-11 22:57 2020-10-12 00:15 2020-10-12 05:58 2020-10-12 22:20 2020-10-13 03:06
instance: front-1 instance: email-2 instance: recommend-5 instancel:adservice-6 faultTypel: Latency| instancel: currency-3 faultTypel: CPU
faultType: CPU faultType: IOWrite faultType: Latency instance2: product-11 faultType2: IORead instance2: cart-2 faultType2: IORead

Figure 8: Examples of fault injection and root causes localization on Hipster-Shop
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W7 ¥ ¥ Jfl T SDNFR 3%

R@1 R@3 R@5 Exam Score
PR |SP| MR | PR |SP | MR | PR | SP | MR | PR SP | MR IMP* IMP'
Dstar2 78 88 94 78 94 96 92 96 96 1.16 | 0.56 | 0.42 | 63.79% | 25.00%
Goodman 78 86 88 86 92 92 92 92 92 1.16 | 0.88 | 0.84 | 27.59% 4.45%
Jaccard 78 86 88 86 92 92 90 92 92 1.28 | 0.88 | 0.84 | 34.38% 4.45%
M2 78 90 94 86 94 96 92 94 96 1.16 | 0.60 | 0.42 | 63.79% | 30.00%

DataSet | Formula

A Ochiai 78 88 94 86 94 96 92 96 96 1.16 | 0.56 | 0.42 | 63.79% | 25.00%
Serensen 78 86 88 86 90 92 92 92 92 1.16 | 0.88 | 0.84 | 34.38% | 4.45%
RussellRao | 78 86 92 86 92 96 92 96 96 1.28 | 0.64 | 0.44 | 65.63% | 31.25%

Dice 78 86 88 86 92 92 90 92 92 1.32 | 0.88 | 0.84 | 36.36% | 4.45%
(Ori(%;ult) S T A S S T N . O S S (Twi%ults)“? S & & @ © P F F % N & L 4 29
MicroRank PageRank MicroRank
Spectrum NetMedic Spectrum NetMedic
AutoMap [ Sieve AutoMap Sieve
Microscope L Roots Microscope Roots
Causelnfer FChain Causelnfer FChain

MicroRank: End-to—-End Latency Issue Localization with Extended Spectrum Analysis in Microservice Environments, WWW
2020, under review.
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Service Mesh’s Control Plane Example: Image Thumbnail Creation

Photograph Lambda is
is taken triggered
OF -\ [ ) - Y\ \— o || fs
\&, Al
Photo is uploaded to Lambda runs image resizing code to generate
53 Bucket web, mobile, and tablet sizes
ServiceMesh FaaS
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1. “Extending FaaS into a Function Delivery Network (FDN)” — —“HE FFaaSHR &0 A Mg”, HEESEIIE (NSFC-DFG) , 3007,
EARXIERERESZE, EAEFEH, fAmA (NEW) .
2. “BTATERNBSMEAFACEERBAESZR”, ERELSMEATIRE (RE%S  2019YFB1804002) |, F4&75440077, IRALFH
41675, 2020.01~2022.12, fai== A (NEW) .,
3. "REUEZBRERZABRAMRENATE", T REEXRIA (MAE%S : 2020B010165002) , IiH 245200077, fH13TIRHA30077,
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2022.10, i,
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6. ‘HMREzERERSGmIIHMEEBCMNSRETEMR", THTEMSNHAEMPARINE, 207, 2020.4 ~2022.3, F,
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