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Anomaly detection and Root Cause Analysis in Cloud Native Systems
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More machines and longer check in cycles

Cumulative growth in commits by quarter (Q1 2015-Q4 2019)

Comparing the data from 2019 
and 2018, respondents are 
checking in code less frequently. 
This year, 61% of respondents 
check in code multiple times a day 
– a slight decline from last year 
when 67% checked in multiple 
times a day. Instead, more are 
checking in code a few times per 
week or month.

At the same time, the number of 
machines in an organization’s fleet 
continues to increase. Looking 
back to 2017, 77% of respondents 

had more than 20 machines in their fleets. This increased to 79% last year and 81% this year.  

More than 15% of respondents had more than 5,000 machines in their fleets, which was the most selected 
response. The most significant drop occurred in those using between 2-6, which has dropped from 18% in 
2017 to 13%.

There are a number of reasons companies would have a larger number of machines in their fleet including, 
more customers, more products, the growing size of applications, more lines of code, geographic expansion, 
and/or company expansion or acquisition/consolidation.
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While responses differed slightly from 
last year’s survey (hybrid was not an 
option; instead, private and on-premise 
were broken out), we can still conclude 
that public cloud is the most popular data 
center approach, chosen by the majority 
of respondents – 62% in 2019 and 77% in 
2018. While hybrid was a new response, 
it was selected by 38% of respondents, 
indicating that it is a widely used approach. 
We fully expect this trend to continue as 
enterprises seek more control and aim to 
avoid vendor lock-in.

Containers have become the norm...
From 2018 to 2019, there was an uptick in the use of containers across development, testing, and production. 
Most notably, the use of containers in production increased significantly. This year, 84% of respondents are using 
containers in production, an impressive jump from 73% in 2018, and from 23% in our first survey in 2016. This is a 
result of organizations having more trust in containers, and using them more in user-facing applications. Another 

14% have future plans 
to use containers in 
production.

Proof of concept is the 
only area where we 
see a gradual decline 
over the past few years, 
meaning containers 
are less of an “idea” 
and are being adopted 
in production in the 
real world. Further, 
only slightly more than 
2% of respondents 
report no plans to 
use containers in 
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TABLE 2

Microservice Fault Cases Reported by the Participants
Fault Reporter Symptom Root Cause Time
F1 P1 (A1) Messages are displayed in wrong order Asynchronous message delivery lacks sequence control 7D
F2 P2 (A2) Some information displayed in a report is wrong Different data requests for the same report are returned in an unexpected order 3D
F3 P2 (A2) The system periodically returns server 500 error JVM configurations are inconsistent with Docker configurations 10D
F4 P3 (A3) The response time for some requests is very long SSL offloading happens in a fine granularity (happening in almost each Docker instance) 7D
F5 P4 (A4) A service sometimes returns timeout exceptions for user requests The high load of a type of requests causes the timeout failure of another type of requests 6D
F6 P5 (A5) A service is slowing down and returns error finally Endless recursive requests of a microservice are caused by SQL errors of another dependent microservice 3D
F7 P6 (A6) The payment service of the system fails The overload of requests to a third-party service leads to denial of service 2D
F8 P7 (A7) A default selection on the web page is changed unexpectedly The key in the request of one microservice is not passed to its dependent microservice 5D
F9 P7 (A7) There is a Right To Left (RTL) display error for UI words There is a CSS display style error in bi-directional 0.5D
F10 P8 (A8) The number of parts of a specific type in a bill of material (BOM) is wrong An API used in a special case of BOM updating returns unexpected output 4D
F11 P9 (A8) The bill of material (BOM) tree of a product is erroneous after updates The BOM data is updated in an unexpected sequence 4D
F12 P10 (A9) The price status shown in the optimized result table is wrong Price status querying does not consider an unexpected output of a microservice in its call chain 6D
F13 P11 (A9) The result of price optimization is wrong Price optimization steps are executed in an unexpected order 6D
F14 P11 (A9) The result of the Consumer Price Index (CPI) is wrong There is a mistake in including the locked product in CPI calculation 2D
F15 P11 (A9) The data-synchronization job quits unexpectedly The spark actor is used for the configuration of actorSystem (part of Apache Spark) instead of the system actor 3D
F16 P11 (A9) The file-uploading process fails The “max-content-length” configuration of spray is only 2 Mb, not allowing to upload a bigger file 2D
F17 P12 (A10) The grid-loading process takes too much time Too many nested “select” and “from” clauses are in the constructed SQL statement 1D
F18 P13 (A11) Loading the product-analysis chart is erroneous One key of the returned JSON data for the UI chart includes the null value 0.5D
F19 P13 (A11) The price is displayed in an unexpected format The product price is not formatted correctly in the French format 1D
F20 P14 (A12) Nothing is returned upon workflow data request The JBoss startup classpath parameter does not include the right DB2 jar package 3D
F21 P15 (A13) JAWS (a screen reader) misses reading some elements The “aria-labeled-by” element for accessibility cannot be located by the JAWS 0.5D
F22 P16 (A13) The error of SQL column missing is returned upon some data request The constructed SQL statement includes a wrong column name in the “select” part according to its “from” part 1.5D

TABLE 3
Fault Categories

Root Cause
Influence Functional Non-Functional

Internal F9, F14, F18, F19, F21, F22 F17
Interaction F1, F2, F6, F7, F8, F10, F11, F12, F13 F5

Environment F15, F16, F20 F3, F4

the symptoms and possibly reproduction steps of the fail-
ures, and ended when the faults are fixed. The debugging
processes typically include the following 7 steps.

• Initial Understanding (IU). The developers get an
initial understanding of the reported failure based
on the failure report. They may also examine the
logs from the production or test environment to
understand the failure. Based on the understanding,
they may have a preliminary judgement of the root
causes or decide to further reproduce the failure for
debugging.

• Environment Setup (ES). The developers set up a
runtime environment to reproduce the failure based
on their initial understanding of the failure. The en-
vironment setup includes the preparation of virtual
machines, a deployment of related microservices,
and configurations of related microservice instances.
To ease the debugging processes, the developers
usually set up a simplified environment, which for
example includes as less virtual machines and mi-
croservices as possible. In some cases the developers
can directly use the production or test environment
that produces the failure for debugging and thus this
step can be skipped.

• Failure Reproduction (FR). Based on the prepared run-
time environment, the developers execute the failure
scenario to reproduce the failure. The developers
usually try different data sets to reproduce the failure
to get a preliminary feeling of the failure patterns,
which are important for the subsequent steps.

• Failure Identification (FI). The developers identify fail-
ure symptoms from the failure reproduction exe-
cutions. The symptoms can be error messages of
microservice instances found in logs or abnormal
behaviours of the microservice system (e.g., no re-
sponse for a long time) observed by the developers.

• Fault Scoping (FS). The developers identify suspi-
cious locations of the microservice system where the
root causes may reside, for example implementations
of individual microservices, environment configura-

TABLE 4
Maturity Levels of Debugging

Maturity Level Systems Percentage
Basic Log Analysis A1, A7, A11 23%
Visual Log Analysis A2, A3, A8, A9, A10, A12 46%
Visual Trace Analysis A4, A5, A6, A13 31%

tions, or interactions of a group of microservices.
• Fault Localization (FL). The developers localize the

root causes of the failure based on the identified
suspicious locations. For each suspicious location,
the developers confirm whether it involves real faults
that cause the failure and identify the precise location
of the faults.

• Fault Fixing (FF). The developers fix the identified
faults and verify the fixing by rerunning related test
cases.

Note that these steps are not always sequentially exe-
cuted. Some steps may be repeated if the subsequent steps
can not be successfully done. For example, the developers
may go back to set up the environment again if they
find they can not reproduce the failure. Some steps may
be skipped if they are not required. For example, some
experienced developers may skip environment setup and
failure reproduction if they can locate the faults based on
the logs from the production or test environment and verify
the fault fixing by their special partial execution strategies.

3.4.2 Maturity Levels of Debugging Practices
We find that the practices and techniques on debugging for
the 13 systems can be categorized into 3 maturity levels as
shown in Table 4.

The first level is basic log analysis. At this level, the
developers analyze original execution logs produced by
the system to locate faults. The logs record the execution
information of the system at specific points, including the
time, executed methods, values of parameters and variables,
intermediate results, and extra context information such as
execution threads. Basic log analysis follows the debugging
practices of monolithic systems and requires only common
logging tools such as Log4j [48] for capturing and collecting
execution logs. To locate a fault, the developers manually
examine a large number of logs. Successful debugging at
this level depends heavily on the developers’ experience
on the system (e.g., overall architecture and error-prone mi-
croservices) and similar fault cases, as well as the technology
stack being used.

l  0^lq�`J�

Xiang Zhou, Xin Peng, Tao Xie, Jun Sun, Chao Ji , et.al., Fault Analysis and Debugging of Microservice Systems: Industrial Survey, 
Benchmark System, and Empirical Study, IEEE TRANSACTION ON SOFTWARE ENGINEERING, VOL. 14, NO. 8, AUGUST 2018,
pp:1-18.
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Release cycles continue to accelerate

For a second year, we asked questions on code check in and release cycles, providing insight into how 
companies are managing their software development cycles. 

We’re seeing that release cycles are accelerating, driven by the rise of DevOps, CI/CD tools, and agile 
methodologies. Those with daily release cycles increased from 15% in 2018 to 27%, and weekly release 
cycles have increased 20% to 28%. Monthly releases decreased slightly from 18% to 16%.

There was not much change in the 
percentage of developers automating 
their releases, which remains in the 
40% range for both 2018 and 2019.

Where we see a change is in those 
using a hybrid approach vs. fully 
manual releases. Hybrid approach-
es, using a combination of manual 
and automated tools, are up to 41% 
in 2019 compared to 25% last year. 
Doing releases manually has dropped 
to 14% from 27%. 

This can be attributed to a rise in 
available CI/CD tools, the most 
popular being Jenkins (58%), 
followed by GitLab CI/CD (34%),  
and CircleCI (13%). These tools are 
also becoming more reliable. Less 
than 11% of respondents indicated 
they built custom scripts this year, 
down from 26% in 2018.

*Responses were multiple choice in 2019 vs. fill in the blank in 2018

*Responses were multiple choice in 2019 vs. fill in the blank in 2018
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A Spatio-Temporal Deep Learning Approach for
Unsupervised Anomaly Detection in Cloud Systems

Zilong He, Pengfei Chen*, Xiaoyun Li, Yongfeng Wang, Guangba Yu, Cailin Chen, Xinrui Li, Zibin Zheng

Abstract—Anomaly detection is a critical task for maintaining
the performance of a cloud system. Using data-driven methods to
address this issue is the mainstream in recent years. However, due
to the lack of labeled data for training in practice, it is necessary
to enable an anomaly detection model trained on contaminated
data in an unsupervised way. Besides, with increasing complexity
of cloud systems, effectively organizing data collected from a
wide range of components of a system and modeling spatio-
temporal dependency among them become a challenge. In this
paper, we propose TopoMAD, a stochastic seq2seq model which
can robustly model spatial and temporal dependency among
contaminated data. We include system topological information
to organize metrics from different components and apply sliding
windows over metrics collected continuously to capture the
temporal dependency. We extract spatial features with the help
of graph neural networks and temporal features with Long
Short-Term Memory Networks (LSTM). Moreover, we develop
our model based on variational auto-encoder (VAE), enabling
it to work well robustly even when trained on contaminated
data. Our approach is validated on the run-time performance
data collected from two representative cloud systems, namely
a big data batch processing system and a microservice based
transaction processing system. The experimental results show
that TopoMAD outperforms some state-of-the-art methods on
these two datasets.

Index Terms—Unsupervised Anomaly Detection, Cloud Com-
puting, Neural Networks, Variational Auto-Encoder

I. INTRODUCTION

W ITH the rapid development of cloud technology, the
complexity and scale of cloud systems are continually

increasing, which gives rise to frequent system accidents and
the downgraded performance. To ensure the performance and
reliability of a cloud system, operators need to monitor its
state continuously. Metrics such as CPU usage, number of
I/O requests per second, network throughput, etc., can provide
significant insights into the running state of a cloud system,
which helps the anomaly detection and troubleshooting.

To reduce the cost of system accidents with the use of
metrics we collect, anomaly detection on these metrics is first
performed. Since metrics collected are time series data, an
efficient and accurate algorithm for anomaly detection on time
series is needed. So far, with the trend of developing Artificial
Intelligence for IT Operations (AIOps) [1], there have been
plenty of works conducted on anomaly detection for time
series with the use of AI technology. Some of them perform
anomaly detection on univariate time series [2], [3], [4], [5],

The authors are with the School of Data Science and Computer,
Sun Yat-sen University, Guangzhou, 510006, China, (e-mail: hez-
long@mail2.sysu.edu.cn, chenpf7@mail.sysu.edu.cn, {lixy223, wangyf226,
yubg5, chenclin}@mail2.sysu.edu.cn, hongwen000@outlook.com,
zhzibin@mail.sysu.edu.cn). The corresponding author is Pengfei Chen.

Fig. 1. An example of multivariate time series with topological information.

[6]. While with the increasing complexity of cloud systems,
more and more metrics can be collected and utilized to model
a system state [7]. As a result, methods only designed for
univariate time series inevitably reveal their weakness. There
also exist some methods which take multivariate time series
as input [8], [9], [10], [11], [12], but they only concatenate
different time series directly without effective organization. In
a complex cloud system, more information about the collected
metrics can be obtained and utilized to help organize these
metrics. For example, the topology (see Fig. 1) originated
from the system can help gain a graph-based representation
of the system state, which we also denote as a topological
multivariate time series below. Especially, in a microservice
system, it becomes more critical to leverage the topological
information. However, the problem of how to effectively
construct and further perform anomaly detection for such
graph-based representations still remains unsettled.

Deep neural network is a powerful tool for modeling depen-
dency in data with complex structure. Therefore, its application
for anomaly detection has attracted many researchers’ attention
in recent years. Recent research [3], [12], [13], [14] discovers
that a variational auto-encoder [15] shows superiority for the
task of anomaly detection. Therefore, we develop an anomaly
detector based upon a design of variational auto-encoder.
Beyond its advantages declared in previous literature, we also
demonstrate its effectiveness for training on contaminated data
(i.e., data including normal data and abnormal data) without
reliance on labels.

In this paper, we propose a topology-aware multivariate
time series anomaly detector (TopoMAD), which combines
graph neural networks [16], [17], LSTM [18], [19] and VAE
[15] to perform unsupervised anomaly detection for a cloud
system. We evaluate our model using metrics collected from
an environment running big data batching systems such as
Hadoop and Spark with fault injections as well as metrics

Ø Ɣ�ĖĳC

n §ěÜĶăİđąŗŧǇ@�üøA®ěǇ

@�ě×AŌìa

n ǁŔ´�ţŞŷžŹĶ¶a

n ǁŔƅżŚ°Ķ¶a

n ƅƸÙǈsƟĒa



26

l S�ijfnsp`hacB@rZ

ŰźĒjƙƕ

v �� 7ŞŷžŹCÏÝě×Ōä

§ æŏƞ�×�Bâ�ǌōêŕecĹǌōê®â�

ưyŸ¦ƕŬ

v ´ŞŷžŹCÏÝŧǇŌä@ĨƅüøA

§ ƇŋƏŝŕƜƇŋĤƫŌä®ƇŋƾÎƇŋŗŌä

ƍ¦Īò

§ g§ƍ¦Ėßwœ´�ţŞŷžŹŗg§ šC´

�ţŞŷžŹB´łñ�ŞŷžŹũ

·t�� 7ŞŷžŹ�´ŞŷžŹŗ �ƅżŚ°ÞÔĴńĖŀ

Ŭŀ�ő



27

l �2���	��


27

Ø ƍ¦�� 7ŞŷžŹ®´ŞŷžŹ§ě…�đąmŗěŧrï

ưyrï



28

l urdOYR

Ÿ¦�� 7ŞŷžŹB´ŞŷžŹŗ �ƅżŚ°BŔtƶƎǑŘřÞÔĴń

Ø ŬŀƳƎƲť

�ŔǃĪĵŎloÞÔå�C

ƹÿcl¦Ƹŗǈsû­Þ

Ôa

IEEE TRANSACTIONS ON NEURAL NETWORKS AND LEARNING SYSTEMS, VOL. XX, NO. XX, SEPTEMBER 2019 7

F. Offline Model Training
Let � denote the encoder network parameters and ✓ denote

the decoder network parameters. Similar to VAE, our model
is trained by optimizing the variational lower bound on the
marginal likelihood. Given a topological time series Xt0:t

where t0 = t � W + 1 denotes the beginning of the sliding
window, the loss function is derived as follow,

L(✓,�;Xt0:t) = �DKL(q�(zt|Xt0:t)kp✓(zt))
+Eq�(zt|Xt0:t)(log(p✓(Xt0:t|zt)))
= �DKL(q�(zt|Xt0:t)kN (0, I))

+
1

L

LX

l=1

tX

j=t0

log(p✓(Xj |z(l)t , Xj+1:t)).

(7)

Here L denotes the sampling number to estimate the expec-
tation. In this paper, we set L = 1 since it has been reported
in [15] that one sample is sufficient as long as the minibatch
size is large enough. The pseudo code for training the model
GraphLSTM-VAE in TopoMAD is illustrated in Algorithm 1
in Appendix A.

G. Computing Anomaly Scores
As illustrated in Section III-E, the reconstruction probability

Eq�(zt|Xt0:t)(log(p✓(Xt|zt))) can be immediately calculated
at time t and used to indicate whether Xt is anomalous. We
follow it and use its additive inverse as the anomaly score of
an observation Xt to make a higher anomaly score imply a
more anomalous observation. The temporary anomaly score at
time t is formulated as follow,

tempSt = �Eq�(zt|Xt0:t)(log(p✓(Xt|zt))). (8)

It has been reported by [3] that anomalous observations
usually occur continuously. In practice, it is acceptable to
trigger an alert within a short delay. We allow the anomaly
score of an observation Xt to be adjusted according to some
of its succeeding observations. As a stochastic sequence-to-
sequence model, the model in TopoMAD not only learns to re-
construct Xt but also learns to reconstruct W �1 observations
preceding to Xt, which provides convenience for us to update
the anomaly score of an observation Xt. The final anomaly
score St for an observation Xt is formulated as follow,

St = � 1

L ⇤D

D�1X

d=0

LX

l=1

log(p✓(Xt|z(l)t+d, Xt+1:t+d)), (9)

where L denotes the sampling number and D denotes the
number of times we calculate or update an anomaly score
(i.e., the tolerance of detection delay).

In some cases, a relative low reconstruction probability of
a particular component in a system is enough to draw our
attention. Therefore, we also calculate an anomaly score from
a component perspective as follows,

St = � max
0i<N

1

L ⇤D

D�1X

d=0

LX

l=1

log(p✓(X
i
t |z

(l)
t+d, Xt+1:t+d)),

(10)
where N denotes the number of components in the system
and Xi

t denotes the metrics of component i at time t.

For online anomaly detection, whether to trigger an alert
at time t is decided based upon tempSt which can be
immediately calculated at time t and D�1 consecutive updated
anomaly scores preceding to it. When one of these anomaly
scores is higher than the threshold, an anomaly is detected.
Algorithm 2 in Appendix A shows the pseudo code of our
online anomaly detection algorithm.

H. Threshold Selection
An anomaly score can reveal how anomalous an observation

is, but in practice, a threshold is still needed to trigger an alert
and instruct operators to take actions.

We propose an threshold selection method based on an
assumption that anomaly scores of normal data locate in an
area with a high density, while anomaly scores of abnormal
data locate in an area with a low density. The distance of
these two areas is relatively long. Specifically, we define the
distance of two anomaly scores sets S<⌧ and S>⌧ separated
by a threshold ⌧ as follow,

d(S<⌧ , S>⌧ ) =
min(S>⌧ )�max(S<⌧ )

min(S>⌧ ) + max(S<⌧ )� 2 ⇤min(S<⌧ )
,

(11)
where max(S) denotes the maximal element in S, min(S)
denotes the minimal element.

Based upon this assumption, we select a threshold which
maximizes the distance (Eq. 11) between the two sets cut from
the training dataset by this threshold from a range provided
by an operator. The pseudo code of the threshold selection
algorithm is demonstrated in Algorithm 3 in Appendix A.

If operators want the selected threshold to adapt to the
dynamic changes in the system, they can use the automatic
threshold selection method on new collected data and update
the selected threshold routinely to maintain its effectiveness.

V. EXPERIMENT VALIDATION

In this section, we conduct experiments to validate our
model and answer the following questions:

• Can TopoMAD outperform other approaches in anomaly
detection for topological multivariate time series collected
from a cloud system?

• How does each component of TopoMAD affect the per-
formance?

• How effective is the topology?
• How can we interpret the results of TopoMAD?
• How is the robustness of TopoMAD?
• How is the efficiency of TopoMAD?
• How effective is our unsupervised threshold selection

method in TopoMAD? Can it recommend a relatively
better threshold?

A. Datasets
To demonstrate the effectiveness of our model, we conduct

experiments using two datasets, of which one is collected from
an environment running a big data batch processing system
(MBD) and the other is from a microservice-based transaction
processing system (MMS). The features of these two datasets
are shown in Table II.
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where N denotes the number of components in the system
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t denotes the metrics of component i at time t.

For online anomaly detection, whether to trigger an alert
at time t is decided based upon tempSt which can be
immediately calculated at time t and D�1 consecutive updated
anomaly scores preceding to it. When one of these anomaly
scores is higher than the threshold, an anomaly is detected.
Algorithm 2 in Appendix A shows the pseudo code of our
online anomaly detection algorithm.

H. Threshold Selection
An anomaly score can reveal how anomalous an observation

is, but in practice, a threshold is still needed to trigger an alert
and instruct operators to take actions.

We propose an threshold selection method based on an
assumption that anomaly scores of normal data locate in an
area with a high density, while anomaly scores of abnormal
data locate in an area with a low density. The distance of
these two areas is relatively long. Specifically, we define the
distance of two anomaly scores sets S<⌧ and S>⌧ separated
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where max(S) denotes the maximal element in S, min(S)
denotes the minimal element.

Based upon this assumption, we select a threshold which
maximizes the distance (Eq. 11) between the two sets cut from
the training dataset by this threshold from a range provided
by an operator. The pseudo code of the threshold selection
algorithm is demonstrated in Algorithm 3 in Appendix A.

If operators want the selected threshold to adapt to the
dynamic changes in the system, they can use the automatic
threshold selection method on new collected data and update
the selected threshold routinely to maintain its effectiveness.

V. EXPERIMENT VALIDATION

In this section, we conduct experiments to validate our
model and answer the following questions:

• Can TopoMAD outperform other approaches in anomaly
detection for topological multivariate time series collected
from a cloud system?

• How does each component of TopoMAD affect the per-
formance?

• How effective is the topology?
• How can we interpret the results of TopoMAD?
• How is the robustness of TopoMAD?
• How is the efficiency of TopoMAD?
• How effective is our unsupervised threshold selection

method in TopoMAD? Can it recommend a relatively
better threshold?

A. Datasets
To demonstrate the effectiveness of our model, we conduct

experiments using two datasets, of which one is collected from
an environment running a big data batch processing system
(MBD) and the other is from a microservice-based transaction
processing system (MMS). The features of these two datasets
are shown in Table II.
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t denotes the metrics of component i at time t.

For online anomaly detection, whether to trigger an alert
at time t is decided based upon tempSt which can be
immediately calculated at time t and D�1 consecutive updated
anomaly scores preceding to it. When one of these anomaly
scores is higher than the threshold, an anomaly is detected.
Algorithm 2 in Appendix A shows the pseudo code of our
online anomaly detection algorithm.

H. Threshold Selection
An anomaly score can reveal how anomalous an observation

is, but in practice, a threshold is still needed to trigger an alert
and instruct operators to take actions.

We propose an threshold selection method based on an
assumption that anomaly scores of normal data locate in an
area with a high density, while anomaly scores of abnormal
data locate in an area with a low density. The distance of
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Based upon this assumption, we select a threshold which
maximizes the distance (Eq. 11) between the two sets cut from
the training dataset by this threshold from a range provided
by an operator. The pseudo code of the threshold selection
algorithm is demonstrated in Algorithm 3 in Appendix A.

If operators want the selected threshold to adapt to the
dynamic changes in the system, they can use the automatic
threshold selection method on new collected data and update
the selected threshold routinely to maintain its effectiveness.
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In this section, we conduct experiments to validate our
model and answer the following questions:

• Can TopoMAD outperform other approaches in anomaly
detection for topological multivariate time series collected
from a cloud system?

• How does each component of TopoMAD affect the per-
formance?

• How effective is the topology?
• How can we interpret the results of TopoMAD?
• How is the robustness of TopoMAD?
• How is the efficiency of TopoMAD?
• How effective is our unsupervised threshold selection

method in TopoMAD? Can it recommend a relatively
better threshold?
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To demonstrate the effectiveness of our model, we conduct
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are shown in Table II.
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Previous research based on deep learning usually neglects
the topological information. They either focus on anomaly
detection on each particular component or even each particular
metric of the whole system individually, or totally ignore the
intrinsic communicating behaviors within a system and treat
the whole system as a cumbersome component. We argue
that paying attention to detecting anomalies at the system-
level with topological information rather than only at the
component-level or metric-level is worth considering. First,
the decision of whether a component is in an abnormal
state needs to consider its connected components sometimes.
Second, training and maintaining an individual model for each
component will become more and more labor-intensive as the
cloud system enlarges its complexity. Third, roughly treating
the whole system as a cumbersome component loses insight
into its inner topology and might thus raise the difficulty of
modeling its normal behavior.

Including the topological information to represent a system
state and utilizing graph neural networks to learn spatial
dependency of metrics with the help of this topological in-
formation can bring three benefits. First, feature extractors of
graph neural networks are shared amongst the same kind of
metrics from different components, which helps catch similar
pattern amongst the same metric type with unified feature
learning. Second, the role of a particular component can be
defined by its connections with other components through
a graph neural operation, which provides convenience for
performing end-to-end learning on patterns and behavior of all
components from a system. Third, the topological information
can guide models to concentrate attention on interactions of
components with a direct connection in reality, which helps
prevent over-fitting of our model.

TopoMAD follows an unsupervised setting, which means
that labels of data keep unavailable throughout the stage
of model training and threshold selection. As a result, we
cannot deliberately select normal data to be the training
dataset. In this case, a stochastic model such as variational
auto-encoder has superiority over a deterministic model such
as auto-encoder. Auto-encoder can be thought as a model
which learns deterministic mappings from input data to their
corresponding latent variables, so when training data includes
anomalies, auto-encoder can also learn to reconstruct them
well, which increases the difficulty of detecting the same
kind of anomalies in testing phase. By contrast, variational
auto-encoder learns the distribution of the latent variables
instead of the latent variables themselves. The first RHS term
�DKL(q�(z|x)kp✓(z)) in the training objective (i.e., Eq.(4))
makes input data “compete for” a suitable latent space by
driving q�(z|x) close to a standard normal distribution. As a
result, anomalies, which occur infrequently, will tend to lose
the competition and result in a low reconstruction probability
even when they have appeared in the training data.

Threshold selection is an essential phase of anomaly detec-
tion in practice. However, quite a few methods such as [3],
[9] neglect this phase and only enumerate all thresholds to
gain the best F1 score and use it as the performance metric
of an anomaly detector. We argue that the best F1 score is
not a good measure of the performance of an unsupervised
anomaly detection model, because the performance achieved
denoted by the best F1 score is impractical and unachievable

without the support of labels. Therefore, we advise using an
unsupervised way to select a threshold before evaluating model
performance.

B. Overall Structure

Fig. 2. The overall structure of TopoMAD.

Fig. 2 displays the overall structure of TopoMAD. Data
collected is processed to gain a tensor X recording metrics
collected from each node and an array E which describes
the system topology by recording its edges. In the stage of
model training, the model is trained with historical data in
an offline batch processing way. After the model is trained
properly, we select a threshold according to the distribution of
anomaly scores of the training data. Then in the stage of online
anomaly detection, the anomaly score of a new observation is
calculated using this properly-trained model. If the anomaly
score of an observation is higher than the threshold we select,
an alert will be triggered.

C. Data Integration and Preprocessing
Fig. 3 shows an example of an observation from a Hadoop

cluster with one master node and four slave nodes. An example
of the corresponding input data of Fig. 3 is visualized in Fig.
4.

Fig. 3. A graph-based representation of metrics collected from a Hadoop
cluster.

During data preprocessing, we transform different metrics
collected from different nodes through data standardization
and then apply sliding windows of length W over these
observations. As for the edge set array E, we do not consider
the construction of a dynamic topology in this paper because
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AutoMAP: Diagnose Your Microservice-based Web Applica-
tions Automatically 

 
ABSTRACT 
The high complexity and dynamics of the microservice architec-
ture make its application diagnosis extremely challenging. In this 
study, we design a novel tool, named AutoMAP, which enables 
dynamic generation of service correlations and automated diag-
nosis leveraging multiple types of metrics. In AutoMAP, we pro-
pose the concept of anomaly behavior graph to describe the cor-
relations between services associated with different types of me-
trics. Two binary operations, as well as a similarity function on 
behavior graph are defined to help AutoMAP choose appropriate 
diagnosis metric in any particular scenario. Following the behav-
ior graph, we design a heuristic investigation algorithm by using 
forward, self, and backward random walk, with an objective to 
identify the root cause services. To demonstrate the strengths of 
AutoMAP, we develop a prototype and evaluate it in both simu-
lated environment and real-work enterprise cloud system. Exper-
imental results clearly indicate that AutoMAP achieves over 90% 
precision, which significantly outperforms other selected basel-
ine methods. AutoMAP can be quickly deployed in a variety of 
microservice-based systems without any system knowledge. It 
also supports introduction of various expert knowledge to imp-
rove accuracy. 

KEYWORDS 
Microservice architecture; web application; anomaly diagnosis; 
root cause; cloud computing 

1 INTRODUCTION 
The emergence of microservice architecture promotes easier abs-
traction and modularity for implementation, reuse, as well as 
independent scaling of web application development [1]. How-
ever, as services and their dependencies are evolving through 
continuous refactoring, localizing the sources of anomalies in 
large-scale microservice-based web application is more challeng-
ing than ever before [2].  The challenge roots in three aspects: 

Dynamic application structure. Due to the various nature 
of services, static troubleshooting approaches such as threshold-
ing schemes [3] may fail to obtain reliable model applies for fre-
quently changing situations [4]. As a result, recent works typi-
cally start with a system structure, and then diagnose anomalies 
via analyzing patterns following the structure [5][6]. Such struc-
tures, e.g. network topology and service-calling dependencies, 
are generally extracted from historical data collected by monitor-
ing different components, such as the log files, audit events and 
network data packets. It is time and effort-consuming, even unr-
ealistic in some legacy systems to develop a central running 
component to collect such data and generate these structures. 

Indirect anomaly propagation. As the component granular-
ity becomes smaller in microservice architecture, services reside 
on distributed hosts and containers, their calling process could 
be synchronous as direct calling or asynchronous via message 
proxy or publish/subscribe component [7]. Therefore, the propa-
gation of anomaly is not bounded by the calling dependency any 
more. Figure 1 presents an example where a web application in-
vokes services running on different hosts and containers through 
the API gateway. Even anomaly occurs in a microservice that is 
not been called, it may affect other services in the same host or 
container, and cause the anomaly propagation. Therefore, even if 
we know the calling dependency of services, we lack a more dy-
namic diagnosis mechanism due to the existence of indirect fault 
propagation. 

Multiple types of metric. Algorithm based on single metric 
may fail to identify the root cause, as single type of metric is not 
enough to characterize the anomalies occur in diverse services 
[8]. In addition, the asynchronous calling procedures makes met-
rics often unable to directly reflect the propagation dependency. 
When the application is experiencing anomalies, although mod-
ern architectures provide us a wide variety of healthy metrics, 
we still lack an automated mechanism that selects them appro-
priately according to the characteristics of involved services. 

Consequently, to tackle the anomalies in microservice-based 
web applications, operation team has to maintain deep domain 
knowledge of the system. It is extremely challenging to keep up-
dating such knowledge, particularly when the architecture evol-
ves quickly through rapid refactoring of new features.  

To address these challenges, we aim to develop an automated 
diagnostic tool with several capabilities: first, it should be able to 
generate anomaly topology automatically without prior knowl-
edge; second, it should be able to characterize services and ano-
malies automatically based on multiple types of metric; third, it 
should be able to select appropriate metric to conduct root cause 

 

Figure 1: A simple example of anomaly propagation in 
web application built on microservices. !e hexagon repr-
esents a service. Red color stands for the root cause, yell-
ow for affected service, arrow for synchronous (solid) or 
asynchronous request (dashed).  
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Figure 3: Example of behavior graph consttuction.

dozens of behavior graphs using normal metrics, and aggregate
them to show the characteristics of service. Thus, we de�ne the
addition operation on behavior graph:

Addition operation. Addition is a binary operation on behav-
ior graphs, denoted as “+”. Let G(V ,E,W ) = Ga (Va ,Ea ,Wa ) +
Gb (Vb ,Eb ,Wb ), where V = Va [Vb , E = Ea [ Eb and

[W ]i, j,k =

��[Wa ]i, j
��
0 ⇤ [Wa ]i, j,k +

���⇥Wb
⇤
i, j

���
0
⇤
⇥
Wb

⇤
i, j,k��[Wa ]i, j

��
0 +

���⇥Wb
⇤
i, j

���
0

, i, j 2 [1, n] , k 2 [1,m]

Given a set of time period w = {w1,w2, · · · ,wk }, and a set of
behavior graph {G1,G2, · · · ,Gk } generated using metrics collected

duringw , let G =
kÕ
i=1

Gi for 8�i 2 V . We call the average of all the

weight vectors of edges from�i to its out-neighborsOi as the pro�le
of �i . Thus, Pro f ile(�i ) = 1

|Oi |
Õ

l 2Oi

Wi,l . This vector indicates the

feature of �i ’s impact made on others.
In Fig. 4, we present an example to show the details of service

pro�le generation. In this example, we construct several normal
behavior graphs including four services, and aggregate them by
addition operation. Speci�cally, in Fig. 4a, we examine all the di-
rected edge from Dashboard to its neighbors. By averaging the
weight of edges Dashboard ! {Console, E�ent , AI }, we obtain
the service pro�le vector of Dashboard , i.e. (0.54, 0, 0.11, 0, 0.08,
0.08, 0.19). It indicates that the impact of Dashboard on other ser-
vices is dominated by latency (Mlat ). In other words, latency is
the most signi�cant metric that should be used for investigation
when it is experiencing anomalies. We call the type of metric
with highest weight in pro�le vector as the dominant metric. Simi-
larly, we �nd Mcon and Mlat are the dominant metrics for service

Figure 4: An example of service pro�le generation

E�ent and Console , respectively (See Fig. 4b and Fig. 4c for more
details).

Furthermore, we classify services in our testbed system into �ve
typical categories according to their dominant metrics: Representa-
tional, Computing, Networking, Storage, Environmental (denoted
as R/C/N/S/E in the �gures for short). For example, for represen-
tational services, we are generally concerned about their delays.
In IBM Cloud, application Dashboard and Console are the most
common representational services. Similarly, the performance of
storage services is mainly manifested by their I/O. Table III sum-
marizes �ve categories of typical service pro�le and lists their rep-
resentative services in IBM Cloud. Note that the purpose of this
classi�cation is to facilitate the automated diagnosis of anomalies.
Minor inconsistencies between the classi�cation result and actual
service functionalities will not a�ect the e�ectiveness of AutoMAP.

5.3 Subtraction Operation and Anomaly Pro�le
As a matter of fact, in real-world incidents, only a small number
of services contribute to the anomaly propagation. Originally con-
structed behavior graph may contain redundant services and corre-
lations due to a large part of service’s irrelevancewith the anomalies.
Considering the fact that service pro�le only describes correlations
in normal status, we remove these redundant correlations from the
behavior graph. This makes the behavior graph more tailed to the
description of anomalies. To do this, we de�ne another operation -
subtraction, and the concept of anomaly pro�le, to characterize the
feature of root anomalies.

Subtraction operation. Subtraction is an operation on behav-
ior graph, denoted as “�”. Let G(V ,E,W ) = Ga (Va ,Ea ,Wa ) �
Gb (Vb ,Eb ,Wb ), where V = Va \Vb , E = Ea \ Eb and

[W ]i, j,k =
8>>><
>>>:

0 i f
��[Wa ]i, j

��
0 ⇤ [Wa ]i, j,k <

���[Wb ]i, j
���
0
⇤ [Wb ]i, j,k��[Wa ]i, j

��
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��[Wb ]i, j
��
0⇤[Wb ]i, j,k��[W ]i, j

��
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⇣��[Wa ]i, j

��
0⇤
��[Wb ]i, j

��
0

⌘ else

Given a time period set, which contains several time periodsw =
{w1,w2, · · · ,wk }, when the system is under normal status, and a
behavior graphGab obtained from an anomaly dataset, we subtract
behavior graphs generated onw fromGab . Hence, Pro f ile(Gab ) =
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Table 3: Typical categories of service pro�le

Service Pro�le Dominant Metric Typical Services

Representational M{lat,a�l } Dashboard, Console
Computing M{thr,cpu } Spark, Watson AI, NLP
Networking Mcon Message Hub, MQ, IoT center
Storage Mio Cloudant, MongoDB, Hbase
Environmental Mmem Container, Docker, Kubernetes

Figure 5: An example of behavior graph subtraction

Gab �
kÕ
i=1

Gi , where Gi is generated duringwi . We call the result

as anomaly pro�le. It can better depict the nature of anomaly, as
the sharing elements of the normal correlations from the anomaly
behavior graph are removed.

Fig. 5 demonstrates an example of anomaly pro�le. In Fig. 5, G1
is a normal behavior graph, where most of the services have inter-
correlations. The anomaly behavior graph (G2) has a lot of sharing
correlations compared to G1. We compute G2�G1 to remove edges
unrelated to the anomaly from G2 (indicated by dashed arrow lines
in G2). The solid red edges in G2 represent the result of G2�G1,
that is, abnormal correlations.

6 AUTOMATED ROOT CAUSE DETECTION
6.1 Automated Metric Weight Learning
Traditionally, we choose latency to indicate the healthy condi-
tion of a short-term connection service, but it’s not e�ective
for long-term connection service monitoring. Load features can
be used to indicate the health condition of IO-intensive ser-
vices, but not suitable for computational-intensive services like
AI and NLP. This tells that single type of metric cannot be ap-
plied to characterize the anomalies occurring in diverse services.
In this section, we discuss how to �nd the most e�ective met-
ric (or a combination of several metrics) for the service-speci�c
anomalies.

In AutoMAP, our basic idea of choosing appropriate diagnosis
metric is drawn from the way of manual troubleshooting by ex-
perienced SRE. That is, if the con�rmed root cause in historical
incidents shows high correlation with a front-end service in terms
of certain metric, in similar situations, the candidate root cause
service should also have high correlation using the same metric. To
this end, AutoMAP introduces a metric weight learning mechanism
based on pro�le similarity. We de�ne the measurement function
for service correlation and result precision:

Service Correlation. If a behavior graph G(V ,E,W ) is generated
fromM, letC be the multi-metric correlationmatrix for each service
pair �i , �j 2 V , where Ck = [Ck ]n⇥n records the correlation
scores based on Mk . The correlation ci, j,k = [Ck ]i, j scores the
relevance of �i to �j in terms ofMk . It is de�ned as

ci, j,k = [Ck ]i, j =

���������

Õw
p=1

⇣
[Mk ]i⇥p � [Mk ]t

⌘ ⇣
[Mk ]j⇥p � [Mk ]j

⌘
rÕw

p=1

⇣
[Mk ]i⇥p � [Mk ]t

⌘2rÕw
p=1

⇣
[Mk ]j⇥p � [Mk ]j

⌘2

���������
.

We calculate the covariance of two metric series divided by the
product of their standard deviations, and use the absolute value of
the result as the score. This score measures the strength of either
positive or negative linear correlation between two services. The
value of ci, j,k is in [0, 1]. ci, j,k = 1 implies completely correlation,
whereas ci, j,k = 0means that there is no correlation between them.

Result Precision. In order to quantify the con�dence of metric,
we introduce a performance measurement to evaluate the precision
of result, denoted as P(G), where G is the anomaly behavior graph
been used. The higher result precision indicates that the algorithm
can identify the root cause more accurately, resulting in less wrong
candidates to investigate. More speci�cally, given an anomaly be-
havior graph G and metrics M, let Rn⇥1 be the candidate results
andvrc be the root cause services, the precision score is generally
calculated as |R \vrc |/|vrc |.

Fig. 6 demonstrates the procedure of automated metric weight
learning in AutoMAP. Given a target anomalyGA, we search top-k
similar pro�les toGA in historical records, and denote the result as
{G1,G2, · · · ,Gk }. Therefore, forGA, the suggested metric weight
is calculated by the correlation score of root cause and front-end
service, considering fromM1 toMm separately. Letw be am ⇥ 1
matrix, wherewi 2 w represents the con�denceweight ofMk when
diagnosingG .

Õ
w = 1. Let�rc ,�f e denote the root cause and front-

end service, and crc,f r,k be their correlation score in terms ofMk .

We calculate 1
k

kÕ
j=1

P(G j )crc,f r,i as the precision-weighted voting

result from {G1,G2, · · · ,Gk } for Mk . We use normalized value
as suggested weight of Mk . Particularly, if there is no historical
anomaly pro�le, we use a default metric Mlat to start this process.

6.2 Pro�le Similarity
In this section, we propose a similarity function to enable the search
for similar anomaly pro�les. Traditional measurements usually
compare the distance of graph topology [26]. However, in AutoMAP,
we aim to measure the similarity between pro�les in terms of their
root anomaly pattern. Therefore, this function should be able to
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Figure 3: Example of behavior graph consttuction.

dozens of behavior graphs using normal metrics, and aggregate
them to show the characteristics of service. Thus, we de�ne the
addition operation on behavior graph:

Addition operation. Addition is a binary operation on behav-
ior graphs, denoted as “+”. Let G(V ,E,W ) = Ga (Va ,Ea ,Wa ) +
Gb (Vb ,Eb ,Wb ), where V = Va [Vb , E = Ea [ Eb and

[W ]i, j,k =

��[Wa ]i, j
��
0 ⇤ [Wa ]i, j,k +

���⇥Wb
⇤
i, j

���
0
⇤
⇥
Wb

⇤
i, j,k��[Wa ]i, j

��
0 +

���⇥Wb
⇤
i, j

���
0

, i, j 2 [1, n] , k 2 [1,m]

Given a set of time period w = {w1,w2, · · · ,wk }, and a set of
behavior graph {G1,G2, · · · ,Gk } generated using metrics collected

duringw , let G =
kÕ
i=1

Gi for 8�i 2 V . We call the average of all the

weight vectors of edges from�i to its out-neighborsOi as the pro�le
of �i . Thus, Pro f ile(�i ) = 1

|Oi |
Õ

l 2Oi

Wi,l . This vector indicates the

feature of �i ’s impact made on others.
In Fig. 4, we present an example to show the details of service

pro�le generation. In this example, we construct several normal
behavior graphs including four services, and aggregate them by
addition operation. Speci�cally, in Fig. 4a, we examine all the di-
rected edge from Dashboard to its neighbors. By averaging the
weight of edges Dashboard ! {Console, E�ent , AI }, we obtain
the service pro�le vector of Dashboard , i.e. (0.54, 0, 0.11, 0, 0.08,
0.08, 0.19). It indicates that the impact of Dashboard on other ser-
vices is dominated by latency (Mlat ). In other words, latency is
the most signi�cant metric that should be used for investigation
when it is experiencing anomalies. We call the type of metric
with highest weight in pro�le vector as the dominant metric. Simi-
larly, we �nd Mcon and Mlat are the dominant metrics for service

Figure 4: An example of service pro�le generation

E�ent and Console , respectively (See Fig. 4b and Fig. 4c for more
details).

Furthermore, we classify services in our testbed system into �ve
typical categories according to their dominant metrics: Representa-
tional, Computing, Networking, Storage, Environmental (denoted
as R/C/N/S/E in the �gures for short). For example, for represen-
tational services, we are generally concerned about their delays.
In IBM Cloud, application Dashboard and Console are the most
common representational services. Similarly, the performance of
storage services is mainly manifested by their I/O. Table III sum-
marizes �ve categories of typical service pro�le and lists their rep-
resentative services in IBM Cloud. Note that the purpose of this
classi�cation is to facilitate the automated diagnosis of anomalies.
Minor inconsistencies between the classi�cation result and actual
service functionalities will not a�ect the e�ectiveness of AutoMAP.

5.3 Subtraction Operation and Anomaly Pro�le
As a matter of fact, in real-world incidents, only a small number
of services contribute to the anomaly propagation. Originally con-
structed behavior graph may contain redundant services and corre-
lations due to a large part of service’s irrelevancewith the anomalies.
Considering the fact that service pro�le only describes correlations
in normal status, we remove these redundant correlations from the
behavior graph. This makes the behavior graph more tailed to the
description of anomalies. To do this, we de�ne another operation -
subtraction, and the concept of anomaly pro�le, to characterize the
feature of root anomalies.

Subtraction operation. Subtraction is an operation on behav-
ior graph, denoted as “�”. Let G(V ,E,W ) = Ga (Va ,Ea ,Wa ) �
Gb (Vb ,Eb ,Wb ), where V = Va \Vb , E = Ea \ Eb and

[W ]i, j,k =
8>>><
>>>:

0 i f
��[Wa ]i, j

��
0 ⇤ [Wa ]i, j,k <

���[Wb ]i, j
���
0
⇤ [Wb ]i, j,k��[Wa ]i, j

��
0⇤[Wa ]i, j,k<

��[Wb ]i, j
��
0⇤[Wb ]i, j,k��[W ]i, j

��
1⇤
⇣��[Wa ]i, j

��
0⇤
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⌘ else

Given a time period set, which contains several time periodsw =
{w1,w2, · · · ,wk }, when the system is under normal status, and a
behavior graphGab obtained from an anomaly dataset, we subtract
behavior graphs generated onw fromGab . Hence, Pro f ile(Gab ) =
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Algorithm Complexity. The complexity of Algorithm 1 is 
bounded by the degree of !. Let " be the maximal degree of any 
vertex in !. In the worst case, the number of conditional inde-
pendence tests is bounded by # ∗ 2(%&) ∑ (%− 1+ )&+= 0 . The computa-
tional complexity increases exponentially with # and ". The pr-
ecision and efficiency of this algorithm can be significantly impr-
oved by taking into account domain knowledge. More specifi-
cally, we can remove edge or specify its direction based on the 
known service-calling dependencies. 

 
(a) Raw data 

 
(b) Behavior graph Construction 

 
(c) Weight calculation 

Figure 3: Example of behavior graph construction 

Example. Fig.3 elaborates the details of constructing a demo 
behavior graph consisting of four microservices using ./01. This 
incident is classified as “performance downgrade” by SRE team. 
Cloud application users report that Web UI and command-line 
interface (CLI) are slow in response. To start the algorithm, we 
set 23432 = 0 in G1 and test all the service pairs for their condi-
tional independence. As we find 567ℎ9:6;" ⊥ =43>?|{∅} ,567ℎ9:6;" ⊥ AB |{∅}. Therefore, we remove edge 567ℎ9:6;"-=43>? and 567ℎ9:6;"-AB  from G1. In G2, we test the inde-
pendence when 23432 = 1 and find =43>? ⊥ AB|{567ℎ9:6;"}. 
That is, =43>?  is conditionally independent with AB  given 567ℎ9:6;". Therefore, we insert 567ℎ9:6;" into C(=43>?, AB) 
and remove the edge =43>?-AB . In G3, we find D:>7:23 is con-
ditionally independent with AB  given {=43>?, 567ℎ9:6;"} and 
remove D:>7:23-AB . The iteration stops when 23432 = 3 because ∣6"F(!, 4+)\{4G}| < 23432, ∀4+ ∈ !. After this, we obtain a skel-
eton “=43>?-D:>7:23-567ℎ9:6;"”. In the last step, with the 
help of connected v-structures, we orient the skeleton by repeat-
edly rule-checking for any of the edge directions. Finally, we ob-
tain the part of behavior graph using ./01 : =43>? →D:>7:23 → 567ℎ9:6;". Likewise, we find =43>? → D:>7:23 
using .+L ,  .MNM  and .0O/ . Edge =43>? → D:>7:23 →

567ℎ9:6;" is detected using .0O/. Therefore, according to the 
weight calculation table shown in Fig. 3, the weight of =43>? →D:>7:23  is (14 , 0, 0, 0, 14 , 14 , 14) , and the weight of D:>7:23 →567ℎ9:6;" is (12 , 0, 0, 0, 0, 0, 12).  
5.2 Addition Operation and Service Profile 
In this section, we show how AutoMAP analyzes the type of ser-
vices using behavior graph automatically. Recall that our cloud 
platform provides over 200 categories of microservices, without 
any prior knowledge, it is a challenging task to classify various 
services according to their characteristics. A straight-forward 
way is using multiple historical observations of metrics in norm-
al status. To this end, we generate dozens of behavior graphs 
using normal metrics, and aggregate them to show the characte-
ristics of service. Thus, we define the addition operation on beh-
avior graph: 

Addition operation. Addition is a binary operation on beha-
vior graphs, denoted as “+ ”. Let !(R , =, S ) = !0(R0, =0, S0) + !T(RT, =T, ST), where R = R0 ∪ RT, = = =0 ∪ =T and [S ]+,G,W = ∥[YZ][,]∥0∗[YZ][,],_+ ∥[Y`][,]∥0∗[Y`][,],_∥[YZ][,]∥0+ ∥[Y`][,]∥0 , a, F ∈ [1, >], b ∈ [1, #]. 
Given a set of time period c = {d1, d2, ⋯ , dW}, and a set of be-
havior graph {!1, !2, ⋯ , !W} generated using metrics collected 
during c, let f = ∑ !+W+= 1  for ∀4+ ∈ R . We call the average of 
all the weight vectors of edges from 4+ to its out-neighbors g+ as 
the profile of 4+. Thus, h;:ia23(4+) = j|k[| ∑ S+,//∈k[ . This vec-
tor indicates the feature of 4+’s impact made on others.  

In Fig. 4, we present an example to show the details of service 
profile generation. In this example, we construct several normal 
behavior graphs including four services, and aggregate them by 
addition operation. Specifically, in Fig. 4a, we examine all the 
directed edge from 567ℎ9:6;" to its neighbors. By averaging the 
weight of edges 567ℎ9:6;" → {D:>7:23, =43>?, AB}, we obtain 
the service profile vector of 567ℎ9:6;", i.e. (0.54, 0, 0.11, 0, 0.08, 
0.08, 0.19). It indicates that the impact of 567ℎ9:6;" on other 
services is dominated by latency (./01). In other words, latency 
is the most significant metric that should be used for investiga-
tion when it is experiencing anomalies. We call the type of met-
ric with highest weight in profile vector as the dominant metric. 
Similarly, we find .lL% and ./01 are the dominant metrics for 
service =43>? and D:>7:23, respectively (See Fig. 4b and Fig. 4c 
for more details). 

Furthermore, we classify services in our testbed system into 
five typical categories according to their dominant metrics: Rep-
resentational, Computing, Networking, Storage, Environmental 
(denoted as R/C/N/S/E in the figures for short). For example, for 
representational services, we are generally concerned about their 
delays. In our cloud platform, application Dashboard and Cons-
ole are the most common representational services. Similarly, 
the performance of storage services is mainly manifested by 
their I/O. Table III summarizes five categories of typical service 
profile and lists their representative services in our cloud plat-
form. Note that the purpose of this classification is to facilitate 
the automated diagnosis of anomalies. Minor inconsistencies be-
tween the classification result and actual service functionalities 
will not affect the effectiveness of AutoMAP. 
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Figure 6: Metric weight learning in AutoMAP

measure the similarity of pro�le’s topology, service pro�le and
edges in the same time. We de�ne our similarity function as follows:

Pro�le Similarity. Let sim(Gi ,G j ) be the similarity score of anom-
aly pro�le Gi , G j , sim(Gi ,G j ) 2 [0, 1]. If sim(Gi ,G j ) = 1, Gi and
G j are identical. Otherwise, if sim(Gi ,G j ) = 0, Gi and G j share no
common feature. The calculations of similarity between Gi and G j
consist of four steps:

Step 1. Let G(V ,E,W ) be the sharing anomaly pro�le between
Gi and G j , where G = (Gi �G j ) + (G j �Gi );

Step 2. Compute the vertex overlap score, simVO (Gi ,G j ) =
|V |

|Vi |+ |Vj | simV (Gi �G j ,G j �Gi ), where simV is the service pro�le
distance between two graphs;

Step 3. Compute the edge overlap score, simEO (Gi ,G j ) =
|E |

|Ei |+ |Ej | simE (Gi �G j ,G j �Gi ), where simE is the edge weight
distance between two graphs;

Step 4. Compute the overall similarity score, using the harmonic
mean of vertex and edge overlap score:

sim
�
Gi ,G j

�
= 2 ⇤

simVO
�
Gi ,G j

�
⇤ simEO

�
Gi ,G j

�
simVO

�
Gi ,G j

�
+ simEO

�
Gi ,G j

�
In Step 2, we convert services into corresponding

pro�le categories according to their dominant metric:
{(M{lat,a�l } ! R), (M{thr,cpu } ! C), (Mcon ! N), (Mio ! S),
(Mmem ! E)}. The vertex similarity simV (Gi �G j ,G j �Gi ) is
de�ned as the number of same vertexes between Gi � G j and
G j �Gi . For instance, if G1 is a correlation sequence R!C!S!E,
G2 is a sequence C!C!S!N. We obtain the sharing anomaly
pro�le by intersecting G1 � G2 and G2 � G1, which is C!S.
Thus, simV (G1 �G2,G2 �G1) = 2. We have simVO (G1,G2)=

|V |
|V1 |+ |V2 | simV (G1 �G2, G2 �G1) = 2

4+4 ⇤ 2 = 1
2 . In Step 3, we

de�ne simE (G1 �G2,G2 �G1) = dist(WG1�Share, WG2�Share ),
whereWG1�Share andWG2�Share represent the weight matrix of
sharing anomaly pro�le in G1 and G2. Using the same example,
WG1�Share andWG2�Share are the weight vectors of edge C!S in
G1 andG2, respectively. We calculate dist(WG1�Share, WG2�Share )
using Euclidean distance of vectors.

Figure 7: Part of the constructed behavior graph for a sample
incident

6.3 Root Cause Detection
Fig. 7 shows a constructed behavior graph (part) using the same in-
cident shown in Fig. 3 and Fig. 4. Note that most user-domain APIs
and normal services are removed from this example due to limited
space. In the graph, we see most of the abnormal services are con-
nected, which means they probably participate in the propagation.
We notice that some of them (i.e. S1, S12 and S27) are not connected
with any other services. Besides, although (S3, S19) and (S4, S11,
S23, S25) are inter-connected, they are isolated from the front-end
service - S18, so they will not be taken into account in root cause de-
tection. We are curious about it and seek advice to SRE. They found
that these services belong to HTML5-based WebSocket server and
Watson NLP module. They usually have very long connections and
their metrics make no sense in this anomaly. In other words, they
have no correlation with other abnormal services. Hence, some
irrelevant services can be removed from consideration in behavior
graph construction phase.

Our report indicates that the root cause of this incident is that
several event components run out of memory. It then propagates
in the infrastructure and slow down the console, �nally freezes
the dashboard. Starting from S18, we observe that a service chain
“18!13!6” represents the causal correlations “R!C!E”. How-
ever, if we strictly follow the directions in behavior graph, only
a small number of services can be con�rmed (marked using bold
green line in Fig. 7), while most of other services are out of the
scope of investigation.

The feature of anomaly will change as the hierarchical service
calling and propagation. Thus, it is inaccurate to directly use service
correlation score to traverse for the root cause (please refer to our
experimental results for TBAC [27] - a typical algorithm based
on hierarchical service correlation). In real production systems,
large amount and highly-diverse microservices make the diagnosis
extremely challenging. Without any automated tools, IBM Cloud
SRE team spend 3 hours on average to identify the root cause for
each incident.

6.4 Heuristic RandomWalk Algorithm
AutoMAP employs a dynamic and heuristic algorithm to iden-
tify the root cause. It simulates our operations in traditional trou-
bleshooting. More speci�cally, we start from the front-end service,
follow the service-calling topology and gradually investigate each
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Figure 6: Metric weight learning in AutoMAP

measure the similarity of pro�le’s topology, service pro�le and
edges in the same time. We de�ne our similarity function as follows:

Pro�le Similarity. Let sim(Gi ,G j ) be the similarity score of anom-
aly pro�le Gi , G j , sim(Gi ,G j ) 2 [0, 1]. If sim(Gi ,G j ) = 1, Gi and
G j are identical. Otherwise, if sim(Gi ,G j ) = 0, Gi and G j share no
common feature. The calculations of similarity between Gi and G j
consist of four steps:

Step 1. Let G(V ,E,W ) be the sharing anomaly pro�le between
Gi and G j , where G = (Gi �G j ) + (G j �Gi );

Step 2. Compute the vertex overlap score, simVO (Gi ,G j ) =
|V |

|Vi |+ |Vj | simV (Gi �G j ,G j �Gi ), where simV is the service pro�le
distance between two graphs;

Step 3. Compute the edge overlap score, simEO (Gi ,G j ) =
|E |

|Ei |+ |Ej | simE (Gi �G j ,G j �Gi ), where simE is the edge weight
distance between two graphs;

Step 4. Compute the overall similarity score, using the harmonic
mean of vertex and edge overlap score:
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In Step 2, we convert services into corresponding

pro�le categories according to their dominant metric:
{(M{lat,a�l } ! R), (M{thr,cpu } ! C), (Mcon ! N), (Mio ! S),
(Mmem ! E)}. The vertex similarity simV (Gi �G j ,G j �Gi ) is
de�ned as the number of same vertexes between Gi � G j and
G j �Gi . For instance, if G1 is a correlation sequence R!C!S!E,
G2 is a sequence C!C!S!N. We obtain the sharing anomaly
pro�le by intersecting G1 � G2 and G2 � G1, which is C!S.
Thus, simV (G1 �G2,G2 �G1) = 2. We have simVO (G1,G2)=

|V |
|V1 |+ |V2 | simV (G1 �G2, G2 �G1) = 2

4+4 ⇤ 2 = 1
2 . In Step 3, we

de�ne simE (G1 �G2,G2 �G1) = dist(WG1�Share, WG2�Share ),
whereWG1�Share andWG2�Share represent the weight matrix of
sharing anomaly pro�le in G1 and G2. Using the same example,
WG1�Share andWG2�Share are the weight vectors of edge C!S in
G1 andG2, respectively. We calculate dist(WG1�Share, WG2�Share )
using Euclidean distance of vectors.

Figure 7: Part of the constructed behavior graph for a sample
incident

6.3 Root Cause Detection
Fig. 7 shows a constructed behavior graph (part) using the same in-
cident shown in Fig. 3 and Fig. 4. Note that most user-domain APIs
and normal services are removed from this example due to limited
space. In the graph, we see most of the abnormal services are con-
nected, which means they probably participate in the propagation.
We notice that some of them (i.e. S1, S12 and S27) are not connected
with any other services. Besides, although (S3, S19) and (S4, S11,
S23, S25) are inter-connected, they are isolated from the front-end
service - S18, so they will not be taken into account in root cause de-
tection. We are curious about it and seek advice to SRE. They found
that these services belong to HTML5-based WebSocket server and
Watson NLP module. They usually have very long connections and
their metrics make no sense in this anomaly. In other words, they
have no correlation with other abnormal services. Hence, some
irrelevant services can be removed from consideration in behavior
graph construction phase.

Our report indicates that the root cause of this incident is that
several event components run out of memory. It then propagates
in the infrastructure and slow down the console, �nally freezes
the dashboard. Starting from S18, we observe that a service chain
“18!13!6” represents the causal correlations “R!C!E”. How-
ever, if we strictly follow the directions in behavior graph, only
a small number of services can be con�rmed (marked using bold
green line in Fig. 7), while most of other services are out of the
scope of investigation.

The feature of anomaly will change as the hierarchical service
calling and propagation. Thus, it is inaccurate to directly use service
correlation score to traverse for the root cause (please refer to our
experimental results for TBAC [27] - a typical algorithm based
on hierarchical service correlation). In real production systems,
large amount and highly-diverse microservices make the diagnosis
extremely challenging. Without any automated tools, IBM Cloud
SRE team spend 3 hours on average to identify the root cause for
each incident.

6.4 Heuristic RandomWalk Algorithm
AutoMAP employs a dynamic and heuristic algorithm to iden-
tify the root cause. It simulates our operations in traditional trou-
bleshooting. More speci�cally, we start from the front-end service,
follow the service-calling topology and gradually investigate each
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6.4 Heuristic Random Walk Algorithm 
AutoMAP employs a dynamic and heuristic algorithm to identify 
the root cause. It simulates our operations in traditional trouble-
shooting. More specifically, we start from the front-end service, 
follow the service-calling topology and gradually investigate 
each service based on its metric correlation to the anomaly. A 
node that is targeted by more investigation paths is more likely 
to be the root cause. Based on this intuitive observation, we pro-
pose a random walk algorithm with three types of transitions, 
namely forward, self and backward transition.  

Forward Transition. Basically, a random visitor walks from 
service !" to !# with probability $",# if &"# = 1. According to the 
basic idea of root cause diagnosis, the visitor visits !# propor-
tionally to its correlation score to !'(, i.e. )#,'(,*. We also consi-
der the confidence of all types of metrics. Hence, the forward 
transition probability matrix + is defined as follows, [+]",# = $",# = ∑ -*./,0,1 )#,'(,*∑ )3,'(,*3∈56

7
*= 1 , ∀&"# = 1, 

where :" is set of out-neighbor nodes of node !" in ;<.  
Self-Transition. The self-transition encourages the visitor to 

stay longer on its currently-visiting service, in case that none of 
its in- and out-neighbors show high correlation. Let $"= denote 
the self-transition probability for the visiting node !". $"= is deter-
mined by the difference of $"," and the maximum transition pro-
bability of in- and out-neighbors of !". Hence, we have          $"= = max (0, $"," − max3∈@6∪56 $",3) ,      
where C" is set of in-neighbor nodes of node !" in ;<. 

Backward Transition. Another case is that when the visitor 
is visiting a particular service with low correlation score, it may 
find no way to leave if all its out-neighbor services are of low 
correlation to the given anomaly. Hence, we design the backw-
ard transition to resolve this issue, making the random walk 

more dynamic. Specifically, let $",#D  be the backward transition 
probability from !" to !# ∈ C" in ;<, it is defined as follows,  $",#D = E $",#∑ $",33∈@6  , 
where E ∈ [0, 1) is a strength parameter. E controls the degree of 
faithfulness of the random walk path to the original edge direct-
ions. If we set E lower, the visitor is more constrained to the ori-
ginal direction. Conversely, if we set E higher, it is more encour-
aged to walk backward when needed. 

Random Walk. Given an anomaly behavior graph ;<, the 
random walk algorithm starts from !'(, calculates the probability 
of forward, backward and self-transitions, and randomly select 
one of them. Services are visited in sequence by the visitor’s ran-
domly choosing the next target among its currently vising node 
and its neighbors. We record how many times of each service 
being visited and output the list descending as the result. Note 
that we conduct the random walk based on original behavior gr-
aph ;< instead of its anomaly profile (i.e. remove normal corre-
lations from ;<). It increases the probability of detecting more 
candidates. We summarize this process in Algorithm 2. 

Algorithm 2. Root Cause Detection Algorithm 

Input. ;<, !'(. 
01 new transition probability + , result array F[G], != =!'( , !H=!'( 
02 repeat G rounds 
03     !H ← != 
04     for each  J ∈ := calculate $=,3 
05     for each J ∈ C= calculate $=,3D  
06     calculate $==, row normalize [+](H,=) 
07     != ← randomly choose from := ∪ C= ∪ {!=} 
08     F[K] ← F[K] + 1 
09 end 
10 F[G] ← LMNO(F[G]) 
Output. F[G] 
7  EXPERIMENTS AND EVALUATIONS 

7.1 Dataset and Benchmarks 
We use both simulated and real-world production environment 
to evaluate AutoMAP. The simulated environment is implem-
ented using a microservice-based system (the project has been 
uploaded to GitHub, but due to anonymous review requirements, 
we cannot provide the link in this version). It is composed of 16 
microservices following a pre-configured topology running in 
Docker containers and managed by Zookeeper. In order to simu-
late anomalies, in each round of test, we randomly select one 
back-end services and inject fault into it, i.e. shut down the 
container or perform DoS (Denial of Service) attacks. 

Our real-world datasets consist of 20 incidents occurred in our 
cloud platform. These incidents are internally reported, collected 
and verified which services are the root cause by SRE team. For 
each incident, we have about 15 million metrics, collected during 
7200 seconds (1 hour before and 1 hour after the anomaly was 
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detected) from 1732 microservice APIs. This dataset only recor-
ded key system APIs and we removed most user-domain APIs.  

Several baseline approaches are selected: TBAC [27], Monitor-
Rank [23], CloudRanger [30], NetMedic [8] and MS-Rank [32]. 
We use same incidents to run those selected algorithms. For alg-
orithms rely on single-metric: TBAC, MonitorRank and Cloud-
Ranger, we examine their precision in terms of !"#$ and !$ℎ&. 
For algorithms relying on pre-defined topology, we use behavior 
graph constructed on !"#$ to run them, as the ground truth of 
this topology is unrecorded. We compare the algorithms using 
top-' and average top-1 to ' result (denoted as avg-') precision. 
In each round of test, we choose the avg-5 precision as the score 
of different metrics and update the score matrix in AutoMAP. 

Our prototype system is implemented using Python and Pcalg 
package (https://pypi.org/project/pcalg/). In Algorithm 1, we use (2-test [25] to determine the conditional independence. The me-
tric sampling interval we used for simulated platform is 2 sec-
onds, and 5 seconds for our real-world cloud system. Experim-
ents are conducted in a workstation with Intel Xeon 2.4GHz CPU, 

16GB RAM running 64-bit Windows Server 2008. All experimen-
tal results are obtained by averaging 20 different rounds of tests. 

7.2 Experiments and Results Analysis 
7.2.1 Root cause identification. The first experiment compares 

the precision of selected algorithms, when ' = 1/ 3/ 5, ℓ =  1440. 
For AutoMAP and MS-Rank, we record theirs result precision 
after 10 rounds of optimization. Fig. 8 summarizes the experim-
ental results using real-world incidents. In general, we see that 
AutoMAP outperforms other algorithms in terms of result preci-
sion. Specifically, it has 64.4% result precision in top-1 and 93.9% 
in top-5. In terms of other algorithms, the result precision is usu-
ally less than 50% without selecting an appropriate metric. Table 
4 summarizes the experimental results obtained from the simu-
lated system, which are similar as those obtained from real-
world incidents. We found that the root cause detection is inac-
curate if it’s only based on correlation score (TBAC). Also, com-
pared to static algorithms (TBAC, NetMedic, MonitorRank, Clo-
udRanger), random walk scheme can identify the root cause with 
higher accuracy. Besides, compared with the MS-Rank algorithm, 

 

          

Figure 8: Top-1, 3, 5 and avg-5 precision of AutoMAP and different algorithms using real-world incidents 

                   
Figure 9: Precision of AutoMAP and NetMedic with different rounds of test using real-world incidents  

             

Figure 10: Top-1, 3, 5 and avg-5 precision of AutoMAP with different rounds of test and ℓ, using real-world incidents 

TABLE 4: Precision of different algorithms 
 in simulated environment 

 TBAC Monitor 
Rank 

Cloud 
Ranger 

Net 
Medic 

MS-
Rank* 

Auto 
MAP* 

Top-1 
!+#$ 23.1% 25.4% 59.4% 

22.7% 59.4% 65.7% !,ℎ& 16.2% 41.9% 40.1% 

Top-3 
!+#$ 45.3% 87.4% 89.5% 

37.8% 89.5% 91.2% !,ℎ& 35.9% 66.3% 68.2% 

Top-5 
!+#$ 61.3% 89.7% 93.3% 

54.3% 93.3% 93.5% !,ℎ& 40.1% 72.1% 73.4% 

Avg-5 
!+#$ 47.0% 73.7% 85.2% 

49.7% 85.2% 89.7% !,ℎ& 43.7% 64.1% 68.8% 

* Note: Result after 10 rounds of detection with multiple metrics. 

TABLE 5: Avg-5 precision when introducing different domain knowledge  
into AutoMAP, using real-world incidents 

AutoMAP + Knowledge 
ℓ = 1440 ℓ = 200 

avg-5 IMP* STD avg-5 IMP* STD 
AutoMAP 

+API 
Link API with same 

source 89.9% +0.2% 0.05 61.7% +4.9% 0.29 

AutoMAP 
-Normal 

Remove normal ser-
vices (<5%) 92.6% +3.2% 0.05 58.9% +0.1% 0.21 

AutoMAP 
+Linked 

Add known calling 
correlations 90.7% +1.1% 0.04 63.6% +8.2% 0.19 

AutoMAP 
-Unlinked 

Remove edges without 
dependencies 91.8% +2.3% 0.04 60.1% +2.2% 0.15 

AutoMAP 
+Direction 

Orient direction of 
edges (<5%) 89.7% +0.0% 0.04 62.0% +5.4% 0.15 

* Improvement compared to original AutoMAP after 10 rounds of test. 
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Instance: front-vbtdx    Operation: Recv
TraceID:  1   SpanID: 121  Parent Span: [none]

6.13 ms

0.03 ms

8.51 ms

6 ms

Instance: front-vbtdx    Operation: GetProduct
TraceID:  1   SpanID: 122  Parent Span: 121

Instance: product-zzcwg    Operation: GetProduct
TraceID:  1   SpanID: 123  Parent Span: 122

Instance: front-vbtdx    Operation: AddItem
TraceID:  1   SpanID: 124  Parent Span: 121

Instance: cart-fsff7    Operation: AddItem
TraceID:  1   SpanID: 125  Parent Span: 124

trace

span

time

15.87 ms

Figure 1: An example of trace in Hipster-Shop
front/Recv

TraceID: 1  SpanID: 121 
Parent Span: [none]

 front/GetProduct
TraceID: 1 SpanID: 122

Parent Span: 121

product/GetProduct
TraceID: 1  SpanID: 123

Parent Span: 122

front/AddItem
TraceID: 1  SpanID: 124

Parent Span: 121

cart/AddItem
TraceID: 1  SpanID: 125

Parent Span: 124

Figure 2: The trace coverage tree of Fig. 1

trace. The root span (like front-vbdtx/Recv. in Fig. 1) is the �rst span
in a trace, while the other spans are related through parent-child
relationships. In addition, we attach additional information like the
service instance name for each span. Therefore, we can locate root
causes at service instance level based on the tracing information.

3 LATENCY ISSUE LOCALIZATION
In this section, we formally describe the problem of latency issue
localization at service instance level in a microservice system. Then,
we introduce the motivation of applying spectrum-based method
to �nd root causes and its limitations.

3.1 Problem formulation
Before formulating the latency issue localization problem, we sum-
marize the information that we can extract from tracing data.

• Latency andhandling time.As shown in Fig. 1, the tracing
data comprise the end-to-end latency of each trace and the
processing time of each operation in one trace.

• Trace Coverage Graph. Because each span in one trace
comprises the parent-child relationship information and ser-
vice instance information, we can construct the coverage tree
for each trace (e.g., Fig. 2 shows the coverage tree of Fig. 1
). A coverage tree is a tree where each node represents a
service instance operation, and an edge from node E8 to node
E 9 indicates the calling relation. We can get the complete
trace coverage graph (i.e., the connections between service
instances operations and the traces) when we aggregate all
the coverage trees together.

• Call Graph. If we remove the duplicate edges in a trace
coverage graph and shift the attention to nodes, we can get
the call graph among di�erent service operations.

Based on the above information, the formal description of the
latency issue locating problem in microservice systems is as fol-
lows. Given a collection of traces in a time window, namely T =
{)1, · · · ,)=}, where )8 = {$8

1, · · · ,$8
<}, and $8

9 demotes one op-
eration in trace 8 , we get the end-to-end latency of these traces,
namely L = {!1, · · · , !=} and the coverage graph ⌧ = (+ , ⇢),

where + is the collection of service instance operations, namely
$8
9 2 + and ⇢ is the collection of calling relations. The problem is

to �nd out normal traces T= = {)=
1 , · · · ,)=

: } and abnormal traces
T0 = {)0

1 , · · · ,)0
=�: }. Moreover, based on T= , T0 , and ⌧ , �nding

the root cause service instances related to $8
9 . Our target is to rank

service instances directly relevant to the root cause higher than
those unrelated to it.

3.2 Motivation
Spectrum-based fault localization (SBFL) technique is one of the
most popular approaches used in program debugging because of
its simplicity and e�ciency [1, 11, 13, 14, 25, 38]. When given a
faulty program % and a set of test cases in which at least one test
failed, a typical SBFL approach collects test coverage information for
each program element $ 2 % while running test cases �rstly. Next
various statistics, e.g., tuple ($4 5 ,$4? ,$=5 ,$=? ) , can be extracted
based on the test coverage information. Here, $4 5 denotes the
number of failed test cases that cover program element $ , $4?
denotes the number of passed test cases that cover program element
$ . $=5 denotes the number of failed test cases that do not cover
program element $ , $=? denotes the number of passed test cases
that do not cover program element $ . Based on the above tuples,
several risk evaluation formulae, e.g. Tarantula, have been proposed
to compute suspicious score that indicates how likely it is to be
faulty for each program element.

Given the problem of analyzing end-to-end tracing data, this
problem is similar as the software debugging. A request visits sev-
eral service instances inmicroservice systemwhile a test case covers
several program entities in software testing. The service instances
executed by more anomalous requests and less normal requests
is more likely to be root cause. Hence we believe it is possible to
apply the spectrum-based method to locate the root causes in mi-
croservice system. However, when we apply the spectrum-based
method directly to �nd how likely the service instance is the root
cause, we �nd some limitations of this approach.

The First Limitation of spectrum-based method. The basic
spectrum-based method only focuses on how many normal and
anomalous requests cover the service instances but ignores the
di�erences among di�erent requests. To simplify the examples, we
consider themicroservices as themicroservice instance’s operations
in this section. Fig. 3 shows part of the service dependency graph of
Hipster-Shop. The red lines in Fig. 3 denote the anomalous requests
in systems and the green line denotes the normal request. The
ellipses in Fig. 3 represent the di�erent microservices and the edges
show dependencies between services. In this example, we inject 100
ms latency for product service to simulate network jam. Due to the
fault propagation, the anomaly of product propagates to recommend,
checkout and front, while payment is normal because it does not
call product. In other words, even if there is only a single anomalous
service instance, the anomalous instance may lead to many other
instances perform anomalously, which generates a huge potential
cause set. Owing to the unpredictability of fault propagation, it is
non-trivial to exclude anomalous instances that are caused by fault
propagation manually.

When we apply the Tarantula spectrum formula to Fig. 3, we
can �nd that recommend and product share the same result (details
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Instance: front-vbtdx    Operation: Recv
TraceID:  1   SpanID: 121  Parent Span: [none]

6.13 ms

0.03 ms

8.51 ms

6 ms

Instance: front-vbtdx    Operation: GetProduct
TraceID:  1   SpanID: 122  Parent Span: 121

Instance: product-zzcwg    Operation: GetProduct
TraceID:  1   SpanID: 123  Parent Span: 122

Instance: front-vbtdx    Operation: AddItem
TraceID:  1   SpanID: 124  Parent Span: 121

Instance: cart-fsff7    Operation: AddItem
TraceID:  1   SpanID: 125  Parent Span: 124
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time

15.87 ms

Figure 1: An example of trace in Hipster-Shop
front/Recv

TraceID: 1  SpanID: 121 
Parent Span: [none]

 front/GetProduct
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Parent Span: 121

product/GetProduct
TraceID: 1  SpanID: 123

Parent Span: 122

front/AddItem
TraceID: 1  SpanID: 124

Parent Span: 121

cart/AddItem
TraceID: 1  SpanID: 125

Parent Span: 124

Figure 2: The trace coverage tree of Fig. 1

trace. The root span (like front-vbdtx/Recv. in Fig. 1) is the �rst span
in a trace, while the other spans are related through parent-child
relationships. In addition, we attach additional information like the
service instance name for each span. Therefore, we can locate root
causes at service instance level based on the tracing information.

3 LATENCY ISSUE LOCALIZATION
In this section, we formally describe the problem of latency issue
localization at service instance level in a microservice system. Then,
we introduce the motivation of applying spectrum-based method
to �nd root causes and its limitations.

3.1 Problem formulation
Before formulating the latency issue localization problem, we sum-
marize the information that we can extract from tracing data.

• Latency andhandling time.As shown in Fig. 1, the tracing
data comprise the end-to-end latency of each trace and the
processing time of each operation in one trace.

• Trace Coverage Graph. Because each span in one trace
comprises the parent-child relationship information and ser-
vice instance information, we can construct the coverage tree
for each trace (e.g., Fig. 2 shows the coverage tree of Fig. 1
). A coverage tree is a tree where each node represents a
service instance operation, and an edge from node E8 to node
E 9 indicates the calling relation. We can get the complete
trace coverage graph (i.e., the connections between service
instances operations and the traces) when we aggregate all
the coverage trees together.

• Call Graph. If we remove the duplicate edges in a trace
coverage graph and shift the attention to nodes, we can get
the call graph among di�erent service operations.

Based on the above information, the formal description of the
latency issue locating problem in microservice systems is as fol-
lows. Given a collection of traces in a time window, namely T =
{)1, · · · ,)=}, where )8 = {$8

1, · · · ,$8
<}, and $8

9 demotes one op-
eration in trace 8 , we get the end-to-end latency of these traces,
namely L = {!1, · · · , !=} and the coverage graph ⌧ = (+ , ⇢),

where + is the collection of service instance operations, namely
$8
9 2 + and ⇢ is the collection of calling relations. The problem is

to �nd out normal traces T= = {)=
1 , · · · ,)=

: } and abnormal traces
T0 = {)0

1 , · · · ,)0
=�: }. Moreover, based on T= , T0 , and ⌧ , �nding

the root cause service instances related to $8
9 . Our target is to rank

service instances directly relevant to the root cause higher than
those unrelated to it.

3.2 Motivation
Spectrum-based fault localization (SBFL) technique is one of the
most popular approaches used in program debugging because of
its simplicity and e�ciency [1, 11, 13, 14, 25, 38]. When given a
faulty program % and a set of test cases in which at least one test
failed, a typical SBFL approach collects test coverage information for
each program element $ 2 % while running test cases �rstly. Next
various statistics, e.g., tuple ($4 5 ,$4? ,$=5 ,$=? ) , can be extracted
based on the test coverage information. Here, $4 5 denotes the
number of failed test cases that cover program element $ , $4?
denotes the number of passed test cases that cover program element
$ . $=5 denotes the number of failed test cases that do not cover
program element $ , $=? denotes the number of passed test cases
that do not cover program element $ . Based on the above tuples,
several risk evaluation formulae, e.g. Tarantula, have been proposed
to compute suspicious score that indicates how likely it is to be
faulty for each program element.

Given the problem of analyzing end-to-end tracing data, this
problem is similar as the software debugging. A request visits sev-
eral service instances inmicroservice systemwhile a test case covers
several program entities in software testing. The service instances
executed by more anomalous requests and less normal requests
is more likely to be root cause. Hence we believe it is possible to
apply the spectrum-based method to locate the root causes in mi-
croservice system. However, when we apply the spectrum-based
method directly to �nd how likely the service instance is the root
cause, we �nd some limitations of this approach.

The First Limitation of spectrum-based method. The basic
spectrum-based method only focuses on how many normal and
anomalous requests cover the service instances but ignores the
di�erences among di�erent requests. To simplify the examples, we
consider themicroservices as themicroservice instance’s operations
in this section. Fig. 3 shows part of the service dependency graph of
Hipster-Shop. The red lines in Fig. 3 denote the anomalous requests
in systems and the green line denotes the normal request. The
ellipses in Fig. 3 represent the di�erent microservices and the edges
show dependencies between services. In this example, we inject 100
ms latency for product service to simulate network jam. Due to the
fault propagation, the anomaly of product propagates to recommend,
checkout and front, while payment is normal because it does not
call product. In other words, even if there is only a single anomalous
service instance, the anomalous instance may lead to many other
instances perform anomalously, which generates a huge potential
cause set. Owing to the unpredictability of fault propagation, it is
non-trivial to exclude anomalous instances that are caused by fault
propagation manually.

When we apply the Tarantula spectrum formula to Fig. 3, we
can �nd that recommend and product share the same result (details
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we apply smoothing for noise removal and robustness to 
small deviations. The time series is convolved with Hamming 
smoothing filter defined with its optimal parameters [35] and 
size M  as:

w(n) = 0.54 — 0.46 � cos — -  J , 0 < n < M  — 1 (4)

We use smoothing with size of the window M  = 12, but 
one can adjust the size depending on the noise.

For test-time prediction the preprocessing is executed on 
each new recorded event. During test-time, the event follows 
the same preprocessing steps as for the model training except 
the normalization where m in (X ) and m a x(X ) are the saved 
values during model training part.

Time series partitioning: After the steps in the prepro­
cessing, we define window size, which represents number of 
points in a sliding window that needs to be considered for 
evaluation. The window with the predefined size and stride is 
applied to the time series. This results in training data shape 
of: {N  — window size, window size, 1). The data in such 
format is then feed into the neural network for training. In 
test-time prediction, each window size number of events are 
fed to the network for prediction.
B. Model architecture

The architecture of our proposed neural network is shown 
in Figure 3 and described in following.

1. response time, 2. response tim e,..., window size, response time

1. response time, 2. response t im e ,w in d o w  size, response time

Fig. 3. Model architecture.

Input layer: has window size number of units, each con­
taining the response time as input. In Figure 3, we use
window size — 32.

First hidden GRU layer: contains (window size/2) 16 
GRU cells for each timestep in the input window. Each of

the window size input units is fed to the corresponding GRU. 
In the first timestep T  = 0, the Qth response time is fed. 
The abstract representation learned in the 16 GRU cells is 
then propagated to the next timestep T  = 1, where the 1st 
response time of the window is fed and so on. Here, we have 
the ability to condition the reconstruction of the next point 
given the past points. In such way, that in the last timestep we 
have abstract representation of the window of points, which 
has salient information for that part of the time series.

Sampling layer: Represents the key part in order to be 
able to learn multiple distributions (model of models). This 
layer consists of (window size/A) 8 units for the mean and 
for the variance. The sampling layer just performs sampling 
from multivariate normal distribution with the given mean and 
variance.

Repeat layer: Repeats the Sampling layer window size 
times, which is needed to be fed into the last hidden (GRU) 
layer.

Output/GRU layer: Here, the network takes the output from 
the previous layer as input, learns abstract representation and 
as output have the same window size number of input timesteps 
only with the response time as feature.

1) Training details: We observed that the required number 
of data points in particular time series used to produce good 
model in training should be more than 1000. The training data 
is split into two parts in sequential order. The smaller part or 
20% goes for estimating parameters and tuning the model. 
We train the model for 1000 epochs and choose the one with 
the best validation score. The solution uses Adam optimizer 
with learning rate of 0.001, which are the standard values for 
training deep neural networks [28]. As mentioned, the error 
function which we optimize is described in Section III. As last 
step when the training is finished, the model is saved and used 
in test-time prediction.

2) Dynamic error threshold: The difference between a 
prediction and an observed parameter value vector is measured 
by the mean square error (MSE) which is given with the 
following equation.

M S E  = . 1 . Y i x i  -  y i? (5)
Instead of setting a magic error threshold for anomaly detec­
tion purpose, we use the validation set for threshold setting. 
For each window/sample in the validation set, we apply the 
model produced by the training set and calculate the MSE 
between the prediction (reconstruction) and the actual sample. 
At every time step, the errors between the predicted vectors 
and the actual ones in the validation group are modeled as 
a Gaussian distribution. Assume that the validation data has 
1000 windows of with window size = 32. The MSE for all 
of them will produce array of 1000 error values. Next, we 
estimate the mean and the variance for the MSE scores and 
save them on the disk along with the model. These values are 
used in test-time prediction. In test-time prediction if the error 
between a reconstructed and an observed window of events 
is within a high-level of confidence interval of the above
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Table 2: Feature De�nition
Category Feature Description Scope

Con�guration
ML memory limit of the current microservice relative to the node memory limit Invocation
CL CPU limit of the current microservice relative to the node CPU limit Invocation
VS whether volume support is enabled for the current microservice Global

Resource

MC memory consumption of the current microservice instance relative to its memory limit Invocation
CC CPU consumption of the current microservice instance relative to its CPU limit Invocation
NMC memory consumption of the current node relative to its memory limit Invocation
NCC CPU consumption of the current node relative to its CPU limit Invocation

Instance

IN number of instances for the current microservice in the whole system Global
IIN number of instances (for the current microservice) invoked in the current trace instance Trace
SVA ratio of the shared variables that are accessed in the current invocation Invocation
CA whether the cache is accessed in the current invocation Invocation
SA whether the third-party storage (e.g., database) is accessed in the current invocation Invocation
TN number of threads of the current microservice instance Invocation
LT life time of the current microservice instance since its creation Invocation
NIN number of microservice instances residing in the current node Invocation
NMN number of microservices whose instances reside in the current node Invocation

Interaction

ET execution time of the current microservice invocation Invocation
RSC HTTP response status code of the current microservice invocation Invocation
AIT time of an asynchronous invocation in the current microservice execution Invocation
CEO whether the execution order of a pair of asynchronous invocations is consistent with their invocation order Invocation

is a multi-label classi�cation model that predicts one or multiple
microservices in the trace instance to be faulty; and the FT model
is a multi-label classi�cation model that predicts one or multiple
fault types. The microservice-level model treats the microservices
involved in the given trace instance individually. The MS model is a
single-label classi�cation model that predicts an error status, which
can be one of the three fault types or a special type “No Fault”.

4 APPROACH
Figure 3 provides an overview of MEPFL, which includes an o�ine
training phase and an online prediction phase. The o�ine training
phase executes the target microservice application in the testing en-
vironment and trains the prediction models based on the collected
trace logs. To train the models, we need not only trace logs under
successful executions but also trace logs under erroneous execu-
tions. Therefore, we design a series of fault injection strategies to
systematically obtain a series of faulty versions of the application.
We use existing automated test cases to drive the application and its
faulty versions to execute and produce trace logs. These test cases
simulate user requests from the clients (e.g., browsers and mobile
apps) and trigger microservice invocation chains. To ensure the
diversity of traces, an additional control is imposed on the runtime
environment to make the application executed under di�erent set-
tings. We then prepare a training corpus for the prediction models
by collecting and analyzing trace logs from the executions. For each
trace instance, we automatically construct a trace-level training
sample and a set of microservice-level training samples by feature
extraction and error/fault labeling. Based on the training corpus, we
use machine learning techniques (e.g., Random Forests, K-Nearest
Neighbors, Multi-Layer Perceptron) to train three prediction mod-
els that can predict for each trace whether a latent error occurs,
which microservice the fault resides in, and what type of fault it is,
respectively.

The online prediction phase monitors the execution of the ap-
plication in the production environment and predicts latent errors
and fault locations (faulty microservices and fault types). It continu-
ously collects and analyzes trace logs from the running application.
For each trace instance, it extracts features in a similar way to what
has been done in preparing the training corpus, and then uses the
prediction models to predict whether a latent error occurs, which
microservice the fault resides in, and what type of fault it is.

Figure 3: Approach Overview
4.1 Fault Injection
Fault injection produces a series of faulty versions of the target
microservice application by introducing di�erent types of faults
into di�erent parts of the application. For each faulty version, we
inject a speci�c type of fault into a speci�c microservice in a semi-
automatic way. We design a fault injection strategy for each type of
fault. Each fault injection strategy is parameterized with the follow-
ing information: (1) a precondition that speci�es the conditions to
be met by the location of a microservice where the fault is injected;
(2) a code transformation method that speci�es how to gener-
ate a patch to transform a microservice into a faulty one; (3) an
expected failure symptom that speci�es the expected symptom
if the injected fault has caused a failure.

We next present details of the parameters for each fault type.
Multi-Instance Faults. The precondition is that the microser-

vice accesses third-party cache databases such as Redis [44]. The
code transformation method is to replace the data accesses to third-
party cache databases with data accesses to global variables or local
cache. Asmulti-instance faults usually cause incorrect data accesses,
the expected failure symptom includes injected failure response,
incorrect output, or various assertion failures or exceptions (e.g.,
null pointer exceptions).

Con�guration Faults. Con�guration faults are usually related
to consumption of various resources (e.g., memory and CPU) and
irrelevant to the business logics of microservices. Therefore, con-
�guration faults can be injected into any part of any microservice.
The code transformation method is to inject resource-intensive
code into target locations of microservices, e.g., memory-intensive
code that loads a lot of data into memory or computing-intensive
code that includes a lot of iterations. The expected failure symp-
tom includes microservice instance restarted, timeout exception,
or resource-consumption-related exceptions (e.g., out-of-memory
exceptions).

Asynchronous Interaction Faults. The precondition for asyn-
chronous interaction faults is that themicroservice invokesmultiple

response time and invocation paths of a trace in a service into
a vector (called service trace vector or STV hereinafter), a
necessity required by most mature deep learning algorithms.
The encoded information should not only represent the traces’
overall patterns, but also can be easily interpreted by the
operators for root cause localization. Indeed, our interpretable
service trace vector enables us to develop a straightforward
but effective root cause localization algorithm. This is why
we choose to handcraft the service trace vector design with
physical significance, as opposed to using network/graph rep-
resentation learning (embedding) [3] to automatically learn the
vector which are not easy to interpret.

Challenge 2 and our core idea: designing an accurate,
robust, unsupervised learning architecture that captures
the characteristics of complex patterns of traces, with
reasonable training overhead. As described in Challenge 1,
a microservice’s response time is related to both itself and
its invocation path. For a single service which contains many
microservices, there can be hundreds of individual paths, thus
hundreds of response time distributions need to be learned con-
ditional on their invocation paths. With such a complexity, a
high-capacity model is needed. Furthermore, because anomaly
labels are infeasible to obtain in such a complex context with
vast amount of data, we have to use an unsupervised algorithm.
Above requirements overall call for an unsupervised high-
capacity model, such as deep Bayesian networks. The model
should also be robust in that its performance is not sensitive to
hyper-parameters. Our core idea to tackle this challenge is to
apply posterior flow [31], which can use nonlinear mappings to
increase the complexity of the latent variables in the Bayesian
networks, allowing the model to capture the complex patterns
in a robust, accurate and unsupervised manner.

Our ideas in a nutshell: (Fig. 3) Our proposed system
TraceAnomaly processes each trace as a whole, constructs a
service trace vector that encodes both invocation path and
response time (e.g., the information in the right table in Fig. 4),
then learns the overall normal trace patterns for a service
during offline training. After that, in online anomaly detection,
for each new trace, an anomaly score is computed based on
the learned model of the service, and a trace with a small
score is considered anomalous. Finally, the root cause of the
anomalous trace will be localized by an algorithm based on
the service trace vector.

The contributions of this paper are summarized as follows:
Contribution 1. We propose a novel approach to construct

feature vectors for traces of a service, called service trace
vector (STV), which efficiently encodes both the response time
information and the invocation path information of traces, and
enables both effective learning at the service-level, accurate
anomaly detection at the trace level, and effective localization
at the microservice level. We believe STV can be used as
the trace representation for other ML-based trace anomaly
detection and localization algorithms beyond the ones
proposed in this paper.

Contribution 2. We propose TraceAnomaly, an unsuper-
vised deep learning algorithm which can learn the complex
trace patterns in a service and accurately detect trace anoma-
lies, with our trace representation and our design of deep
Bayesian networks with posterior flows. TraceAnomaly has

Service Trace Vector
Construction

Unsupervised 
Training

Offline Training for a service

Online Detection 
for a service Anomaly Detection  

Likelihood 
Computation

Model
Traces

New Trace Root Cause 
Localization

Periodically 
Retrain 

Unseen Call Path

Whitelist

Fig. 3: The architecture of TraceAnomaly. Solid lines denote
offline flow, and dashed lines denote online flow.

been deployed on 18 online services in company S which
serves tens of millions of users, and is the first deployed trace
anomaly detection approach based on machine learning,
to the best of our knowledge.

Contribution 3. Detailed evaluations on four large on-
line services which contain hundreds of microservices and a
TrainTicket [32] testbed which contains 41 microservices show
that the recall and precision of TraceAnomaly are both above
0.97, outperforming the existing approach in S (hard-coded
rule) by 19.6% and 7.1%, and seven other baselines by 57.0%
and 41.6% on average. Moreover, we have open-sourced the
prototype of TraceAnomaly [33] to help researchers better
understand our work.

Contribution 4. We propose a root cause localizing algo-
rithm based on our designed service trace vector, which suc-
cessfully localized the correct root causes on all 73 anomalous
traces from four large services, and its localization accuracy
outperforms three baselines by 55% in testbed results.

The rest of the paper is organized as follows. §II presents
the overall design of TraceAnomaly, the details of service trace
vector construction and the root cause localization algorithm.
§III presents the design of our deep Bayesian networks with
posterior flows. §IV shows the details of deployment. §V
evaluates TraceAnomaly on four large online services and a
testbed. §VI evaluates and analyzes the internal mechanisms
of TraceAnomaly. §VII concludes the paper.

II. TRACEANOMALY OVERVIEW, SERVICE TRACE VECTOR
CONSTRUCTION AND LOCALIZATION ALGORITHM

This section first presents the overall TraceAnomaly design,
then we introduce how to construct service trace vector (STV)
for a service. Finally, we present the root cause localization
algorithm designed by STV.
A. TraceAnomaly Overall Architecture

Fig. 3 shows the architecture of TraceAnomaly. During
offline training for a service, training traces are encoded as
vectors, denoted by x, using the method shown in §II-C.
The vectors are then fed into our designed deep Bayesian
networks to learn the distribution p(x) (see §III), and generate
a model. To adapt to potential service upgrade, the model will
be retrained periodically.

During online detection, each new trace is encoded as a vec-
tor. If a trace contains a previously unseen call path (see §II-C),
TraceAnomaly declares it as an anomaly. The unseen call paths
are handled by a whitelist approach (see §IV-B). If there is no
unseen call path, then the trained model outputs a likelihood,
i.e., log p(x̃), for each vector, and use it as the anomaly score.
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Figure 3: First limitation in spectrum-based method

Table 1: Original Spectrum andMicroRank score in Fig. 3
Initial Spectrum(Tarantula) MicroRank (Tarantula)

Service $4 5 $4? $=5 $=? score $4 5 $4? $=5 $=? score
front 3 1 0 0 0.5 2.97 0.990 0.0 0.0 0.5
checkout 1 1 2 0 0.25 0.328 0.328 0.656 0.198 0.25
recommend 1 0 2 1 1 0.328 0.0 0.686 0.0 0.4
product 3 0 0 1 1 3.0 0.0 0.0 0.0 0.666
payment 0 1 3 0 0 0.0 1.32 0.0 0.0 0.333

front
checkout

payment
workload

Req-2

product

currency

recommend
Req-3

Req-3

Req-1

Req-4

Req-5
Req-5 Req-4

Req-2

Req-1

root causeaffcted servicenormal service

Req-2

Figure 4: Second limitation in spectrum-based method

shown in the left half of Table 1). Actually from the operator per-
spective, the anomalous request Req-1 in Fig. 3 only covers front
and product. In other words, the anomalous instances are either
front or product and the recommend would not be considered �rst.
In addition, because the normal request Req-4 passes through the
front, the product seems more like the anomalous instance. This
example inspires us that if the requests can be weighted based on
their ability in localizing root causes, the spectrum-based method
in localizing microservice root causes will be more precise.

The Second Limitation of spectrum-based method. Unlike
test cases which are well-designed by testing engineers, the traces’
coverage is relatively unbalanced. In other words, some kinds of re-
quests that cover the same service instances may appear frequently
(like Req-3, Req-4 and Req-5 in Fig. 4 ) because the user preference
(e.g., view products many times). While some kinds of requests
(like Req-1 in Fig. 4 ) may emerge a few times because users access
them less often (e.g., only checkout the selected products once). In
Fig. 4, we have injected network jam for both product and currency
to stimulate the scenario where two errors occur at the same time.
When we apply the Jaccard spectrum formula to Fig. 4, we can
�nd that recommend get higher score result than the root cause
2DAA4=2~. The season is that the spectrum-based methods assume
that the test cases are well-designed and they would not cover
the same instances many times. This example inspires us that we
should give more consideration to the kinds of requests, which
appear fewer times to balance the occurrence number of di�erent
kinds of requests.

4 SYSTEM DESIGN
4.1 System overview
In this paper, we proposed an extended spectrum method with
PageRank, named MicroRank, to �nd service instances that poten-
tially contribute to the latency issues. To rank the service instance

autonomously,MicroRank, illustrated in Fig. 5, consists of four mod-
ules, namely Anomaly Detector, Data Preparator, PageRank Scorer
andWeighted Spectrum Ranker. We brie�y introduce each module
in this subsection and later explain them in detail in the following
subsections.

First, Anomaly Detector module which is presented in Section 4.2
continually monitors the system by comparing the expected latency
and real latency of each trace within a sliding time window (30
seconds in this paper). If the real latency of one trace is larger than
its expected latency, Anomaly Detector determines that the system
is at an abnormal state and triggers the root causes localization
procedure. Second, Data Preparator presented in Section 4.3 dis-
tinguishes whether the traces in that time window is abnormal or
not and construct both the call graph and operation-trace graph
for the PageRank Scorer . Third, the PageRank Scorer presented in
Section 4.4 can generate anomalous scores and normal scores for
each operations in parallel based on the anomalous and normal
tracing information from Data Preparator . In the �nal Weighted
Spectrum Ranker presented in Section 4.5 takes the scores from
PageRank Scorer as input to update weighted spectra and applies
ranking formulae to output an ordered list for operators to examine.
In the best case, the �rst service instance presented in the ranked
output of MicroRank is the exact root cause of that anomaly.

4.2 Anomaly Detector
Before localizing root causes, we need to distinguish whether the
target microservice system has latency issues �rst. Previous ap-
proaches (e.g., [9, 20, 35, 39]) on anomaly detection only detect SLO
(Service Level Objective, e.g., average latency per minute) devia-
tions of the front-end service under the condition of the mixture
of all kinds of traces. However, traces contain a variable number
of operations and each operation has di�erent handing time as
shown in Section 2.1. For example, trace1 covers 7 service instance
operations and it has low latency 20 ms, trace2 covers 40 service
instance operations and it has high latency 100 ms because it has
handled more tasks. Actually both trace1 and trace2 are normal
traces. But the trace2 may be determined as abnormal trace by the
methods that mix all kinds of requests because these methods do
not consider trace-level details.

In this study, we propose an unsupervised and lightweight trace-
level anomaly detection method, which utilizes relations between
the operation handling time and the number of times the operations
covered by traces. First Anomaly Detector calculates the mean han-
dling time `> and its standard deviation f> of each operation from
a long time (e.g., one hour) normal tracing data o�ine. For example,
{”2⌘42:>DC/%;024$A34A” : {”`> ” : 50<B, ”f> ” : 20<B}} shows that
the mean handling time of chekout’s PlaceOrder operation is 50ms.
To be speci�c, we do not need to update the average handling time
and its variation unless a series of false positives have occurred.

When Anomaly Detector monitors traces in one short sliding
time windows, it only need to mine which operations and how
many times these operations covered by one trace. This approach
is more lightweight than the methods [42] that encode traces into
�xed-length vectors. Inspired by the setting of SLO in Roots[9], the
excepted latency !4G24?C43 of one trace can be calculated as:

!4G24?C43 =
’

2>D=C> ⇤ (`> + = ⇤ f> ), (1)
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Table 1: Original Spectrum andMicroRank score in Fig. 3
Initial Spectrum(Tarantula) MicroRank (Tarantula)

Service $4 5 $4? $=5 $=? score $4 5 $4? $=5 $=? score
front 3 1 0 0 0.5 2.97 0.990 0.0 0.0 0.5
checkout 1 1 2 0 0.25 0.328 0.328 0.656 0.198 0.25
recommend 1 0 2 1 1 0.328 0.0 0.686 0.0 0.4
product 3 0 0 1 1 3.0 0.0 0.0 0.0 0.666
payment 0 1 3 0 0 0.0 1.32 0.0 0.0 0.333
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shown in the left half of Table 1). Actually from the operator per-
spective, the anomalous request Req-1 in Fig. 3 only covers front
and product. In other words, the anomalous instances are either
front or product and the recommend would not be considered �rst.
In addition, because the normal request Req-4 passes through the
front, the product seems more like the anomalous instance. This
example inspires us that if the requests can be weighted based on
their ability in localizing root causes, the spectrum-based method
in localizing microservice root causes will be more precise.

The Second Limitation of spectrum-based method. Unlike
test cases which are well-designed by testing engineers, the traces’
coverage is relatively unbalanced. In other words, some kinds of re-
quests that cover the same service instances may appear frequently
(like Req-3, Req-4 and Req-5 in Fig. 4 ) because the user preference
(e.g., view products many times). While some kinds of requests
(like Req-1 in Fig. 4 ) may emerge a few times because users access
them less often (e.g., only checkout the selected products once). In
Fig. 4, we have injected network jam for both product and currency
to stimulate the scenario where two errors occur at the same time.
When we apply the Jaccard spectrum formula to Fig. 4, we can
�nd that recommend get higher score result than the root cause
2DAA4=2~. The season is that the spectrum-based methods assume
that the test cases are well-designed and they would not cover
the same instances many times. This example inspires us that we
should give more consideration to the kinds of requests, which
appear fewer times to balance the occurrence number of di�erent
kinds of requests.

4 SYSTEM DESIGN
4.1 System overview
In this paper, we proposed an extended spectrum method with
PageRank, named MicroRank, to �nd service instances that poten-
tially contribute to the latency issues. To rank the service instance

autonomously,MicroRank, illustrated in Fig. 5, consists of four mod-
ules, namely Anomaly Detector, Data Preparator, PageRank Scorer
andWeighted Spectrum Ranker. We brie�y introduce each module
in this subsection and later explain them in detail in the following
subsections.

First, Anomaly Detector module which is presented in Section 4.2
continually monitors the system by comparing the expected latency
and real latency of each trace within a sliding time window (30
seconds in this paper). If the real latency of one trace is larger than
its expected latency, Anomaly Detector determines that the system
is at an abnormal state and triggers the root causes localization
procedure. Second, Data Preparator presented in Section 4.3 dis-
tinguishes whether the traces in that time window is abnormal or
not and construct both the call graph and operation-trace graph
for the PageRank Scorer . Third, the PageRank Scorer presented in
Section 4.4 can generate anomalous scores and normal scores for
each operations in parallel based on the anomalous and normal
tracing information from Data Preparator . In the �nal Weighted
Spectrum Ranker presented in Section 4.5 takes the scores from
PageRank Scorer as input to update weighted spectra and applies
ranking formulae to output an ordered list for operators to examine.
In the best case, the �rst service instance presented in the ranked
output of MicroRank is the exact root cause of that anomaly.

4.2 Anomaly Detector
Before localizing root causes, we need to distinguish whether the
target microservice system has latency issues �rst. Previous ap-
proaches (e.g., [9, 20, 35, 39]) on anomaly detection only detect SLO
(Service Level Objective, e.g., average latency per minute) devia-
tions of the front-end service under the condition of the mixture
of all kinds of traces. However, traces contain a variable number
of operations and each operation has di�erent handing time as
shown in Section 2.1. For example, trace1 covers 7 service instance
operations and it has low latency 20 ms, trace2 covers 40 service
instance operations and it has high latency 100 ms because it has
handled more tasks. Actually both trace1 and trace2 are normal
traces. But the trace2 may be determined as abnormal trace by the
methods that mix all kinds of requests because these methods do
not consider trace-level details.

In this study, we propose an unsupervised and lightweight trace-
level anomaly detection method, which utilizes relations between
the operation handling time and the number of times the operations
covered by traces. First Anomaly Detector calculates the mean han-
dling time `> and its standard deviation f> of each operation from
a long time (e.g., one hour) normal tracing data o�ine. For example,
{”2⌘42:>DC/%;024$A34A” : {”`> ” : 50<B, ”f> ” : 20<B}} shows that
the mean handling time of chekout’s PlaceOrder operation is 50ms.
To be speci�c, we do not need to update the average handling time
and its variation unless a series of false positives have occurred.

When Anomaly Detector monitors traces in one short sliding
time windows, it only need to mine which operations and how
many times these operations covered by one trace. This approach
is more lightweight than the methods [42] that encode traces into
�xed-length vectors. Inspired by the setting of SLO in Roots[9], the
excepted latency !4G24?C43 of one trace can be calculated as:

!4G24?C43 =
’

2>D=C> ⇤ (`> + = ⇤ f> ), (1)
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2020-10-11 22:57
instance:  front-1
faultType: CPU

2020-10-12 00:15
instance:  email-2
faultType: IOWrite

2020-10-12 05:58
instance:  recommend-5
faultType: Latency

2020-10-12 22:20
instance1:  adservice-6   faultType1: Latency
instance2:  product-11    faultType2:  IORead

2020-10-11 22:59
- front-1/Recv.
- front-1/GetCart
- front-1/GetProduct

2020-10-12 00:17
- email-2/SendOrder
- cart-1/EmptyCart
- checkout-8/PlaceOrder

2020-10-12 05:59
- recommend-5/ListProduct
- recommend-5/ListRecommend
- product-13/GetProduct

2020-10-12 22:21
- adervice-6/getads
- product-11/GetProduct
- product-8/GetProduct

time

2020-10-13 03:06
instance1:  currency-3   faultType1: CPU
instance2:  cart-2    faultType2:  IORead
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- cart-2/GatCart
- currency-2/Convert
- currency-3/Convert

Figure 8: Examples of fault injection and root causes localization on Hipster-Shop
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5.4 Experiments and Results Analysis

5.4.1 MicroRank’s overall e�ectiveness . We present the ex-
perimental results of MicroRank on three datasets A, B and C.
Table 4, Table 5 and Table 6 present the overall results of A, B and
C ,respectively. In those tables, di�erent columns present di�erent
e�ectiveness metrics, namely Column PR represents the PageRank
Anomalous Scorer in MicroRank, Column SP represents the tradi-
tional spectrum-based techniques and Column MR represents our
MicroRank. Di�erent rows present the spectrum formulae used.

From these tables, we have the following observations. First,
MicroRank can signi�cantly raise the operators’ e�ciency of �nding
root causes no matter in single fault or two faults situation. Overall
'@1 results on single fault datasets A and C are larger than 88%.
'@3 results on the two faults dataset B are larger than 60%. The
decline of recall in B because MicroRank should include both two
faults in the top ranking list. We also �nd that the probability that
MicroRank locates one of the two faults on dataset B exceeds 90%.

Second, despite the fact that various techniques perform di�er-
ently in situations with di�erent number of root causes. In most

cases, MicroRank is able to boost the initial spectrum-based tech-
niques on three datasets. For instance, MicroRank that employs
RussellRao spectrum measurement enhances the '@3 from 50% to
74% on the dataset B and the '@1 from 86% to 92% on the dataset
A.

Third, from the perspective of the spectrum formulae, Ochiai
(marked in gray) is the most e�ective spectrum formulae in our
experiments. In addition, we discover thatMicroRank is less a�ected
by di�erent formulae. For instance, on A, the di�erence between
the best '@1 and the worst '@1 is less than 6%.

Finally, we �nd that both the MicroRank and initial spectrum-
based method outperform the PageRank techniques. It means that
the root causes not always get the highest anomalous score in PageR-
ank Anomalous Scorer. The reason is that the microservice system
may have some normal service instances covered by each trace.
To be speci�c, we �nd that the PageRank Anomalous Scorer hardly
ranks the root cause at Top-1 on C. When we visualize the traces
of C, we �nd that it only has a simple service dependency graph,
which contains 13 service instances and it has only one kind of trace.
Such simple topology and a single kind of trace limit the capability
of PageRank. However MicroRank still performs excellently and
not worse than the initial spectrum-based techniques even when
in a simple microservice system. For instance, on the dataset C,
each request needs to query data from 31_003, 31_007 and 31_009.
Hence, when injecting a fault to service instance 3>2:4A_008, each
anomalous trace covers 31_003, 31_007, 31_009 and 3>2:4A_008.
The output of Top-4 anomalous ranking list of PageRank Anoma-
lous Scorer is {31_003,31_007,31_009,3>2:4A_008}. While the Top-
3 normal ranking list is {31_003,31_007,31_009} because every
normal trace covers them too. Therefore, the anomalous score of
31_003, 31_007 and 31_009 can be balanced by their normal scores
in Equation(8) and the anomalous score of 3>2:4A_008 remains its
e�ect. Thus, MicroRank can still rank 3>2:4A_008 at �rst. In other
words, our method can eliminate the interference of the service
instances that are covered by requests every time.

5.4.2 MicroRank’s Anomaly Detectormodule e�ectiveness.
Fig. 11 presents the anomaly detection results of Anomaly Detec-
tor in MicroRank on dataset A and B. We do not apply Anomaly
Detector to C because we do not have the complete fault list in
that production system. The results show that Anomaly Detector
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where 2>D=C> denotes the number of times which operation > has
been covered by that trace. = is used to adjust upper bound values,
we set = = 1.5 in this paper. If the excepted latency !4G24?C43
is larger than the real latency of that trace, the trace would be
determined as anomalous trace. Once Anomaly Detector detects one
anomalous trace, it triggers the root cause localization phase. To
avoid detecting the same anomalous state multiple times, we �ush
the detection window (5 minutes in this paper) after each trigger.

4.3 Data Preparator
In anomaly detection phase, MicroRank makes a rough analysis of
the tracing data to reduce the cost . For example, Anomaly Detector
only determines whether the operations occur but ignores the rela-
tionships among operations. Only when the root cause localization
phase is triggered, the Data Preparator module in MicroRank will
extract detailed trace information about the operations’ relation-
ships.

Because the anomalous and normal traces may cover di�erent
sets of service instances, Data Preparator �rst divides the traces in
the last time windows into anomalous trace list and normal trace
list based an the Equation 1. For the traceID in anomalous trace list
or normal trace list, Data Preparator queries its trace information
through the unique traceID from persistent storage. Each trace in-
formation records the parent-child relation and the service instance
operations that the trace has covered. Data Preparator can utilize
the above information to construct coverage tree of each trace. In
this paper, we identify the traces that have the same coverage tree
as the same kind of trace. Data Preparator also records the number
of occurrences of each kind of trace.

In addition, we can get the complete anomalous or normal trace
coverage graph when we aggregate the coverage trees together.
Then, we can construct the operation-trace graph based on trace
coverage graph when we regard traces as part of nodes. For exam-
ple, Fig. 3 shows the anomalous request-operation graph of Fig. 1.
Finally, if we remove duplicate edges in the coverage graph and put
the attention to nodes, we can get the real-time call graph among
di�erent service instance operations. The anomalous and normal
clues serve as the input of Anomalous PageRank Scorer and Normal
PageRank Scorer, respectively.

4.4 PageRank Scorer
As discussed in section 3.2, if all traces are treated equally, using
the spectrum-based method to microservice root cause localization
directly may lead to inferior performance. Therefore, we add an
additional module, named PageRank Scorer, before the Weighted
Spectrum Ranker. PageRank Scorer is composed of Normal Scorer
and Anomalous Scorer to deal with the anomalous and normal clues
in parallel. PageRank Scorer can calculate the weighted spectrum
information forWeighted Spectrum Ranker.

The PageRank method is used to give each page a relative score
of importance by evaluating the quality and quantity of its links. If
one webpage contains a hyperlink pointing to another webpage,
there is a link between them. Each link from onewebpage to another
casts a so-called vote, the weight of which depends on the weight
of the webpages that link to it.

The basic idea of our approach is to give each operation a weight
by evaluating the importance of traces that cover it based on the
operation-trace graph(e.g., Fig 6). The importance of traces is based
on traces’ ability in �nding root causes. The key insights of PageR-
ank Scorer are that ¨ if an operation covered by more anomalous
traces, it should also be more likely the root cause, and ≠ if an
anomalous trace covers fewer operations the trace should be con-
sidered more important because it has a smaller scope to infer real
cause, and Æ if a kind of trace appears fewer times the kind of trace
should be given more consider to prevent the diversion from the
kinds of trace that occur many times.

4.4.1 Personalised PageRankAlgorithm. The standard PageR-
ank is applied to the graph whose nodes are all homogeneous[27,
37]. Therefore, we chose Personalised PageRank [10] because it is
a method to analyse the graph of heterogeneous nodes (operations
and traces in this paper). Given a digraph ⌧ = h+ , ⇢i that contains
= nodes and< edges, and ⇢ contains a directed edge hB, Ci if node
B to node C . Let � be the transition matrix of = by = elements, all
of the �BC will combine into the complete �. The �BC is de�ned as
the probability that a random walk starting from B terminates at C ,
which re�ects the importance of C with respect to B . The value of
�BC can be calculated by:

�BC =
⇢ 1

|$ (B) | , C 2 $ (B)
0, otherwise

(2)

where $ (B) denotes the out-neighbors of B . For a given preference
vector u, the personalized PageRank equation can be written as
[10]:

v = (1 � 3)Gv + 3 · u, (3)
5
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Table 1: Original Spectrum andMicroRank score in Fig. 3
Initial Spectrum(Tarantula) MicroRank (Tarantula)

Service $4 5 $4? $=5 $=? score $4 5 $4? $=5 $=? score
front 3 1 0 0 0.5 2.97 0.990 0.0 0.0 0.5
checkout 1 1 2 0 0.25 0.328 0.328 0.656 0.198 0.25
recommend 1 0 2 1 1 0.328 0.0 0.686 0.0 0.4
product 3 0 0 1 1 3.0 0.0 0.0 0.0 0.666
payment 0 1 3 0 0 0.0 1.32 0.0 0.0 0.333
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shown in the left half of Table 1). Actually from the operator per-
spective, the anomalous request Req-1 in Fig. 3 only covers front
and product. In other words, the anomalous instances are either
front or product and the recommend would not be considered �rst.
In addition, because the normal request Req-4 passes through the
front, the product seems more like the anomalous instance. This
example inspires us that if the requests can be weighted based on
their ability in localizing root causes, the spectrum-based method
in localizing microservice root causes will be more precise.

The Second Limitation of spectrum-based method. Unlike
test cases which are well-designed by testing engineers, the traces’
coverage is relatively unbalanced. In other words, some kinds of re-
quests that cover the same service instances may appear frequently
(like Req-3, Req-4 and Req-5 in Fig. 4 ) because the user preference
(e.g., view products many times). While some kinds of requests
(like Req-1 in Fig. 4 ) may emerge a few times because users access
them less often (e.g., only checkout the selected products once). In
Fig. 4, we have injected network jam for both product and currency
to stimulate the scenario where two errors occur at the same time.
When we apply the Jaccard spectrum formula to Fig. 4, we can
�nd that recommend get higher score result than the root cause
2DAA4=2~. The season is that the spectrum-based methods assume
that the test cases are well-designed and they would not cover
the same instances many times. This example inspires us that we
should give more consideration to the kinds of requests, which
appear fewer times to balance the occurrence number of di�erent
kinds of requests.

4 SYSTEM DESIGN
4.1 System overview
In this paper, we proposed an extended spectrum method with
PageRank, named MicroRank, to �nd service instances that poten-
tially contribute to the latency issues. To rank the service instance

autonomously,MicroRank, illustrated in Fig. 5, consists of four mod-
ules, namely Anomaly Detector, Data Preparator, PageRank Scorer
andWeighted Spectrum Ranker. We brie�y introduce each module
in this subsection and later explain them in detail in the following
subsections.

First, Anomaly Detector module which is presented in Section 4.2
continually monitors the system by comparing the expected latency
and real latency of each trace within a sliding time window (30
seconds in this paper). If the real latency of one trace is larger than
its expected latency, Anomaly Detector determines that the system
is at an abnormal state and triggers the root causes localization
procedure. Second, Data Preparator presented in Section 4.3 dis-
tinguishes whether the traces in that time window is abnormal or
not and construct both the call graph and operation-trace graph
for the PageRank Scorer . Third, the PageRank Scorer presented in
Section 4.4 can generate anomalous scores and normal scores for
each operations in parallel based on the anomalous and normal
tracing information from Data Preparator . In the �nal Weighted
Spectrum Ranker presented in Section 4.5 takes the scores from
PageRank Scorer as input to update weighted spectra and applies
ranking formulae to output an ordered list for operators to examine.
In the best case, the �rst service instance presented in the ranked
output of MicroRank is the exact root cause of that anomaly.

4.2 Anomaly Detector
Before localizing root causes, we need to distinguish whether the
target microservice system has latency issues �rst. Previous ap-
proaches (e.g., [9, 20, 35, 39]) on anomaly detection only detect SLO
(Service Level Objective, e.g., average latency per minute) devia-
tions of the front-end service under the condition of the mixture
of all kinds of traces. However, traces contain a variable number
of operations and each operation has di�erent handing time as
shown in Section 2.1. For example, trace1 covers 7 service instance
operations and it has low latency 20 ms, trace2 covers 40 service
instance operations and it has high latency 100 ms because it has
handled more tasks. Actually both trace1 and trace2 are normal
traces. But the trace2 may be determined as abnormal trace by the
methods that mix all kinds of requests because these methods do
not consider trace-level details.

In this study, we propose an unsupervised and lightweight trace-
level anomaly detection method, which utilizes relations between
the operation handling time and the number of times the operations
covered by traces. First Anomaly Detector calculates the mean han-
dling time `> and its standard deviation f> of each operation from
a long time (e.g., one hour) normal tracing data o�ine. For example,
{”2⌘42:>DC/%;024$A34A” : {”`> ” : 50<B, ”f> ” : 20<B}} shows that
the mean handling time of chekout’s PlaceOrder operation is 50ms.
To be speci�c, we do not need to update the average handling time
and its variation unless a series of false positives have occurred.

When Anomaly Detector monitors traces in one short sliding
time windows, it only need to mine which operations and how
many times these operations covered by one trace. This approach
is more lightweight than the methods [42] that encode traces into
�xed-length vectors. Inspired by the setting of SLO in Roots[9], the
excepted latency !4G24?C43 of one trace can be calculated as:

!4G24?C43 =
’

2>D=C> ⇤ (`> + = ⇤ f> ) (1)
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where 3 is the damping factor (0  3 < 1), the solution v is the
personalized PageRank vector (PPV) for preference vector u. If u
is the uniform distribution vector u = [ 1= , . . . , 1= ], it means that
PageRank gives no preference to any pages.

The work in [27] introduced an iterative algorithm to get the ap-
proximate solution of Equation(3). The equation of the :th iteration
is de�ned as:

v (@) = 3 · Gv (@�1) + (1 � 3) · u (4)

Each time we run the calculation, we are getting a closer estimate
of the �nal value. The outcome vector denotes the ranked scores of
all nodes.

4.4.2 Transition Matrix . Given the operation-trace graph and
call graph information, the transition matrices in our approach can
be partitioned as:

G =

2666664

>?4A0C8>=Bz}|{
G>>

CA024Bz}|{
G>C

GC> 0

3777775
(5)

where G>> denotes the transition matrix among operations based
on the call graph, G>C and GC> denote the transition matrices be-
tween operations and traces based on the operation-trace graph.
PageRank Scorer can utilize the G>> to di�erentiate the service op-
erations covered by the same anomalous and normal traces. For
example, after calculating the anomalous trace Req-1, Req-2, Req-3
in Fig. 3, we can get the anomalous transitionmatrixGwith a vector
[5 A>=C, A42><<4=3, 2⌘42:>DC, ?A>3D2C, A4@1, A4@2, A4@3] below:

� =

26666666666664

0 0 0 0 1/2 1/3 1/3
1/3 0 0 0 0 1/3 0
1/3 0 0 0 0 0 1/3
1/3 1 1 0 1/2 1/3 1/3
1/3 0 0 1/3 0 0 0
1/3 0 1 1/3 0 0 0
1/3 1 0 1/3 0 0 0

37777777777775
Compared with the continuously changing trace coverage graph,

the call graph is relatively stable unless a program change occurs.
Therefore, we believe that the operation-trace graph is more impor-
tant than the call graph in root cause localization. Our approach
uses parameter l (0  l  1) to tune the weight of call graph.

G =

l G>> G>C

GC> 0

�
(6)

The matrix G can present the di�erence among operations and
meet the key insight ¨.

4.4.3 Preference Vector . MicroRank uses the preference vector
u to demonstrate the impact of trace scope and kind of traces.
Preference vector u consists of two sub-vectors: u =

⇥
u)> , u

)
C

⇤) ,
where u> and uC denote the preference vector of operations and
traces, respectively. Our approach sets the u> as Æ0 because we do
not consider preference of operations in this module.

For the Anomalous Scorer, uC is set as [\1, \2, . . . , \<]) . Here,

\8 = i · =�1
8Õ
=�1
9

+ (1 � i) · :�1
8Õ
:�1
9
, (7)

where =8 denotes the number of operations covered by anoma-
lous trace 8 , :8 denotes the number of anomalous traces of trace
8’s kind, and i (0  i  1, default i = 0.5 in this paper ) presents

the tradeo� between trace scope and trace kind. The =8 considers
the anomalous trace scope based on key insight ≠ and :8 puts at-
tention to the kind of anomalous traces based on key insight Æ.
For anomalous traces in Fig. 3, we obtain the preference vector
u =

⇥
0, 0, 0, 0, 8

21 ,
13
42 ,

13
42
⇤
.

For the Normal Scorer, we only consider the kind of traces for
the preference vector because the trace scope does not re�ect the
importance of normal traces. Therefore, the \8 is

=�1
8Õ
=�1
9
, where =8

denotes the number of normal traces belong to the kind of trace 8 .

4.4.4 PageRank Score. Once we determine the transition ma-
trix G and the preference vector u, we set the initial PPV v (0) =⇥
v)> , v

)
C

⇤) . In this paper, v> =
h

1
#>

, 1
#>

, . . . , 1
#>

i
, where #> is the

number of operations in the operation-trace graph. And vC =h
1
#C

, 1
#C

, . . . , 1
#C

i
, where #C denotes the number of traces in the

operation-trace graph. Normal Scorer and Anomalous Scorer obtain
the normal PPV and anomalous PPV by following the work [40]
and the Equation(4). For the tracing data in Fig. 3, we can get the
anomalous PPV:

� [5 A>=C, A42><<4=3, 2⌘42:>DC, ?A>3D2C] = [0.990, 0.328, 0.328, 1]

The result of the anomalous scores indicates that product has the
highest anomalous score in our example . Actually, product is indeed
the root cause, which proves the feasibility of our algorithm.

4.5 Weighted Spectrum Ranker
Weighted Spectrum Ranker takes the scores of both normal and
anomalous traces generated by PageRank Scorer and the number of
anomalous and normal traces to construct the spectrum information.
The spectrum information of operation $ can be computed as:

$4 5 = � ⇤ #4 5 , $=5 = � ⇤ (#5 � #4 5 )
$4? = % ⇤ #4? , $=? = % ⇤ (#? � #4? )

(8)

where � and % represent the anomalous and normal PageRank score
of operation $ , #4 5 and #4? denote the number of anomalous and
normal traces covered the operation$ , #5 and #? denote the total
number of anomalous and normal traces in the current sliding win-
dow, respectively. Notice that there are some operations that do not
have anomalous scores or some do not have normal scores. If the
operation 9 has not a score, the � or % is set as 0.0001. MicroRank
then applies spectrum ranking formulae to compute suspiciousness
scores for each operation. The operation name (e.g., front-1/Recv.)
contains the information about which service instance it belongs to.
Therefore,MicroRank can give a ranking list of service instances for
application operators. The right half of Table 1 shows the weighted
spectrum information and updated Tarantula scores for each service
instance in Fig. 3. According to the Table 1, MicroRank boosts the
Tarantula spectrum method and ranks ?A>3D2C as the �rst, demon-
strating the e�ectiveness of PageRank in locating microservice root
causes.
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where 3 is the damping factor (0  3 < 1), the solution v is the
personalized PageRank vector (PPV) for preference vector u. If u
is the uniform distribution vector u = [ 1= , . . . , 1= ], it means that
PageRank gives no preference to any pages.

The work in [27] introduced an iterative algorithm to get the ap-
proximate solution of Equation(3). The equation of the :th iteration
is de�ned as:

v (@) = 3 · Gv (@�1) + (1 � 3) · u (4)

Each time we run the calculation, we are getting a closer estimate
of the �nal value. The outcome vector denotes the ranked scores of
all nodes.

4.4.2 Transition Matrix . Given the operation-trace graph and
call graph information, the transition matrices in our approach can
be partitioned as:

G =

2666664

>?4A0C8>=Bz}|{
G>>

CA024Bz}|{
G>C

GC> 0

3777775
(5)

where G>> denotes the transition matrix among operations based
on the call graph, G>C and GC> denote the transition matrices be-
tween operations and traces based on the operation-trace graph.
PageRank Scorer can utilize the G>> to di�erentiate the service op-
erations covered by the same anomalous and normal traces. For
example, after calculating the anomalous trace Req-1, Req-2, Req-3
in Fig. 3, we can get the anomalous transitionmatrixGwith a vector
[5 A>=C, A42><<4=3, 2⌘42:>DC, ?A>3D2C, A4@1, A4@2, A4@3] below:

� =

26666666666664

0 0 0 0 1/2 1/3 1/3
1/3 0 0 0 0 1/3 0
1/3 0 0 0 0 0 1/3
1/3 1 1 0 1/2 1/3 1/3
1/3 0 0 1/3 0 0 0
1/3 0 1 1/3 0 0 0
1/3 1 0 1/3 0 0 0

37777777777775
Compared with the continuously changing trace coverage graph,

the call graph is relatively stable unless a program change occurs.
Therefore, we believe that the operation-trace graph is more impor-
tant than the call graph in root cause localization. Our approach
uses parameter l (0  l  1) to tune the weight of call graph.

G =

l G>> G>C

GC> 0

�
(6)

The matrix G can present the di�erence among operations and
meet the key insight ¨.

4.4.3 Preference Vector . MicroRank uses the preference vector
u to demonstrate the impact of trace scope and kind of traces.
Preference vector u consists of two sub-vectors: u =

⇥
u)> , u

)
C

⇤) ,
where u> and uC denote the preference vector of operations and
traces, respectively. Our approach sets the u> as Æ0 because we do
not consider preference of operations in this module.

For the Anomalous Scorer, uC is set as [\1, \2, . . . , \<]) . Here,

\8 = i · =�1
8Õ
=�1
9

+ (1 � i) · :�1
8Õ
:�1
9
, (7)

where =8 denotes the number of operations covered by anoma-
lous trace 8 , :8 denotes the number of anomalous traces of trace
8’s kind, and i (0  i  1, default i = 0.5 in this paper ) presents

the tradeo� between trace scope and trace kind. The =8 considers
the anomalous trace scope based on key insight ≠ and :8 puts at-
tention to the kind of anomalous traces based on key insight Æ.
For anomalous traces in Fig. 3, we obtain the preference vector
u =

⇥
0, 0, 0, 0, 8

21 ,
13
42 ,

13
42
⇤
.

For the Normal Scorer, we only consider the kind of traces for
the preference vector because the trace scope does not re�ect the
importance of normal traces. Therefore, the \8 is

=�1
8Õ
=�1
9
, where =8

denotes the number of normal traces belong to the kind of trace 8 .

4.4.4 PageRank Score. Once we determine the transition ma-
trix G and the preference vector u, we set the initial PPV v (0) =⇥
v)> , v

)
C

⇤) . In this paper, v> =
h

1
#>

, 1
#>

, . . . , 1
#>

i
, where #> is the

number of operations in the operation-trace graph. And vC =h
1
#C

, 1
#C

, . . . , 1
#C

i
, where #C denotes the number of traces in the

operation-trace graph. Normal Scorer and Anomalous Scorer obtain
the normal PPV and anomalous PPV by following the work [40]
and the Equation(4). For the tracing data in Fig. 3, we can get the
anomalous PPV:

� [5 A>=C, A42><<4=3, 2⌘42:>DC, ?A>3D2C] = [0.990, 0.328, 0.328, 1]

The result of the anomalous scores indicates that product has the
highest anomalous score in our example . Actually, product is indeed
the root cause, which proves the feasibility of our algorithm.

4.5 Weighted Spectrum Ranker
Weighted Spectrum Ranker takes the scores of both normal and
anomalous traces generated by PageRank Scorer and the number of
anomalous and normal traces to construct the spectrum information.
The spectrum information of operation $ can be computed as:

$4 5 = � ⇤ #4 5 , $=5 = � ⇤ (#5 � #4 5 )
$4? = % ⇤ #4? , $=? = % ⇤ (#? � #4? )

(8)

where � and % represent the anomalous and normal PageRank score
of operation $ , #4 5 and #4? denote the number of anomalous and
normal traces covered the operation$ , #5 and #? denote the total
number of anomalous and normal traces in the current sliding win-
dow, respectively. Notice that there are some operations that do not
have anomalous scores or some do not have normal scores. If the
operation 9 has not a score, the � or % is set as 0.0001. MicroRank
then applies spectrum ranking formulae to compute suspiciousness
scores for each operation. The operation name (e.g., front-1/Recv.)
contains the information about which service instance it belongs to.
Therefore,MicroRank can give a ranking list of service instances for
application operators. The right half of Table 1 shows the weighted
spectrum information and updated Tarantula scores for each service
instance in Fig. 3. According to the Table 1, MicroRank boosts the
Tarantula spectrum method and ranks ?A>3D2C as the �rst, demon-
strating the e�ectiveness of PageRank in locating microservice root
causes.
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where 3 is the damping factor (0  3 < 1), the solution v is the
personalized PageRank vector (PPV) for preference vector u. If u
is the uniform distribution vector u = [ 1= , . . . , 1= ], it means that
PageRank gives no preference to any pages.

The work in [27] introduced an iterative algorithm to get the ap-
proximate solution of Equation(3). The equation of the :th iteration
is de�ned as:

v (@) = 3 · Gv (@�1) + (1 � 3) · u (4)

Each time we run the calculation, we are getting a closer estimate
of the �nal value. The outcome vector denotes the ranked scores of
all nodes.

4.4.2 Transition Matrix . Given the operation-trace graph and
call graph information, the transition matrices in our approach can
be partitioned as:

G =

2666664

>?4A0C8>=Bz}|{
G>>

CA024Bz}|{
G>C

GC> 0

3777775
(5)

where G>> denotes the transition matrix among operations based
on the call graph, G>C and GC> denote the transition matrices be-
tween operations and traces based on the operation-trace graph.
PageRank Scorer can utilize the G>> to di�erentiate the service op-
erations covered by the same anomalous and normal traces. For
example, after calculating the anomalous trace Req-1, Req-2, Req-3
in Fig. 3, we can get the anomalous transitionmatrixGwith a vector
[5 A>=C, A42><<4=3, 2⌘42:>DC, ?A>3D2C, A4@1, A4@2, A4@3] below:

� =

26666666666664

0 0 0 0 1/2 1/3 1/3
1/3 0 0 0 0 1/3 0
1/3 0 0 0 0 0 1/3
1/3 1 1 0 1/2 1/3 1/3
1/3 0 0 1/3 0 0 0
1/3 0 1 1/3 0 0 0
1/3 1 0 1/3 0 0 0

37777777777775
Compared with the continuously changing trace coverage graph,

the call graph is relatively stable unless a program change occurs.
Therefore, we believe that the operation-trace graph is more impor-
tant than the call graph in root cause localization. Our approach
uses parameter l (0  l  1) to tune the weight of call graph.

G =

l G>> G>C

GC> 0

�
(6)

The matrix G can present the di�erence among operations and
meet the key insight ¨.

4.4.3 Preference Vector . MicroRank uses the preference vector
u to demonstrate the impact of trace scope and kind of traces.
Preference vector u consists of two sub-vectors: u =

⇥
u)> , u

)
C

⇤) ,
where u> and uC denote the preference vector of operations and
traces, respectively. Our approach sets the u> as Æ0 because we do
not consider preference of operations in this module.

For the Anomalous Scorer, uC is set as [\1, \2, . . . , \<]) . Here,

\8 = i · =�1
8Õ
=�1
9

+ (1 � i) · :�1
8Õ
:�1
9
, (7)

where =8 denotes the number of operations covered by anoma-
lous trace 8 , :8 denotes the number of anomalous traces of trace
8’s kind, and i (0  i  1, default i = 0.5 in this paper ) presents

the tradeo� between trace scope and trace kind. The =8 considers
the anomalous trace scope based on key insight ≠ and :8 puts at-
tention to the kind of anomalous traces based on key insight Æ.
For anomalous traces in Fig. 3, we obtain the preference vector
u =

⇥
0, 0, 0, 0, 8

21 ,
13
42 ,

13
42
⇤
.

For the Normal Scorer, we only consider the kind of traces for
the preference vector because the trace scope does not re�ect the
importance of normal traces. Therefore, the \8 is

=�1
8Õ
=�1
9
, where =8

denotes the number of normal traces belong to the kind of trace 8 .

4.4.4 PageRank Score. Once we determine the transition ma-
trix G and the preference vector u, we set the initial PPV v (0) =⇥
v)> , v

)
C

⇤) . In this paper, v> =
h

1
#>

, 1
#>

, . . . , 1
#>

i
, where #> is the

number of operations in the operation-trace graph. And vC =h
1
#C

, 1
#C

, . . . , 1
#C

i
, where #C denotes the number of traces in the

operation-trace graph. Normal Scorer and Anomalous Scorer obtain
the normal PPV and anomalous PPV by following the work [40]
and the Equation(4). For the tracing data in Fig. 3, we can get the
anomalous PPV:

� [5 A>=C, A42><<4=3, 2⌘42:>DC, ?A>3D2C] = [0.990, 0.328, 0.328, 1]

The result of the anomalous scores indicates that product has the
highest anomalous score in our example . Actually, product is indeed
the root cause, which proves the feasibility of our algorithm.

4.5 Weighted Spectrum Ranker
Weighted Spectrum Ranker takes the scores of both normal and
anomalous traces generated by PageRank Scorer and the number of
anomalous and normal traces to construct the spectrum information.
The spectrum information of operation $ can be computed as:

$4 5 = � ⇤ #4 5 , $=5 = � ⇤ (#5 � #4 5 )
$4? = % ⇤ #4? , $=? = % ⇤ (#? � #4? )

(8)

where � and % represent the anomalous and normal PageRank score
of operation $ , #4 5 and #4? denote the number of anomalous and
normal traces covered the operation$ , #5 and #? denote the total
number of anomalous and normal traces in the current sliding win-
dow, respectively. Notice that there are some operations that do not
have anomalous scores or some do not have normal scores. If the
operation 9 has not a score, the � or % is set as 0.0001. MicroRank
then applies spectrum ranking formulae to compute suspiciousness
scores for each operation. The operation name (e.g., front-1/Recv.)
contains the information about which service instance it belongs to.
Therefore,MicroRank can give a ranking list of service instances for
application operators. The right half of Table 1 shows the weighted
spectrum information and updated Tarantula scores for each service
instance in Fig. 3. According to the Table 1, MicroRank boosts the
Tarantula spectrum method and ranks ?A>3D2C as the �rst, demon-
strating the e�ectiveness of PageRank in locating microservice root
causes.
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Figure 7: A sample of service instance dependency graph of Hipster-Shop microservice system

2020-10-11 22:57
instance:  front-1
faultType: CPU

2020-10-12 00:15
instance:  email-2
faultType: IOWrite

2020-10-12 05:58
instance:  recommend-5
faultType: Latency

2020-10-12 22:20
instance1:  adservice-6   faultType1: Latency
instance2:  product-11    faultType2:  IORead

2020-10-11 22:59
- front-1/Recv.
- front-1/GetCart
- front-1/GetProduct

2020-10-12 00:17
- email-2/SendOrder
- cart-1/EmptyCart
- checkout-8/PlaceOrder

2020-10-12 05:59
- recommend-5/ListProduct
- recommend-5/ListRecommend
- product-13/GetProduct

2020-10-12 22:21
- adervice-6/getads
- product-11/GetProduct
- product-8/GetProduct

time

2020-10-13 03:06
instance1:  currency-3   faultType1: CPU
instance2:  cart-2    faultType2:  IORead

2020-10-13 03:08
- cart-2/GatCart
- currency-2/Convert
- currency-3/Convert

Figure 8: Examples of fault injection and root causes localization on Hipster-Shop
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Figure 9: The distribution of four types of faults on A
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Figure 10: The distribution of four types of faults on B

5.4 Experiments and Results Analysis

5.4.1 MicroRank’s overall e�ectiveness . We present the ex-
perimental results of MicroRank on three datasets A, B and C.
Table 4, Table 5 and Table 6 present the overall results of A, B and
C ,respectively. In those tables, di�erent columns present di�erent
e�ectiveness metrics, namely Column PR represents the PageRank
Anomalous Scorer in MicroRank, Column SP represents the tradi-
tional spectrum-based techniques and Column MR represents our
MicroRank. Di�erent rows present the spectrum formulae used.

From these tables, we have the following observations. First,
MicroRank can signi�cantly raise the operators’ e�ciency of �nding
root causes no matter in single fault or two faults situation. Overall
'@1 results on single fault datasets A and C are larger than 88%.
'@3 results on the two faults dataset B are larger than 60%. The
decline of recall in B because MicroRank should include both two
faults in the top ranking list. We also �nd that the probability that
MicroRank locates one of the two faults on dataset B exceeds 90%.

Second, despite the fact that various techniques perform di�er-
ently in situations with di�erent number of root causes. In most

cases, MicroRank is able to boost the initial spectrum-based tech-
niques on three datasets. For instance, MicroRank that employs
RussellRao spectrum measurement enhances the '@3 from 50% to
74% on the dataset B and the '@1 from 86% to 92% on the dataset
A.

Third, from the perspective of the spectrum formulae, Ochiai
(marked in gray) is the most e�ective spectrum formulae in our
experiments. In addition, we discover thatMicroRank is less a�ected
by di�erent formulae. For instance, on A, the di�erence between
the best '@1 and the worst '@1 is less than 6%.

Finally, we �nd that both the MicroRank and initial spectrum-
based method outperform the PageRank techniques. It means that
the root causes not always get the highest anomalous score in PageR-
ank Anomalous Scorer. The reason is that the microservice system
may have some normal service instances covered by each trace.
To be speci�c, we �nd that the PageRank Anomalous Scorer hardly
ranks the root cause at Top-1 on C. When we visualize the traces
of C, we �nd that it only has a simple service dependency graph,
which contains 13 service instances and it has only one kind of trace.
Such simple topology and a single kind of trace limit the capability
of PageRank. However MicroRank still performs excellently and
not worse than the initial spectrum-based techniques even when
in a simple microservice system. For instance, on the dataset C,
each request needs to query data from 31_003, 31_007 and 31_009.
Hence, when injecting a fault to service instance 3>2:4A_008, each
anomalous trace covers 31_003, 31_007, 31_009 and 3>2:4A_008.
The output of Top-4 anomalous ranking list of PageRank Anoma-
lous Scorer is {31_003,31_007,31_009,3>2:4A_008}. While the Top-
3 normal ranking list is {31_003,31_007,31_009} because every
normal trace covers them too. Therefore, the anomalous score of
31_003, 31_007 and 31_009 can be balanced by their normal scores
in Equation(8) and the anomalous score of 3>2:4A_008 remains its
e�ect. Thus, MicroRank can still rank 3>2:4A_008 at �rst. In other
words, our method can eliminate the interference of the service
instances that are covered by requests every time.

5.4.2 MicroRank’s Anomaly Detectormodule e�ectiveness.
Fig. 11 presents the anomaly detection results of Anomaly Detec-
tor in MicroRank on dataset A and B. We do not apply Anomaly
Detector to C because we do not have the complete fault list in
that production system. The results show that Anomaly Detector
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Table 4: Latency issues localization results on dataset A
R@1 R@3 R@5 Exam Score

DataSet Formula PR SP MR PR SP MR PR SP MR PR SP MR IMP⇤ IMP†
Dstar2 78 88 94 78 94 96 92 96 96 1.16 0.56 0.42 63.79% 25.00%

Goodman 78 86 88 86 92 92 92 92 92 1.16 0.88 0.84 27.59% 4.45%
Jaccard 78 86 88 86 92 92 90 92 92 1.28 0.88 0.84 34.38% 4.45%
M2 78 90 94 86 94 96 92 94 96 1.16 0.60 0.42 63.79% 30.00%

Ochiai 78 88 94 86 94 96 92 96 96 1.16 0.56 0.42 63.79% 25.00%
Sørensen 78 86 88 86 90 92 92 92 92 1.16 0.88 0.84 34.38% 4.45%
RussellRao 78 86 92 86 92 96 92 96 96 1.28 0.64 0.44 65.63% 31.25%

A

Dice 78 86 88 86 92 92 90 92 92 1.32 0.88 0.84 36.36% 4.45%
[⇤] denotes the improvement between PR and MR
[†] denotes the improvement between SP and MR

Table 5: Latency issues localization results on dataset B
R@2 R@3 R@5 Exam Score

DataSet Formula PR SP MR PR SP MR PR SP MR PR SP MR IMP⇤ IMP†
Dstar2 30 52 54 36 62 68 46 70 72 2.46 1.50 1.38 43.90% 8.00%

Goodman 32 56 58 38 62 66 48 76 84 2.4 1.46 1.18 39.17% 19.18%
Jaccard 28 54 56 34 58 64 44 74 76 2.54 1.54 1.28 39.37% 16.88%
M2 28 50 64 34 56 72 44 64 82 2.56 1.68 1.04 59.36% 38.10%

Ochiai 30 60 66 36 68 76 46 82 84 2.48 1.14 0.94 62.10% 17.54%
Sørensen 30 56 58 36 62 66 46 78 84 2.48 1.38 1.20 51.61% 13.04%
RussellRao 30 42 64 36 50 74 46 56 84 2.48 1.96 1.00 59.68% 48.98%

B

Dice 26 56 58 32 62 66 44 76 84 2.6 1.40 1.16 55.38% 17.14%
[⇤] denotes the improvement between PR and MR
[†] denotes the improvement between SP and MR

Table 6: Latency issues localization results on dataset C
R@1 R@3 R@5 Exam Score

DataSet Formula PR SP MR PR SP MR PR SP MR PR SP MR IMP⇤ IMP†
Dstar2 0 85 100 0 100 100 100 100 100 3.42 0.14 0.00 100.00% 100.00%

Goodman 0 85 100 0 100 100 100 100 100 3.42 0.14 0.00 100.00% 100.00%
Jaccard 0 85 100 0 100 100 100 100 100 3.42 0.14 0.00 100.00% 100.00%
M2 0 100 100 0 100 100 100 100 100 3.42 0.00 0.00 100.00% 0.00%

Ochiai 0 85 100 0 100 100 100 100 100 3.42 0.14 0.00 100.00% 100.00%
Sørensen 0 85 100 0 100 100 100 100 100 3.42 0.14 0.00 100.00% 100.00%
RussellRao 0 71 100 0 85 100 100 100 100 3.42 0.71 0.00 100.00% 100.00%

C

Dice 0 85 100 0 100 100 100 100 100 3.42 0.14 0.00 100.00% 100.00%
[⇤] denotes the improvement between PR and MR
[†] denotes the improvement between SP and MR

performs better on the dataset B than A. This is because injecting
two faults at the same time can make the anomaly more obvious.
The Precision results of two datasets are slightly lower than the
Recall. It means that the number of misreport (i.e., the normal trace
was determined as abnormal trace) is larger than underreport (i.e.,
anomaly was not detected). It is acceptable for application operators
because missing an anomaly has more serious consequences than
false positives.

5.4.3 Impacts of configuration. In this section, we extend our
experiments with di�erent con�gurations to investigate the in-
�uence of damping factors 3 in Equation(4), call graph weight l
in Equation(6), and preference vector weight i in Equation(7) on
datasetA. Because the Exam Score re�ects the overall performance

Figure 11: The anomaly detection results on A and B

of MicroRank, we select the Exam Score to show the e�ectiveness
of MicroRank in this subsection.

Damping factor3 in Equation(4). Fig. 12 presents the impacts
of di�erent 3 on the e�ectiveness of MicroRank. In this �gure, the x
axis presents various 3 values, while the y axis presents the Exam
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Figure 12: Impact of 3 on Exam Score Figure 13: Impact of l on Exam Score Figure 14: Impact of i on Exam Score
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Figure 16: '@1 results among di�erent RCA methods on A
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Figure 17: '@2 results among di�erent RCA methods on B

operation number and distinguish whether the traces are abnormal.
When the root cause analysis is triggered, Data Preparator needs
about 60% CPU utilization and 21.5 seconds to mine the detailed
trace information. Given the large volume of tracing data in produc-
tion systems, the Data Preparator module can be accelerated by the
MapReduce paradigm. Then,MicroRank computes PageRank scores
and a spectrum score, which consumes 20% CPU utilization in to-
tal. The process consumes approximately 9.5 seconds to calculate
PageRank scores and 0.1 second to compute the �nal score.

Limitation. First, MicroRank focuses on the latency issues lo-
calization, so it cannot localize faults that would not cause request
latency deviations. Second, MicroRank relies on the quality of trac-
ing data. Our system is able to locate root causes in the case of
losing some tracing data, but for the platform that losing too many
tracing data, the accuracy will be a�ected inescapably. Moreover,
instrumenting tracing codes causes additional overhead, but the
tracing data can be utilized not only by MicroRank but also other
auxiliary procedures like the predictive anomaly module. In ad-
dition, our approach is a reactive approach. That means it takes
actions only after a latency issue occurs, which is later than the
proactive methods.

6 RELATEDWORK
Tracing Based Work. Some existing studies provided various so-
lutions on end-to-end tracing [2, 4, 7, 15]. They proposed tracing
systems to instruct the source code, collect tracing data, and �nd
out the requests with the long response time. As it is described in
Section 3.2, these systems did not fully leverage the tracing data to
locate the root causes. E�orts on analyzing tracing data mainly fell
into pinpointing performance problems by comparing request �ows
[6, 30]. Pip [29] leverages developer-provided, component-based
expectation of the architecture and latency behavior to compare
with actual behavior observed in end-to-end traces. However, Pip
excessively relies on developers’ speci�cation, which does not work
well in a dynamic micorservice environment.

DependencyGraphBasedWork.Approaches in this category
always build a dependency graph of nodes in distributed systems
indicating the relationship of each node before diagnosing or ana-
lyzing. Besides, these works commonly utilize monitoring metrics

to detect the anomaly and build causality graphs with di�erent
approaches, then diagnosing problems with the combination of
metrics and dependency graph. CauseInfer [5] can automatically
construct a two-layered hierarchical causality graph and infer the
causes of performance problems along the causal paths in the graph
with statistical methods. Sieve [34] infers metric dependencies be-
tween distributed components in the system using the Granger
Causality test. Microscope [20] intercepts system calls network
sockets to obtain network dependency and builds the dependency
graph with network information. For RCA, Microscope �nds root
cause candidates by comparing the similarity between SLO metrics
and the abnormal services. This category of work enjoy the bene�t
that the source code doesn’t need to be instrumented, yet they are
not able to provide �ne-grained data for analysis compared to trace
based work.

Machine Learning Based Work. The machine learning based
methods including classi�cation, relevancy analysis and etc. Liu
et.al., [21] proposed an approach with a spatial-temporal feature
extraction scheme built on the concept of symbolic dynamics to
discover causal interactions. Then a Restricted Boltzmann Machine
(RBM) is used to detect anomalies and the root causes are obtained
by analyzing anomaly propagation. Liu et.al., [22] also introduced
a sequential state switching model based on RBM and arti�cial
anomaly association based on deep neural networks to pinpoint the
root causes. Li et.al., [18] applied a dynamic latent variable model
and dynamic time warping based causality analysis to locate root
causes. Compared to our work, the machine learning basedmethods
need more data to adapt to the dynamic microservice systems.

7 CONCLUSION AND FUTUREWORK
This paper designs and implements, MicroRank, a novel system
to locate root causes that lead to latency issues in microservice
environments.MicroRank extracts service latency from tracing data
then conducts the anomaly detection procedure. By combining
PageRank and spectrum analysis, the service instances that lead
to latency issues are ranked with high scores. The experimental
evaluations in a widely-used open-source system and a production
system show that MicroRank can localize root causes accurately,
which outperforms some state-of-the-art approaches. Moreover,
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